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ABSTRACT : Electronic voting systems have been given more attention and popularity due to the potential of
improving efficiency and availability of the voting process, nevertheless, the systems have continued to bring in various
challenges in terms of security, transparency, athenticity of the voters and trust. The traditional central electronic voting
systems have various disadvantages including data manipulation, single point failure, unauthorized access, etc. To
eliminate the setbacks that were encountered by the traditional electronic voting systems, a new electronic voting
system is introduced, which is termed as BLOCKVOTE. The new electronic voting system employs the principle of
biometric authentication to authenticate the voter with the assistance of the blockchain concept and the concept of
hybrid encryption based on the Advanced Encryption Standard (AES) to encrypt the vote data and the use of Rivest-
Shamir-Adleman (RSA) to authenticate the voters. The new electronic voting system also makes use of the notion of
Content Identifier (CID) and InterPlanetary File System (IPFS) where the vote data is stored. The voting process, voter
registration, casting, validation, and computing of the results, are handled by smart contracts and therefore, the voting
process is automated and no human intervention is required at all. The architecture of the system makes the process
verifiable, anonymous and resistant to common cyber attacks that may affect the integrity of the electoral process,
including vote tampering, impersonation, and replay attacks. Out of the experiments, BLOCKVOTE is capable of the
secure, transparent, and scalable management of the electoral process with a minimum latency, which is why it can be
considered as part of the new outlook of digital democracy.

KEYWORDS: Blockchain, Electronic Voting System, Biometric Authentication, Hybrid Encryption, AES, RSA,
IPFS, CID, Smart Contracts, Decentralized Security

I. INTRODUCTION

Electronic voting has emerged as one of the possible solutions to the problem of efficiency, availability, and speed in
the context of the contemporary democracy processes. Electronic voting systems are replacing the traditional voting
systems due to the heightened use of electronic system in governance. In spite of the benefits of electronic voting
systems, the systems continue to experience several challenges such as security, transparency and trust. Centralized
electronic voting systems are so insecure and open to cyber attacks, manipulations, and one point failure that can
disrupt the outcome of the elections.

Besides the above, there is the problem of voter validation which is another significant issue in the way of electronic
voting systems. The traditional systems of verification, including passwords, voter ID and PIN are usually prone to
duplication and unauthorized access. In the electronic voting system, any vulnerability in terms of verifying voters can
cause threat to the principle of one person one vote by creating a risk in the forgery, duplication and denial of service,
and the centralization of the sensitive information to the voters and the election in the database has created a critical
privacy issue of concern in the fact that any access to the information when not supposed to be accessed can lead to
misuse of such information by malicious actors.
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In order to reduce the above problems, decentralization with the aid of blockchain technology has become a more and
more popular choice of the means of taking secure voting systems. The blockchain technology provides an unreliable
and transparent registry in the absence of a central authority of trust. Thus, systems that are based on blockchains can
ensure the integrity and verifiability of votes. Nevertheless, effective data protection and voter authentication systems
should be established to provide the blockchain-based systems with the ability to guarantee the efficiency and security
of the voting process.

The following article presents a biometrically secure and decentralized architecture of electronic voting system that is
labeled as BLOCKVOTE. This architecture is a combination of the blockchain technology and hybrid encryption. The
biometric techniques guarantee the active involvement of the voters in the election process. In the meantime, the vote
data is safely encrypted by the use of Advanced Encryption Standard (AES). On the same note, key exchanges and
access controls are also being carried out using RSA encryption in order to achieve a secure operation. Moreover, to be
more decentralized and efficient in terms of storage, the vote information is safely stored through InterPlanetary File
System (IPFS) and Content Identifier (CID) addressing.

Under the framework proposed, the difference between secure voter authentication and decentralized and transparent
vote management will be closed. This revolutionizes the existing electronic voting system into an extremely insecure
and centralized system to a secure and decentralized digital voting system. BLOCKVOTE has been suggested in order
to see the creation of a strong and safe voting process that can suit the requirement of the current voting procedures.
This process ensures privacy and integrity of the voter and creates more voter confidence.

Il. BACKGROUND AND MOTIVATION

Some of the stakeholders of the electronic voting system include verification bodies, authorities, voting system
computation bodies, and voters. Development of trust among these parties is an issue that is rather complicated,
particularly because of the centralized voting system that we have at the moment. In centralized voting system there is
only one body that takes care of voter databases, storage of votes and computation of results. It is one of the greatest
security threats, and because of this threat, it may be hard to develop trust among voters and the authorities to confirm
the authenticity of the voting system.

The rationale behind this study is that there is a higher potential of fraud and cyber attacks that are being targeted at
electronic voting systems. In centralized voting system when an unauthorized access is provided to a server then the
votes can be altered, erased or modified without the officials knowing this. In a conventional system, authentication is
not highly implemented and this can be impersonated, duplicate votes and theft of credentials. Moreover, people cannot
rely on the voting system because they cannot check whether the votes are being cast, saved and calculated properly
since there are no verifiable end-to-end voting records.

Security and confidentiality of the information regarding the election and the data of the voters is another important
factor. The votes executed via a network or aggregated on a central database can be hacked and stolen. Furthermore, in
the absence of the intensive cryptography systems, attackers can exploit the vulnerabilities to key management systems
and data storage systems. This indicates that there is necessity to have a strong and transparent voting system, which
has the capability of upholding integrity and confidentiality of votes.

To overcome the issues that come with the voting systems, the work suggests the solution with an integrated
decentralized architecture through the assistance of biometric authentication systems, combined cryptographic systems
and blockchain network. Biometric systems also guarantee the eligibility of the voters when they are voting. The
confidentiality of votes is also under AES encryption. It is also the case that the work encrypts key exchange and access
control systems with RSA encryption. An immutable vote ledger is also created by a permissioned blockchain network.
Also, the work employs the IPFS network and the assistance of CID addressing to store the votes in a decentralized
way, which bridges the divide between identity verification of voters and transparent digital governance, as a result,
laying the groundwork of a secure, scalable, and resilient electronic voting system.

I1l. RELATED WORK
Electronic voting has received widespread research on the application of blockchain-based electronic voting systems to

enhance the transparency, integrity, and trustworthiness of electronic voting. The manner in which the process of
consensus can be enhanced in terms of decentralization and reliability has been examined by various scholars.
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Specifically, Misic et al. [1] suggested that a Qualified Proof of Stake (QPoS) approach should be used to enhance
blockchain-based networks in terms of fairness and fault-tolerance. QPoS is dynamic in that the stake of the nodes is
determined by their past history. This approach will increase the reliability of the consensus process, which is important
to the scalability of the electronic voting system, but will not deal with the application-level issues.

To avoid voter impersonation and identity fraud, biometric authentication systems have been suggested. Alotaibi et al.
suggested an algorithm to give direct cryptographic key pair derivation using biometric characteristics, which binds the
identity of the voter closely to transactions in the blockchain. A technique of applying fingerprint authentication
alongside AES-GCM encryption was suggested by Ramesh et al. to enhance the confidentiality and integrity of votes.
Although enhancing the security of the voting system, these methods are founded on the partially decentralized
architecture and fail to utilize the full potential of blockchain technology.

A number of scholars have suggested blockchain-enhanced voting systems over which voters are authenticated by a
biometric technique to enhance the safety of the voting system. Sharma et al. suggested a voting system which is based
on blockchain technology and thus the impartiality of votes is guaranteed by applying smart contracts to block the
occurrence of multiple voting of a particular person or their votes during the election process. On the same note, Patel
et al. developed a voting system based on blockchain technology that guarantees the inalterability of any vote with the
help of smart contracts to avoid a case of double voting during the election process.

Nevertheless, they do not favor the hybrid encryption and storage which matters in the election.

Professional cryptographic methods have been employed by other scholars in order to endorse privacy and verifiability.
Zhang et al. [6] relied on the blind signatures and zero-knowledge proofs to support the voter privacy and verifiability
and Kapsoulis et al. [7] relied on linkable ring signatures to support voter privacy and remove the issue of double
voting. These methods are effective, but not easy to apply because of the computing costs.

End-to-end verifiable and decentralized voting systems have been utilized by other researchers. The systems applied in
[8] and [10] by Hassan et al. and Singh et al. were online voting systems that used encrypted ballots through
blockchain. These are good voting systems but fail to give the option of voter authentication through biometric checks
and hybrid encryption.

Future-proof voting systems have been employed by other researchers. Kim et al. [9] and Ahmed et al. [15] employed
post-quantum cryptography and deep learning-based biometric to assist in future-proof voting

Although such systems have high security guarantees, they provide complexity and make the system deployment more
expensive. Li et al. in their study [11] and Verma et al. in their study [12] designed hybrid and decentralized blockchain
systems to enhance the scalability and performance of the systems. The systems however do not have multi-layered
security like biometrics and hybrid encryption.

The homomorphic encryption system invented by Mehta et al. in their study [13] allows the secure vote tallying
without the decryption of the specific votes. But the significant disadvantage of the system is that it is a
computationally expensive one. In their study, Rao et al. [14] and Kaur et al. [16] came up with biometric
authentication systems on the basis of blockchain-based encrypted ballots to enhance the security of the electoral
system.

Summary of Research Gap:

Based on the literature scrutiny, it is apparent that though the transparency and immutability is guaranteed by the
incorporation of blockchain and the voters are authenticated via the biometric tool, the majority of the available
frameworks are confined to the individual security measures of the voting process. There are only a handful of
frameworks that have been known to incorporate all of these security measures such as biometric authentication, hybrid
encryption, decentralized control of the blockchain, and off-blockchain storage into one framework. Moreover, storage
and scalability of encrypted votes are also a problem that should be solved.

To address the shortfalls of the current frameworks, a new framework (BLOCKVOTE) is suggested that employs a

hybrid approach to encryption and blockchain with the assistance of IPFS and CID-based decentralized storage in order
to implement a secure, scalable, and transparent electronic voting system.
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IV. PROPOSED WORK

This paper describes a biometrically secure e-voting system, which is decentralized and called BLOCKVOTE. The
system has been created to address the security, transparency and trust factors that come with the current e-voting
systems. BLOCKVOTE is created to destroy the central control and single points of failure by applying the blockchain
technology. BLOCKVOTE is a developed web-based e-voting system, which is implemented with a permissioned
Ethereum blockchain network.

BLOCKVOTE system is proposed on the basis of entities. The proposed BLOCKVOTE system has three entities,
namely Election Committee, Candidates and Voters. All the entities have been appropriated with roles and access
levels. The Election Committee is involved in the whole process of the election. Applicants will have to send their
nominations to the suggested BLOCKVOTE system. The Election Committee verifies and approves such nominations
prior to the process of the election. Only after undergoing a multi-layered authentication process, voters are given the
opportunity to participate in the election process.

BLOCKVOTE secures itself with strong voter authentication systems in case impersonation and unauthorized voting
are to be performed. These types of authentication systems guarantee that only the legitimate voters could take part in
the voting process and that the principle of the one person-one vote is followed. To this end, BLOCKVOTE employs
one-time password and biometric facial recognition using a one-time password authentication.

Vote confidentiality and integrity is guaranteed by the application of a hybrid encryption model. To this end, the votes
are coded with advanced encryption standard (AES) in order to provide effective and secure data transmission.
Moreover, the Rivest-Shamir-Adleman (RSA) public-key encryption is also used to encrypt the AES encryption key to
make sure that the access to the encrypted vote is regulated and authorized throughout the tallying procedure. The
smart contracts anonymize the encrypted votes and save them in the InterPlanetary File System (IPFS), and the
corresponding CID is registered in the blockchain.

The blockchain, where smart contracts can be found, aids in the automation of essential election operations to include,
but not be limited to, vote validation, the removal of any form of double voting, the verification of the votes, and
calculation of the election outcomes. This makes human beings not to take part in vital procedures and gives the
election exercise transparency and security.

Objectives of the Proposed System

® Develop a decentralized e-voting system, which offers tamper-resistant and immutable vote registration using
blockchain.

® Impersonation and repeat voting should be eliminated by enforcing voter authentication based on multi-factor
methods like OTP and facial recognition that is biometric-based.

® Secure and maintain integrity of vote information by using a hybrid encryption method that uses AES and RSA.

® To use IPFS-based decentralized storage to store encrypted vote data in a form, which can be used to enable voter
anonymity and scalability of the system.

® To be used in automating election procedures to include vote validation, recording and calculation through smart
contracts on blockchain.

® To allow transparent visualization and verifiable results computation.

® To provide a safe and effective online system to electoral bodies to handle voter registration, candidates, and the
entire election systems.

® To enhance confidence in the electronic voting systems by use of safe and auditable election system.
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V. SYSTEM MODULES

The proposed blockvote system has been developed to be in the form of a modular structure to cater to scalability,
security and proper management of the election process. The various modules in the proposed model will be tailored to
complete certain functions and modules will be connected to one another by secure and well-defined interfaces to make
the e-voting process transparent and tamper proof.

A. Voter Module

The suggested VVoter Module is guaranteeing the registration, identification and casting of the votes to the voters. In the
suggested model the registered voters will be taken through a multi-factor authentication system including OTP and
facial recognition, to verify who the voter is. Once the identification process is completed, the voter is allowed to make
one vote, encrypted, and anonymized and submitted to decentralized storage and blockchain recording. In the model
suggested, the identity of the voter and ballot are maintained apart to guarantee the anonymity of the voter.

Yoter Registration

l

Yoter vermication
[CH + Facial Hecognition)

l

Yoting Interface

l

Elockchain Record

l

Encrypted Uata Storage

Fig 1 Voter Module

B. Candidate Module

The proposed Candidate Module guarantees the registration, nomination as well as the involvement of the candidates in
the election. In the suggested model, nomination information is presented by the candidates into the system, and it is
validated by the Election Commission. Once the verification is done, the candidates are assigned a distinct symbol to
represent the election and are entered into the blockchain. This automation and transparency makes sure the human
intervention of the process is minimal and the information of the candidates is centralized.

IJEETR©2026 | AnISO 9001:2008 Certified Journal | 887




International Journal of Engineering & Extended Technologies Research (IJEETR)

\_'L [ISSN: 2322-0163| www.ijeetr.com | A Bimonthly, Peer Reviewed, Scholarly Indexed Journal |
¥ Ng2 Y
Nz .
i ;'4 g | Volume 8, Issue 2, March - April 2026 |
I
IJEETR DOI:10.15662/IJEETR.2026.0802045

Candidate Registration

Y

Nomination Submission

Y

Election Commission Appraoval

Y

Syrmbal Allocation

\J

Blockchain Fecord
[Smart Contract)

Fig 2 Candidate Module

C. Election Commission Module

This module acts as a management unit in the whole process of an election. This module has a role of verifying
information of voters, candidates, and assigning symbols. After the voting process has been completed, this module
will retrieve the information that has been saved in the blockchain to properly count the votes and announce the results.
This module assists in auditing and validating the results, which is useful in determining anomalies in the process, and
integrity of the results.

Voter & Candidate Verification

\J

Symbol Allocation

LJ

Yoting Supervision

Y

Result Compilation

LJ

Blockchamn Audit & Validation

Fig 3 Election Commission Module

D. Hybrid Encryption Module

This module guarantees security of sensitive information in transmission and storage of information. This module
applies AES as an efficient encryption tool of information and RSA as a key exchange tool. This module enjoys the
advantage of symmetric and asymmetric key encryption in making information encryption efficient. This will
guarantee the privacy and integrity of information despite the network threat and unauthorized access.
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Fig 4 Hybrid Encryption Module

E. Blockchain Data Handling Module

The Blockchain Data Handling Module provides the decentralization, immutability and transparency of the election
data. The Ethereum smart contracts are used to handle all key transactions in an election and the encrypted vote
information are stored via the IPFS to enhance scalability and to minimize the storage expenses. The vote data content
identifiers are saved in the blockchain to provide secure verification, audit, and resistance towards tampering data.

Srmart Contract Deployment
{(Ethereurn / Ganache)

Y

Wote Iransaction Hecording

Y
Data Storage on IPFS

\J

CID Registration on Blockchain

\J

[mimutable Ledger
(Audit & Yermication)

Fig 5 Blockchain Data Handling Module
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VI. SYSTEM ARCHITECTURE

The system architecture of the proposed research, the BlockVote system, is decentralized, which guarantees the
security, transparency, scalability, fault-tolerance, and reliability of the whole electronic voting process. The centralized
control has been eliminated in the proposed system and the administration has been availed through the functional
layers of the system with each layer addressing a particular aspect of the entire election process. The stakeholders in the
Stakeholder Layer layer are the voters, the candidates as well as the election committee and, as such, they engage the
system using the interfaces that are availed to them in the role of the stakeholders. The voters in the proposed system
will be able to register, authenticate and cast their votes, the candidates will be able to make nominations and keep
track of the voting process and the election committee will verify the votes, assign symbols, monitor the system and
declare the results of the election. Authentication Layer provides secure and safe access to the system as a result of
multi-factor authentication. It includes OTP based authentication and facial recognition with the use of the OpenCV.
This will make sure that only qualified voters are able to enter the voting interface. This will avoid impersonation,
duplicate votes, and unauthorized access. The Application Layer is in charge of the operations of the system. This
involves voter registration, candidate registration and voting. The principle of election, i.e. one person, one vote is
adhered to. The system also provides an assurance of votes that are cast over a given duration of time.
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Security and Privacy Layer assures safety of the sensitive data by using a hybrid encryption method. This is through
encryption of data using AES and key exchange using RSA. This guarantees confidential, integrity and authenticity of
information.

The Decentralized Storage Layer involves InterPlanetary File System (IPFS) to encrypt and store vote data in
immutable files with unique Content Identifiers (CIDs). This guarantees the information is available and that the people
do not have single points of failure.

The IPFS CIDs are recorded in the Blockchain Layer which is developed with Ethereum smart contracts and Ganache.
This makes the system to be scalable and at the same time the information to be tamper-proof, transparent and
traceable.

Finally, the Real-Time Counting and Administration Layer performs counting and generation of results using the
verified information that is utilized in the blockchain. This will guarantee the results are correct at all times and they
cannot be manipulated once the voting process is done. This demonstrates that the suggested architecture is practical in
offering a secure, scalable, and reliable solution to the dilemma of secure e-voting, which can be applied in the real
world.

VII. SYSTEM METHODOLOGY

The process flow of the proposed system of BlockVote reveals how the processes related to the implementation of a
safe, decentralized, and biometrically authenticated electronic election follow one another.

To begin with, the process of election configuration is initiated, in which the Election Committee sets the election
process, nominates the candidates, designates the election symbols, and accepts the list of the eligible voters. The
verification processes are all computerized in terms of accountability and to ensure that no one alters the information.
The process of the election configuration is followed by the availability of the system to execute the voting process.
The voter registration process comes before the actual voting process with the voter registering him/herself with the
help of the web-based interface of the BlockVote system. The Election Committee has to verify the information that is
provided by the voter as the identity and the voter will have access to the system.

The voter must be able to authenticate himself/herself on election day by using the OTP based authentication system
along with facial recognition under the Open CV.

Once the authentication procedure is successfully completed, the voter is given access to the voting interface where
he/she chooses his/her favorite candidate, and to avoid any form of accidental or repeated voting, there are voting
restrictions, like the single vote rule and verification of the voting within a given time slot. Upon confirmation of the
vote, it is anonymized to ensure the identity of the voter does not connect with the actual vote and therefore, the privacy
of the voters is not compromised.

The secured vote is further encrypted under a hybrid encryption technique, where AES encrypts the vote data in an
efficient manner, whereas RSA encrypts the AES-session key, which is then sent to the decentralized storage layer
where it is stored in the IPFS as an immutable file. The vote information is encoded by the distinct content identifier,
which is called CID, that is produced by IPFS.

Moreover, the CID is registered in the Ethereum blockchain in smart contracts, where the transaction is proven, and the
CID is registered in an immutable register, where the real content of the vote remains concealed.

Lastly, the confirmed blockchain records are then utilized to perform the vote tallying in an automated fashion once the
voting phase has ended, so that all reference to the votes will be unalterable and verifiable and the obtained results will
be correct and impossible to interfere with once the election is over. The Election Committee can then announce the
results in real-time and a complete audit trail can be used to check any dispute which might happen.

Overall, the given approach provides a safe and open election experience with the set of biometric authentication,

cryptographic tools, distributed storage, and blockchain validation, which is why it can be used in the digital
governance and elections.
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VIII. SECURITY ANALYSIS

Security of the proposed BlockVote system is assessed in regard to the high security risks that are commonly linked
with electronic voting systems. Such risks are user impersonation, tampering of votes, duplication of votes and data
leaks. The risks are addressed by incorporating the use of biometric authentication, hybrid cryptography, decentralized
storage, and blockchain.

Multi-factor authentication is done using OTP authentication and facial authentication thus addressing impersonation of
users. OTP authentication is applied to identify that credentials belonging to the user are in his/her possession whereas
facial authentication is applied to identify that the user is affiliated to the registered voter. This multi-factor
authentication system reduces the chances of user impersonation.

The fusion of blockchain and hybrid cryptography is used to deal with tampering of votes. The AES encryption is used
in the encryption of the vote data whereas the key of encryption is the RSA encryption. After encryption, the vote data
is saved to IPFS by storing it under a unique identifier called the Content Identifier (CID), and it will be saved on the
Ethereum blockchain using smart contracts. As the blockchain transactions are immutable and have a unique reference
point on any data stored in the blockchain network, any manipulation of the vote data will be easily recognized.

The prevention of the double voting implementation is executed both on the level of the application and the blockchain.
This makes sure that the voting status flag of the valid voter is established hence preventing multiple votes to be cast.
Besides, the smart contracts also ensure that the process of validating the transactions is done correctly thus
disqualifying any duplicated votes. This makes sure that the one voter one vote rule is adhered to.

End-to-end encryption and identity vs. vote separation are applied to overcome the threat of data leakage. Here, the
information of the voter and the votes are encrypted and sent to the store. Also, identity of the voter is separated with
the content of the votes so that anonymity is guaranteed to the voter. The votes are encrypted and unreadable by the
unauthorized parties that have access to the stored votes hence the confidentiality of the votes.

The decentralized design also avoids one point of failure that is usually created by centralized design of e-voting
systems. The system ensures high availability and denial-of-service resilience by having a decentralized architecture
that utilizes blockchain technology. Also, the IPFS encrypted data storage ensures long-term auditability. Moreover, the
smart contracts allow imposing the rules in a transparent way.

Finally, biometric authentication, AES-RSA hybrid encryption, IPFS-based decentralized storage, and Ethereum
blockchain technology would ensure that the e-voting system is secure, tamper-free, and privacy-conserving, and
would be deployable in a practical manner.

IX. RESULT
This proposal was put into practice successfully to offer a decentralized web-based e-voting system with biometric

authentication, hybrid encryption, IPFS, and Ethereum smart contracts. Functional and operational testing were also
conducted to understand whether the proposed system was correct and working.
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Voter registration and authentication modules have been taken through trial in different circumstances. The registered
users could be authenticated using the OTP authentication mechanism. Also, the open CV-based facial recognition
system could verify the identity of the voter and grant him access to the voting system. This proves the efficiency of the
suggested multi-factor authentication system.

The hybrid encryption mechanism was used in encrypting some of the ballot information during the voting process.
The vote payload could be efficiently encrypted by the AES encryption algorithm. Also, the session key of AES was
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encrypted with the RSA encryption algorithm. The IPFS was used to store the encrypted vote files. Each vote had a
unique Content Identifier (CID) created. Ganache test network and smart contracts were used to store these CIDs in the
Ethereum blockchain. The transaction logs indicated successful execution and adding of vote information to mined
blocks.

[ filebase

evouting & HewFolder

FIG 8 IPFS CID Generation for Encrypted Vote

Tampering of the stored vote data was done in order to test the integrity of the system. The blockchain, with its hash-
related data, demonstrated CID incompatibility any time an IPFS data was altered thus preventing tampering of votes.
The logic of the smart contract also worked well according to the prevention of voters voting more than once as they
checked the status of the voters and then they could confirm the transaction which in turn effectively implemented the
one voter, one vote principle.

Fig 9 Blockchain Transaction Record in Ganache

The mechanism voting method was able to retrieve verified vote references of the blockchain data and calculate the
results based on the operation of the smart contract. Results were generated without human interventions hence
eliminating any form of vote manipulation after the elections. The real-time tracking option worked and enabled the
Election Committee to see the voting process and outcome of the vote based on the blockchain information.

Fig 10 Real time vote count

In general, the implementation testing demonstrates the correctness and stability of the BlockVote framework in
relation to each of the layers of functionality, including the authentication and encryption, as well as decentralized
storage and recording on the blockchain and the results computation. The experiment demonstrates the potential of the
use of biometric authentication together with the implementation of hybrid cryptography as well as the use of the
blockchain as the means of holding the secure digital elections.
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X. FUTURE ENHANCEMENTS

Although the designed system of BlockVote will ensure the security and decentralized nature of the electronic voting
process, some areas can be enhanced to ensure that the system itself is more efficient and effective. As an illustration,
the system can be optimized in future to support large-scale implementations to support national or statewide elections
of millions of voters. Advanced consensus algorithms and layer-2 scaling solutions could also be included to reduce
transactional latency and network traffic to improve performance.

In addition, the authentication module will be expandable to multi-biological validation methods such as fingerprint
and iris scanning to offer more accuracy on how identities are checked. Moreover, Al-based fraud detection methods
can be included to detect abnormalities in real-time to discover suspicious voting behavior.

On the security aspect, the incorporation of post-quantum cryptographic should be able to offer a higher level of
security against the threats of quantum-based attack in the future. In addition, compatibility of mobile platform can be
designed to offer secure voting system through mobile applications.

Finally, the system can be integrated into the national digital identity framework and the government databases to
ensure the usability of the system in real life by giving the voter verification more accuracy. This has the potential of
making BlockVote a universal and extremely scalable digital election system.

X1. CONCLUSION

The paper has presented the notion of the decentralized and biometrically secured electronic voting system called the
BlockVote. The necessity of a more secure and open electronic voting structure is a reaction to the problems that the
security, transparency, and trust that relate to the traditional and centralized electronic voting systems.

The digital voting systems created and used by various nations in the world today are susceptible to the attacks of
impersonation, vote manipulation, insider attacks and single-point of failure.

The proposed electronic voting framework combines the concept of multi-factor biometric authentication along with
the application of hybrid cryptography and the blockchain to store the electronic and digital votes to resolve the
challenges related to the security and transparency of the electronic voting systems.

The created prototype also demonstrates the practicality of the concept of blockchain technology and biometric
verification integration into the actual application of digital elections. Functional testing was done to make sure that the
vote could be safely cast and encrypted and stored in the blockchain ledger and results were calculated without any
human intervention.

Altogether, BlockVote has offered a safe, decentralized, and transparent platform, which preconditions the
development of the further electronic voting systems. The inclusion of the power of decentralized technologies and
effective cryptographic protocols makes the digital electoral process more credible and dependable and thus is the step
that will play a critical role in the democracies of the future.
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