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ABSTRACT: Timely detection and mitigation of cybersecurity threats is critical for organizations and the broader 

ecosystem. Numerous incident types, a wide attack surface and a dispersed threat landscape necessitate advanced 

detection capabilities across multiple areas. AI and ML techniques offer promise in improving the accuracy and 

efficiency of detection functions, in addition to enhancing elements of the data engineering processes that support them. 

Fundamentals of detection tasks, as well as Data Engineering in a Real-Time Analysis context, provide foundational 
guidance for research. A framework is proposed for deploying AI-enhanced data pipelines capable of supporting 

detection activities in real-time or near-real-time. 

 

The pipeline architecture and individual components emphasize those aspects of data engineering necessary for timely 

threat detection—ingestion, feature extraction, transformation, quality, governance, compliance, and provenance. 

Challenge factors affecting these areas are identified, along with appropriate metrics, and a consolidation of support 

mechanisms and techniques that assist with real-time capability. Together with a set of design, classification, and 

evaluation guidelines, these provide a comprehensive foundation for the pipeline aspects of Data Engineering within 

Real-Time Analytics (swiftness, completeness, correctness, and cost-effectiveness). 

 

KEYWORDS: Cybersecurity Threat Detection, AI-Driven Security Analytics, Real-Time Threat Detection, ML-Based 

Detection Systems, Security Data Pipelines, Threat Intelligence Systems, Feature Extraction for Security, Data 

Ingestion Pipelines, Security Data Transformation, Data Quality in Security, Security Data Governance, Data 
Provenance Tracking, Real-Time Analytics Systems, Detection Accuracy Optimization, Security Pipeline Architecture, 

Threat Detection Metrics, AI-Enhanced Data Engineering, Near Real-Time Monitoring, Security Compliance Systems, 

Adaptive Threat Detection. 

 

I. INTRODUCTION 

 

Contemporary digital society faces an incessant struggle against cybercriminal activity. Recent statistics estimate that 

the financial damage caused by cyberattacks is measured in trillions of dollars. Cybercriminals constantly develop new 

attack patterns, ultimately compromising the effectiveness of common cybersafety defensive strategies. Hence, 

attention regularly focuses on the development of innovative methods, processes, and tools to detect threat types, 

implement mitigations, and enforce response and recovery strategies. 

 
Real-time detection of cyber threats still presents several challenges. In particular, the data ingested from logs or 

packets must be rapidly analyzed to detect abnormalities in behavior, not only at the network level but also at the 

endpoint and cloud levels. Solutions in edge-cloud architecture have emerged, and various data sources from endpoints, 

clouds, firewalls, and routers may be exploited to detect different types of threats. Nevertheless, a structured framework 

that identifies all components required to create complete data engineering pipelines focused on real-time data detection 

tasks and considers the integration of these components is still lacking. 

 

II. BACKGROUND AND RELATED WORK 

 

The cyber threat landscape has evolved significantly over the past decade, with an alarming rate of data breaches, 

ransomware attacks, hacktivism, state-sponsored espionage, advanced persistent threats (APTs), and attacks through 
the Internet of Things (IoT), Industrial Internet of Things (IIoT), and other devices. These diverse attacks often 

leverage multiple methods (e.g., phishing, social engineering) and increase in severity over time with the backing of 

well-established attackers. These trends necessitate a comprehensive active, multilayered defense strategy composed of 

preventive, detective, and responsive controls aligned with the CIA triad of confidentiality, integrity, and availability 
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(or survivability) of data and services. Preventive controls are rarely 100% effective in mitigating all threats; therefore, 

it is critical to deploy detective and responsive measures that generate awareness about security incidents and enable 

appropriate incident response and recovery. Such measures are particularly relevant in situations where time is 

critical—a characteristic that applies to the majority of cyber threats. 

 

As organizations move to the cloud, more centralized security models are also gaining traction to facilitate rapid threat 

detection and enable specialized teams with global threat visibility to respond to incidents across the entire 

organization. Advances in machine learning (ML) and artificial intelligence (AI) are making it increasingly possible to 

implement these controls in real time, either by fully automating suspicious activity detection and response or by 
generating alerts that expedite the work of security analysts. AI is providing the ability to analyze vast amounts of data 

with low latency, operate 24/7, and even implement defensive countermeasures. AI is also enabling advanced detection 

capabilities by thoroughly analyzing historical data and creating a comprehensive knowledge base of legitimate and 

illegitimate user behavior or network flow patterns. However, achieving this apparent utopia of fully-automated, self-

learning, and self-healing detection-and-response AI systems is far from straightforward. 

 

2.1. Cybersecurity Threat Landscape 

Cyber threats manifest in many forms, and both the private and public sectors are constantly under attack. Trends 

indicate an increase in APTs and MASM attacks, as well as a rise in network attacks based primarily on malware. 

Government and military agencies are being targeted more than bank or credit card companies. The methods used by 

attackers vary depending on the resource level of the threat actor; while groups with a high maturity level use tailored 

attack strategies that can remain hidden for a long time, criminal organizations use less sophisticated tools, such as 
botnets or malware packages that can be installed on the dark web and rented. Both groups rely on shields, including 

obfuscation and encryption packages, in order to prevent or limit detection. Given these complex and constantly 

changing threats, a dynamic and adaptive detection strategy at all levels is essential. 

 

Cybersecurity threats can be categorized from different perspectives. From a detective perspective, they can be 

classified into known, unknown, and zero-day threats, while from a threat actor standpoint, they fall into three 

categories: insiders, outsiders, and partners. From the perspective of the gathered data information, threats can be 

divided into system, application, and network threats. By analyzing attack patterns based on MITRE ATT&CK 

knowledge, it is possible to identify the success factors for each vector and determine how it can actually be detected. 

Cyber Security Operations Centers (CSOCs) are responsible for pen-testing, malware analysis, blue teaming, red 

teaming, SOC operations, threat intelligence, and incident management. As prevention is not sufficient, detection 
capabilities in this context must take the shape of an APT strategy that minimizes the failure to detect critical attacks 

and implements pre-defined playbooks or run books for known threats. 

 

 
 

Fig 1: The Rise of Security Data Pipelines 

 

2.2. Data Engineering in Real-Time Analytics 

A common pattern in real-time analytic systems applies a streaming architecture combined with parallel processing. 

Data is continuously ingested from sources and sent as streams to complex event processors for immediate analysis. 
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While data engineering for real-time analytics is well-established and documented, several aspects need further 

development to enable cyber security threat detection with timely, accurate results. Priority is therefor given to the 

design of such pipelines using directions in applied machine learning, data quality, and data governance to guide the 

integration of artificial intelligence components. 

 

Real-time streaming analytics processes data in short time windows. Data engineers must choose an appropriate 

streaming platform, data ingestion pattern and schema that suit the application’s requirements for timeliness, 

throughput and fault tolerance. Balancing trade-offs incurs additional complexity as pipelines are required to support 

detection of deceptive and malware-based threats in high-velocity, high-volume environments. Three AI-enhanced data 
engineering aspects are therefore important for cyber security threat detection support: introduction of machine learning 

models, ensuring data quality appropriate for detection tasks, and implementing suitable data governance policies. 

 

 
 

Equation 1. End-to-end pipeline latency 

The describe a real-time pipeline with several sequential stages: 

 ingestion 

 stream processing 

 feature extraction 

 transformation 

 model inference 

 alerting 

 

Let: 

 𝐿𝑖 = ingestion latency 

 𝐿𝑠 = stream-processing latency 

 𝐿𝑓 = feature-extraction latency 

 𝐿𝑡  = transformation latency 

 𝐿𝑚 = model-inference latency 

 𝐿𝑎 = alerting latency 

Then total end-to-end latency is the sum of stage latencies: 

 

𝐿total = 𝐿𝑖 + 𝐿𝑠 + 𝐿𝑓 + 𝐿𝑡 + 𝐿𝑚 + 𝐿𝑎 

 

Step-by-step derivation 

A single event enters the system. 

After ingestion, elapsed time is: 

𝑇1 = 𝐿𝑖 
After stream processing: 

𝑇2 = 𝐿𝑖 + 𝐿𝑠 
After feature extraction: 

𝑇3 = 𝐿𝑖 + 𝐿𝑠 + 𝐿𝑓 

After transformation: 
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𝑇4 = 𝐿𝑖 + 𝐿𝑠 + 𝐿𝑓 + 𝐿𝑡  

After model inference: 

𝑇5 = 𝐿𝑖 + 𝐿𝑠 + 𝐿𝑓 + 𝐿𝑡 + 𝐿𝑚 

After alert generation: 

𝑇6 = 𝐿𝑖 + 𝐿𝑠 + 𝐿𝑓 + 𝐿𝑡 + 𝐿𝑚 + 𝐿𝑎 

Therefore, 

𝐿total = 𝑇6 = 𝐿𝑖 + 𝐿𝑠 + 𝐿𝑓 + 𝐿𝑡 + 𝐿𝑚 + 𝐿𝑎 

 

III. METHODOLOGY 

 

Research quality depends on complementing design choices with demonstrable rigor and theoretical grounding. A 

suitable methodology section justifies study choices and provides detailed context for readers’ assessment of study 

quality. Details from deployed environments, frameworks, models, algorithms, and datasets enable comprehensive 

replication; additional specifics can enhance validation of an experiment bank’s detection performance. Importantly, 
the research design reflects the objective—building and deploying AI-based data engineering pipelines for real-time 

threat detection. 

 

Data source and experimental setup choices follow from the research goal, while coverage of the end-to-end design of a 

recognizable deployment affords valuable guidance. Together, these elements most clearly align with the audience’s 

practical interest and need for solid theoretical formulation. Future work can take the overall framework and focus on 

further detail in methods, implementation, or deployment. Ideally, such an approach clarifies implementation of the AI-

enhanced data pipeline framework across a range of detection problems, especially real-time operational capabilities for 

timely and accurate threat detection. 

 

Table 1. Pipeline components and their role 

 

Pipeline Component Role in the Research Article Main Evaluation Focus 

Data Sources Raw telemetry from network, endpoint, and cloud sources Threat-surface coverage 

Ingestion & Streaming Move events with low delay and fault tolerance Latency, throughput 

Feature Extraction Build model-ready security features Feature usefulness, speed 

Transformation Normalize, enrich, reshape data Schema fit, robustness 

Data Quality Layer Ensure correctness, completeness, timeliness Trustworthy inputs 

Governance & Compliance Enforce privacy, lineage, retention, access control Auditability, compliance 

Model Integration Run anomaly detection / classification / scoring Precision, recall, F1 

Monitoring & Feedback Support SLAs, retraining, alerting, observability Operational impact 

 

3.1. Framework for AI-Enhanced Data Pipeline Design 

Components of an AI-enhanced data engineering pipeline using well-defined data flows, integration points, and 

governance patterns. 

 
A cyber threat detection task can be supported by one or more heterogeneous data-engineering pipelines that are 

integrated into a larger information system to monitor the environment. Each AI-enabled data pipeline comprises 

several components that help implement data ingestion, feature extraction and transformation, data quality and 

governance, and data provenance and lineage. These components are connected by a well-defined architecture and data 

flows. Addition of AI/ML-based upstream components enhances decision-making and provides an opportunity for run-

time data governance. Furthermore, these AI-related components can be treated as integration points for individual 

contributors or changes. 

 

A data pipeline for threat detection can include a variety of data sources and a combination of processes that help 

enable the end use case in real time with high fidelity. With the cyber threat landscape in mind, a dedicated framework 

comprising these components—together with their integration points, data flows, and basic data-governance patterns—

improves and propagates data quality. Such a framework addresses the mapping of individual file-system, database, 
and external-service metadata files, as well as the flow and transformation of data among the various components. Path-

tracking mechanisms validate data parameters and flags for the end users. Examples of data sources include packet 

captures from switch ports, network flow metadata, and cloud and on-premise endpoint telemetry, while data flows 
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encompass sub-component integration and ingress into both AI/ML model integration points and operational 

dashboards. 

 

IV. OBJECTIVE OF THE STUDY 

 

The objective of this study is twofold: to define real-time detection requirements and to explain how the data 

engineering component of a cyber analytics pipeline can be implemented with the architectural capabilities associated 

with artificial intelligence. The expected contribution includes a framework for integrating AI techniques into cyber 

analytics data pipelines and a description of how the data engineering aspect must be designed to support real-time 
detection. To this end, two hypotheses are examined. The first posits that although the detection of a given threat occurs 

in near real time, the analytic model only provides an alert after a sufficient number of confirmed indications. The 

second asserts that an AI-enhanced data-engineering pipeline can incorporate data quality, provenance, governance, 

and model-integration considerations while still supporting real-time detection. 

 

Real-time detection is defined as providing an alert as soon as sufficient evidence has accumulated to satisfy 

established criteria, thereby enabling defensive action before significant damage has occurred. Detection must be 

timely but not necessarily instantaneous. Short detection latency is important, as it is typically one of the main reasons 

for deploying a real-time analytics capability. Nevertheless, overheads must be kept within acceptable limits, so that the 

detection can genuinely be classified as real time. 

 

Equation 2. Real-time requirement condition 
Let: 

 𝐿max = maximum acceptable latency threshold 

For real-time operation: 

𝐿total ≤ 𝐿max 
Substitute Equation 1: 

𝐿𝑖 + 𝐿𝑠 + 𝐿𝑓 + 𝐿𝑡 + 𝐿𝑚 + 𝐿𝑎 ≤ 𝐿max 

 

4.1. Study Aims and Research Goals 

Real-time detection of cybersecurity and fraud threats is an area of keen interest for enterprises to mitigate financial 

losses, brand damage, and customer discontent. Cybersecurity data engineering pipelines with AI-enhanced 

components help operationalize detection capabilities and supplement security operations with timely insights. The 

threat landscape, relevant research, and a framework for architecting AI-enabled data pipelines for real-time analytic 
use cases are summarized. Four specific objectives characterize these pipelines, along with measurable metrics to 

assess success. 

 

The study aims to outline an enabling architecture covering data ingestion and streaming, feature extraction, 

transformation and quality, governance, and AI model integration within the pipeline. Data engineering pipelines with 

real-time analytic properties are being studied, with a focus on timeliness, scale, and fault-tolerant deployment. 

Hypothesis testing is grounded in a collection of computational experiments evaluating experimental designs, 

implementations, datasets, and metrics, considered jointly. 

 

 
 

Fig 2: Security Data Pipeline Platforms 
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V. RESEARCH SUMMARY 

 

Research progressed through a combination of a literature review and design science approach, addressing the 

following overarching research questions: what techniques enable the real-time detection of cyber threats? Which 

techniques can be captured in a framework for AI-enhanced data engineering pipelines for real-time detection? The 

contribution of the literature review phase lay in providing a rationale for, and informing the identification of, research 

topics for subsequent phases. The primary focus was therefore narrowed to the evaluation of AI-based techniques that, 

together with the underlying data-engineering pipeline, enable, extend, or improve the efficacy of detection in real time 

in order to reduce the opportunities for attackers to execute successful attacks. 
 

Research built a comprehensive framework covering the end-to-end design of data-engineering pipelines—spanning 

data ingestion, stream processing, feature extraction and transformation, data quality, and governance and compliance 

design—enabling the integration of AI models. An architecture specified data flows, starting from source systems and 

encompassing the complete data-processing life cycle from source to consumed data. A discussion illustrated how the 

approach captures real-time constraints and supports the evaluation of real-time detection techniques across a 

comprehensive set of dimensions. Together, these elements instantiate an AI-enhanced data-engineering pipeline 

suitable for the real-time detection of cybersecurity threats. 

 

5.1. Framework for AI-Enhanced Data Pipeline Architecture 

AI-Enhanced Data Pipeline Architecture 

An AI-driven data pipeline for real-time threat detection consists of four primary components: data sources, data-
processing stages, model integration, and feedback loops for model-enhancement data. Each data source can be 

connected to any combination of the pipeline components, which together support the core threat-detection task. Two 

classes of data sources can be identified: those that generate direct inputs to detection models, and those that produce 

data that feed transitory, supporting components, but do not directly impact final model predictions. 

 

Anomaly-detection models require data that capture the normal behaviour of endpoints within an organisation or, if 

protocol-level indicators are used, the standard behaviour of any protocol involved in network communication. These 

models are trained on normal data, and any deviation in future observations is deemed anomalous. Anomalies in the 

data are comparatively evaluated using alertness levels and different indicators to assign severity labels. Such labelling 

facilitates the tuning of SLAs beyond mere precision and recall metrics: detection times can impact the effect of some 

detections on operational workflows. 
 

VI. ARCHITECTURE OF AI-DRIVEN DATA PIPELINES 

 

Real-time analytics data pipelines facilitate the persistent acquisition and analysis of data as it streams from the source, 

enabling automated detection and alerting on significant events. The architecture of such pipelines comprises multiple 

components that ingest data from the source, prepare and transform it, feed it through one or more AI models, and 

present the results. These components must operate in a continuous manner to minimize latency and support constant 

processing of the data. The architecture of real-time detection data pipelines includes the entire workflow required for 

detection, encompassing the data source, data ingestion, stream processing, AI model consumption, and presentation of 

results. 

 

For a given detection task using AI-based models, the architecture of the data pipeline includes the relevant data source, 
the method of data ingestion into the stream processing engine, the transformations applied to the data before they are 

presented to the model, and a description of the feedback loops that inform continuous retraining and updates to the 

model deployed in production. While this section uses the detection of network attacks as a concrete example, similar 

pipeline architectures can be defined for other types of detection tasks. 

 

6.1. Data Ingestion and Stream Processing 

Real-time analytics rely on streaming data processing systems that ingest data from multiple sources, modify its format 

for internal APIs, and make it available for downstream processing with a determined acceptable latency. Data streams 

may contain a few bytes per second or millions of records per second, so the management of the latency for data 

ingestion and processing represents a major challenge. With increasing speed, this latency can no longer be neglected, 

especially for low-volume data sources. Typically, data are organized in dedicated topics for each source, instance, 
and/or interest category and made available to interested parties for consumption. Due to the nature of threat detection 
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tasks, the support of fault-tolerant mechanisms is essential. Therefore, the ingestion platform should keep all input data 

until the fate of each message or event is known, which may be a few seconds later. 

 

Real-time data analysis implies that timestamps on alerts generation have a real relation with the events in the 

environment: when a threat is detected, a team should be alerted and ready to respond to it. Therefore, latency is 

essential to measure how close the end of processing is from “real time.” Each application has an upper threshold time 

that should not be crossed, and alerts indicated with latencies below this limit are the most relevant. The probability of 

missing an anomaly also reflects the processing accuracy. A low task‐specific F1 score indicates that latent attacks are 

not covered properly or not detected at all; therefore, an operational window should be detected with enough margin for 
action. 

 

 
 

Fig 3: AI in Cybersecurity 

 

6.2. Feature Extraction and Transformation 

Although effective deep learning techniques may eliminate the need for legacy feature engineering in some contexts, 

they are typically characterized by long training times and large model sizes, which can hinder deployment resources 

and operational speed for real-time detection tasks. Universally applicable features like network flow statistics, 

however, are often overlooked within the real-time context.Feature extraction and transformation follow data ingestion 

and stream processing and may be divided into four categories: generic features of low dimensionality, general features 

of small dimensionality, detection-specific features of moderate dimensionality, and detection-specific features of high 
dimensionality. Feature extraction takes the shortest time and least processing from data sources with the lowest 

bandwidth. 

 

Generic features may be temporally enriched statistics collected across distinct time windows as described in section 

5.1. Normalization of such statistics—particularly in the context of Real-Time Feature Engineering—alleviates 

concerns regarding feature drifts and model robustness. For network flow statistics, an online feature store supports 

real-time embedding in detection system models. The large data volume and training requirements associated with 

detection-specific feature engineering are balanced by offline preparation and periodic updating during nonpeaking 

request periods. 

 

Equation 3. Throughput 
Let: 

 𝑁 = number of processed samples/events 

 𝛥𝑡 = elapsed time 

Then throughput 𝑄 is: 

𝑄 =
𝑁

𝛥𝑡
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Step-by-step derivation 

If 500 events are processed in 10 seconds: 

𝑄 =
500

10
= 50 events/s 

In general, divide total processed volume by total processing time: 

𝑄 =
processed volume

time
 

So the final formula is: 

𝑄 =
𝑁

𝛥𝑡
 

 

VII. DATA QUALITY, GOVERNANCE, AND COMPLIANCE 

 

Achieving stringent data quality requirements is crucial for developing trust in real-time analytics solutions used in 

high-stakes scenarios like cybersecurity, alongside concerns for GDPR compliance from regulators. Automated data 

quality monitoring enables detection and resolution of quality issues before model retraining prompts model staleness. 

Pioneering work on data quality dimension metrics establishes an initial framework, further expanded here within the 

specific context of real-time detection tasks. Since the quality of source data influences downstream processing, an 

additional feature quality dimension ensures the correct content, structure, and timing of feature extraction datasets. 

 

To determine data origin, transformation history, and resulting quality dimensions, data lineage tracing underpins the 

data quality monitoring framework and enables data governance across the entire analytics stack. With evolving 
regulations in the area of personal data privacy, compliance with policies governing the storage, handling, and 

processing of sensitive data must be ensured. Thus, pipeline deployment provides an opportunity to implement privacy-

preserving measures such as anonymization, differential privacy, and separation of duties, all of which affect the 

detection task's accuracy. 

 

 
 

7.1. Data Provenance and Lineage 

Data provenance refers to the lineage or origin of the data and the history of transformations performed on it from 

inception to the current state. Providing detailed data provenance is essential for ensuring accountability, facilitating 

data quality assessment, and detecting abnormal behavior. Data flow management systems offer basic lineage tracking, 

linking data products back to their origins and enabling auditing. However, additional mechanisms contribute to data 
lineage by capturing the impact of stream processing on data products and exposing complete pathway details. 

 

Unlike an ETL (extraction, transformation, loading) process, a streaming data pipeline continuously reads input 

streams, searches for stateful and temporal patterns, takes actions, and produces output streams, all in relation to time. 

Pipeline definition and management capabilities in frameworks such as Apache NiFi, Apache Beam, and AWS Step 

Functions provide supported lineage, tracing the processing effect on data products and supporting lineage exploration. 

For full trail visibility, organizations also need to capture data flows from the source to their streaming pipeline 

products and integrate both aspects. 

 

The architecture must define how to capture detailed lineage, enabling organizations to audit and assess accountability 

for stream processing effects on data products. Whenever a product of the data pipeline is received or generated, details 
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of the data lineage—previous, current, and next destination—should be marked, along with the clock time used for 

generation. 

 

Table 2. Real-time detection metrics 

 

Metric Meaning 
Desired 

Direction 
Why Important 

Latency Time to produce a detection after event arrival Lower is better Needed for real-time 

response 

Throughput Events/samples processed per unit time Higher is better Needed for scale 

Precision Fraction of predicted attacks that are truly 

attacks 

Higher is better Reduces false positives 

Recall Fraction of real attacks that are detected Higher is better Reduces false negatives 

F1 Score Harmonic balance of precision and recall Higher is better Balances both concerns 

Operational 

Impact 

Burden on analysts and systems Lower is better Determines real usability 

 

7.2. Privacy-Preserving Techniques 

Privacy-preserving mechanisms safeguard sensitive data from unauthorized disclosure while maintaining utility for 
decision-making. Several techniques, including anonymization, differential privacy, and access controls are employed 

to protect personally identifiable information in the gathered data. In the context of machine learning, privacy-

preserving measures may impact the accuracy of cyber threat detection models. However, achieving the right balance 

should be a priority to protect the individuals involved, as well as organizations and the general public, from present 

and future cyber threats. 

 

Anonymization techniques are the oldest and most common for privacy protection. Data anonymization entails 

removing unique identifiers, such as name and address, from datasets to prevent reputation or identity injury by data 

disclosure, while providing utility for model training and operationalization. Pseudonymization involves replacing 

values with fictional substitutes or “codes.” Although data records may contain values that relate to real-world 

identifiers, the substituted values are fictitious or indirectly identifiable only when cross-related with other data sources. 

While anonymized data cannot be used to trace back to individuals, it can serve secondary purposes without the need 
for the individuals’ consent. 

 

VIII. EVALUATION METHODOLOGIES FOR REAL-TIME DETECTION 

 

Evaluating detection methods that support real-time operation involves specific design choices. A thorough approach 

considers various aspects that affect the practices, challenges, and quality of the detection methods being evaluated. 

An effective detection method is one that fulfills the desired objectives efficiently and accurately. Timeliness is highly 

relevant, especially for detection methods with low latency requirements. Latency quantifies the time taken by the 

model to produce predictions after the arrival of an input instance, so it must be measured from the model's perspective. 

Latency can also be evaluated at a broader level by combining the accumulative latency of each element in the 

inference stream. 
 

Another aspect is throughput, which indicates the volume of traffic the detection method can process in a given time 

period, usually expressed in packets per second or bytes per second. These two parameters, latency and throughput, 

address the performance of the detection method. When a detection method serves as a component in a larger system, 

the overall operational impact must also be evaluated. The operational impact assesses the extent to which the detection 

method influences the functioning of other elements in the overall system. 

 

8.1. Metrics for Timeliness and Accuracy 

Measuring the trade-off between detection accuracy and timeliness considerations remains a priority when deriving 

detection performance evaluations , . Metrics evaluating these characteristics include latency, throughput, precision, 

recall, F1 score, and operational impact. Note that a malicious event, action, or behavior affecting an asset or dedicated 

service that may lead to disturbance, degradation, or denial of service needs to be supplied as ground truth. 
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• Latency. Time taken for a model to process a single sample. The lower the latency, the better it is for real-time use 

cases. 

• Throughput. Amount of samples processed by an online model in a given timeframe. While a higher value is 

preferred for detection, it needs to remain within the latency limit for it to serve its purpose. 

• Precision. Percentage of ground-truth positive samples from newly predicted positive samples. Evaluating the false 

positives of a detection helps determine if it is really of use or not from the operational cost standpoint. A higher value 

is preferred. 

• Recall. Percentage of newly predicted positive samples from actual positive ground-truth samples. Evaluation of false 

negatives indicates how many malicious actions were missed by the detection. A detect-and-respond strategy may 
tolerate a lower recall, while a prevent strategy cannot. A higher recall is always preferred. 

• F1 score. Combines precision and recall values to provide a balance. High scores indicate a good detection model. 

• Impact on the operational team. Explores the operational overhead introduced by the detection mechanism on the 

security team and supports closing or iterating on false positives in a timely manner. 

 

 
 

Fig 4: Security Architecture for the Data Pipeline 

 

8.2. Benchmarking and Datasets 
An extensive set of publicly and privately available datasets, as well as benchmark data for different evaluation tasks, 

serve the validation of proposed detection mechanisms. For benchmarking, the latest version of the Problem Detection 

in Network Traffic (PDNT) challenge from Detection and Classification of Crowd Anomalies (DCCA) 2022 is 

considered. Real-Time Detection of Network Attacks (RTDNA) and Open Threat Research Data Repository (OTR) 

datasets are also utilized for validation. In support of upcoming works, datasets belonging to 2021 and 2022 Capture 

the Flag (CTF) competitions organized by Detectify Labs on the Hack The Box (HTB) forum are shared privately. As 

these CTF challenges are hosted on a public government website, data capturing is strictly prohibited. The reaction of 

existing tools and rules on the server is continuously monitored during the CTF competitions, and their observations are 

finally captured. 

 

The very first publication appears on the capture of Windows Event Logs (WEL) of a real machine installation, where 
host data and activity telemetry are fed to a WEL-SIEM-Visualization pipeline. Using these logs, 

WindowsEnclosureMonitor analyzes both normal and abnormal behaviors, extracts signals from Telemetry, and helps 

detect potential attacks on Windows environments through extra feature extraction from categorized roles/services. The 

second publication materializes during the WindowsENF request–response time. A major Windows back-end related to 

credit card companies on the same time zone is analyzed, and abnormal traffic appears in the response time graph. The 

next publication finds a sudden increase in Wireshark number during specific timeframes, and a few potential Anomaly 

Detection Models Detection-Time-Agnostic model are efficiently ruled out in that area through incidence monitoring. 

Table 3. Data-quality and governance dimensions 
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Dimension Interpretation in Cybersecurity Pipeline 

Completeness Required telemetry fields/events are present 

Correctness Values and labels reflect actual state 

Timeliness Data arrives soon enough to be actionable 

Consistency Formats and semantics match across sources 

Provenance / Lineage Source and transformation path are traceable 

Privacy Compliance PII and sensitive records are handled lawfully 

Auditability Decisions and transformations can be reviewed 

 

IX. DEPLOYMENT AND OPERATIONAL CONSIDERATIONS 

 

Deployment and operational aspects impact the effectiveness of data pipelines for real-time detection of cyber threats. 

Threat detection models developed on empirical datasets can be seamlessly integrated with existing security stacks to 

provide real-time protection against emerging attacks. Multiple deployment options are available depending on the use 

case and performance requirements of the detection task. Pipelines for network threat detection can be deployed at the 

network edge, where latency-sensitive detection tasks are performed using distributed stream processing systems such 

as Apache Flink, and a hybrid model deployment strategy is employed to meet end-to-end latency goals. Monitoring of 

endpoint telemetry, indicator of compromise (IOC) feeds, and cloud workloads is in general less time sensitive, and 

processes model predictions by polling the respective serving systems at regular intervals. 
 

Data engineering pipelines supporting operational deployments need to consider aspects of monitoring, observability, 

and incident response. Detection models should not only generate alerts in case of positive predictions, but also provide 

contextual environment, time window, and severity information to assist cyber threat analysts in investigation. 

Dashboards should provide monitoring views for security analysts, and generate alerts if the SLAs defined for different 

detection tasks are violated. SLAs need not only monitor the health of the detection models with respect to accuracy, 

recall, and precision, but also define runbooks for incident handling. 

 

9.1. Real-Time Deployment Architectures 

Real-time deployment options fall into three categories: edge, cloud, and hybrid. The method of choice affects the 

overall shape of the streaming topology and where trained models reside. When deploying detection solutions, factors 

such as the applicability of edge processing appliances, real-time performance requirements, and the connectedness of 
elements in the security stack should be considered. In dedicated security deployments, various types of monitoring 

appliances on the edges collect different types of telemetry. The performance/test network traffic, endpoint telemetry, 

OS and application log files, network flow, Hyper-V, and connectors for Azure, Office 365, AWS and GCP are 

ingested for monitoring. Multiple types of detection logs are produced using the detections developed for each type of 

telemetry. Detection engines are developed for the network-based and telemetry-based data during training phase and 

when deployed they generate alerts when the detection logic gets triggered. The detection engines produce alert files 

using the individual logic defined for each of them. 

 

When the real-time requirements are not stringent, the workload can be shifted to the public cloud. Cloud-based 

processing resources can easily be scaled up when the volume or storage/compute needs increase. A single Instance 

may be sufficient to run the detection engine for a specific set of alerts. However, the cloud service should be selected 
carefully, keeping in mind the nature of the data being processed. The core feature extraction and classification process 

typically take time to complete, but once it reaches a good operating threshold, alerts get generated in real-time. During 

inference, the model produces the results at a much faster pace than training. Additionally, it is important to make SLA 

considerations for any cloud resources. For instance, the log sampling at 1 hour or 1.5 hour makes Automate and 

Ansible log analyses even slower. To avoid situations where alerts are generated late, a single window of logs being 

used for detection and ignoring all the logs more than this window for generation of alerts in the specific time period or 

the dedicated real-time or real-time-like data sample should be considered. 
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Equation 4. Precision 

Let: 

 𝑇𝑃 = true positives 

 𝐹𝑃 = false positives 

Predicted positives are: 

𝑇𝑃 + 𝐹𝑃 

Among them, the correct positive predictions are 𝑇𝑃. 

Therefore precision 𝑃 is: 

𝑃 =
𝑇𝑃

𝑇𝑃 + 𝐹𝑃
 

Step-by-step derivation 

1. Count all alerts raised by the model. 

2. Split those alerts into: 

o correct alerts = 𝑇𝑃 

o incorrect alerts = 𝐹𝑃 

3. Total alerts raised: 

𝑇𝑃 + 𝐹𝑃 
4. Fraction that are truly malicious: 

𝑃 =
𝑇𝑃

𝑇𝑃 + 𝐹𝑃
 

 

9.2. Monitoring, Observability, and Incident Response 

Dashboards, alerting mechanisms, service-level agreements, and runbooks streamline incident handling for the real-

time data pipeline. Dashboards provide a comprehensive view of the pipeline's health for quick decision-making and 

mitigation strategies. Alerting mechanisms escalate issues based on severity and service-level agreements, either 

automatically to runbooks or manually to responsible stakeholders. The combination of automated alerts based on 
severity and complete incident runbooks with step-by-step mitigation details significantly facilitates fast responses to 

incidents. 

 

Effective monitoring of the end-to-end pipeline enables swift detection of potential disruptions. Specialized engines, 

such as Apache Flink and Apache Kafka, enable monitoring of data flow rates, processing latency, node resource 

utilization, and availability of internal systems. Alerts are configured with specific thresholds and service-level 

agreements for triggering automatic alerts or assignment of manual escalation responsibilities based on incident 

severity and impact. Dashboards additionally help track service-level agreement compliance and recent data flow drops 

for a high-level overview. Alerts from upstream engines are consolidated in dedicated channels tied to runbooks or 

mitigation documents. 
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Additional engines augment coverage by analyzing other critical sources, such as batch ingestion logs and data quality 

pipelines. Completeness, consistency, and accuracy checks are implemented with corresponding alerts for real-time or 

near-real-time dashboards. Analysis of deviations yields insights for updates to underlying data quality metrics and 

alert configurations. Monitoring of service-level agreement importance and consolidation in a single source helps 

prioritize updates. 

 

Dedicated runbooks for each ingestion component and overall health monitoring eliminate knowledge gaps during the 

natural personnel churn inherent in security operations. Each runbook has clear ownership to ensure up-to-date 

documentation for quick and efficient incident resolution whenever required, thereby establishing an efficient security 
operation. 

 

X. CASE STUDIES AND APPLICATIONS 

 

Demonstrating practical deployments across diverse domains, two case studies illustrate the proposed data-engineering 

solution for real-time threat detection. Supporting network traffic as well as endpoint and cloud security, the presented 

approaches incorporate and evaluate various components of the detection pipelines. 

 

 
 

Fig 5: Cyber Threat Detection Framework for Secure Cloud-Native Microservices 

 

1 Network Traffic Analytics 

Monitoring network traffic for potential security threats has long been a priority beyond standard intrusion detection 

systems (IDS). Protocol analysis, particularly when delving into the intelligence section of flows, has been applied to 
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detect planning behavior patterns of command-and-control sessions. Subtle deviations from expected traffic profiles 

should also raise suspicions. Earlier work established the feasibility of behavior modeling to reveal features that cluster 

well in normal operating conditions but lead to clear separability when the system encounters unexpected behavior. 

Similar analysis techniques have been employed for reasoning, validation, and verification, but achieving successful 

detection tasks requires not just sound reasoning but also supporting telemetry above the network layer. 

 

Supported by the proposed data-engineering pipelines, network flow data are used to explore several approaches to 

analyze traffic for indications of compromise. A modified IDS signature matching expert system aims to generalize 

beyond known attack signatures through probabilistic reasoning and semantic similarity. Additionally, fixed-defined 
rule sets, independent of noted signature matching, and hybrid systems functioning as add-on detectors complement 

these efforts. The latter rely on a collection of rule-based conditions hypothesized to indicate malicious or other specific 

behavior patterns. Beyond flow telemetry and detection engines, protocols such as DNS or DHCP provide further data 

sources for suspected compromised traffic identification, although these are typically consumed by dedicated 

commercial security monitoring solutions. 

 

10.1. Network Traffic Analytics 

Cybersecurity and compliance practices typically require organizations to continuously monitor network traffic and 

actively detect anomalies. In particular, all inbound and outbound traffic must be inspected, classified, and recorded, 

with connections to known malicious IP addresses flagged for further action. Anomalies in network statistics, such as 

unusual bandwidth consumption, protocol distribution, or geographical distribution, should be detected. Packet data 

may also be inspected for sensitive information, and specific packets, such as those running known exploitation tools, 
should be flagged. At the detection and response levels, network traffic anomalies may provide signals for attack 

indicators at other levels, such as dropped packets from an external IP or repeated accesses to cloud services from 

multiple users in multiple locations. 

 

Network traffic, however, presents unique challenges for real-time detection systems. First, the substantial volume of 

data requires algorithms capable of analysing high-capacity streams at high rates. Indeed, the scale of the industry 

makes the application of ML for on-device detection improbable, and cloud solutions commonly have latency 

requirements too stringent for standard model architecture to keep pace. Second, systems must remain responsive to 

changes in normal patterns; a sudden local surge in traffic from a single region might not be problematic, but the same 

increase from dozens of regions may indicate the early stages of a global-scale attack. Third, as knowledge of many 

attacks relies on detecting combinations of packets originating from inappropriate users, detecting deviation from the 
distribution of a set of normal behaviours, even if they are not clearly anomalous individually, is critical due to the high 

false-positive rate of signature-based techniques. Finally, despite minor cases of admissible breaches, the processing of 

any personally identifiable information (PII) in transit or at rest must comply with regulations such as the General Data 

Protection Regulation (GDPR). 

 

Equation 5. Recall 

Let: 

 𝑇𝑃 = true positives 

 𝐹𝑁 = false negatives 

Actual positive cases are: 

𝑇𝑃 + 𝐹𝑁 

Among them, detected positives are 𝑇𝑃. 

So recall 𝑅 is: 

𝑅 =
𝑇𝑃

𝑇𝑃 + 𝐹𝑁
 

 

Step-by-step derivation 

4. Count all truly malicious cases. 

5. Separate them into: 

o detected attacks = 𝑇𝑃 

o missed attacks = 𝐹𝑁 
6. Total actual attacks: 

𝑇𝑃 + 𝐹𝑁 
5. Fraction detected: 
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𝑅 =
𝑇𝑃

𝑇𝑃 + 𝐹𝑁
 

 

10.2. Endpoint and Cloud Security 

Comprehensive Orchestration of Network, Endpoint, Cloud, and OS Security 
Implementing adequate security at the enterprise perimeter using firewalls, proxies, and routers does not guarantee 

network protection. New attack strategies (e.g., insider threats, social engineering) require defending endpoints and 

ensuring up-to-date, hardened configurations for security support, virtual machines, and infrastructures-as-a-service. 

Telemetry from web browsers, external drives, VDI platforms, security configuration, anti-virus software, Windows, 

and cloud AWS and Azure accounts—closely monitored and analyzed for worrying patterns (e.g., list of installed tools, 

anti-virus status, recent telemetric anomalies)—provide timely, contextual indicators of compromise or risk. Detection 

and alerting should occur with minimal delay (sub-second to few seconds). Data-driven approaches trained and tested 

on available datasets can be deployed quickly, reducing costs, time, and effort. 

 

With the wide adoption of cloud services by organizations, security monitoring extends into these environments. Data 

from the cloud service provider's Management Console (Console, Security, AWS Config—the temporal service that 

stores the dashboard) is aggregated and events analyzed to minimize the time from telemetry ingestion to contextual 
awareness summary (minutes to seconds). The entire cloud stack can be monitored with regards to Configuration or 

Badge violations (indicating security best practices violations) or telemetry analysis: reconnaissance from source to 

destination devices has become very common, enabling cloud compromise detection on configuration structure or any 

type of lateral movement in the cloud. 

 

XI. RESULTS 

 

Results are presented in several parts. First, the data engineering requirements for real-time detection are summarized, 

as well as a framework to support the design of AI-enabled data engineering pipelines. Subsequently, an AI-enhanced 

architecture for real-time data engineering pipelines is proposed, before the structure of the pipeline is described. 

Finally, the methods for data ingestion and stream processing, feature extraction and transformation, and data quality, 
governance, and compliance are formalized. 

 

The objective of the research was to support the design of detect-then-response security systems that offer real-time 

detection and response for a broad range of cyber threats and vulnerabilities. The evaluation criteria for achieving this 

objective were that all detection nodes share a common pipeline architecture and that the pipeline design methods 

explicitly address the data engineering requirements for real-time detection. Evaluation involved a rich set of AI-

enhanced network, endpoint, and cloud detection applications. For each application, the pipeline architecture was 

identified. In particular, AI-enhanced approaches for data ingestion and stream processing, feature extraction and 

transformation, data quality support and validation, and compliance with data access and retention policies were 

established. 

 

 
 

Fig 6: AI's Impact on the Cybersecurity Landscape 
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XII. CONCLUSIONS 

 

Economic and societal developments in cyberspace have far outpaced the ability of cybersecurity companies to devise 

effective countermeasures for increasingly complex, targeted, and automated attacks. As a result, it is imperative to 

enhance detection capabilities for a variety of attack types using real-time methodologies. The data engineering layers 

of detection systems have received relatively little attention in the academic literature, yet they are critical components 

that support detection tasks. This research makes several contributions to data engineering for real-time analytics 

through a framework that delineates the considerations, components, and flows in AI-enhanced data pipelines. The 

framework can guide the design of data engineering architectures and processes that underpin detection tasks. 
Furthermore, explicit operation and evaluation criteria have been articulated for real-time detection, and a suite of 

supporting deployment methodologies has been established. 

 

Practical case studies complement the theoretical work and illustrate the feasibility of real-time detection for network-

oriented threats, including C2 traffic, protocol-level anomalies, and anomalous flow patterns, as well as for cloud-

oriented threats, such as data exfiltration and malware detection in cloud storage. Future work should focus on the 

identification of additional types of threats that can be detected in real time, the creation of replication packages for 

existing methodologies, and the definition of evaluation protocols that address both task performance and operational 

feasibility. 
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