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ABSTRACT: Financial fraud has become increasingly sophisticated due to the rapid growth of digital transactions,
online banking, and mobile payment platforms. Traditional fraud detection systems relying solely on rule-based
mechanisms or single machine learning models often fail to adapt to evolving fraud strategies. This paper proposes a
Hybrid Al-Based Real-Time Financial Risk Assessment System that integrates rule-based detection, supervised
machine learning, unsupervised anomaly detection, and behavioural profiling to improve fraud detection accuracy
while maintaining low latency.

The proposed system processes transaction data in real time through a Fast API-based backend service. Initially, rule-
based analysis identifies high-risk transactions using predefined indicators such as abnormal transaction amounts,
velocity patterns, and suspicious geographical activity. The system then applies a Random Forest classifier trained on
labelled transaction data to detect known fraud patterns. In addition, an Isolation Forest anomaly detection model
identifies unusual transaction behaviour that may indicate previously unseen fraud strategies. Behavioural analysis
further evaluates user transaction patterns, including transaction timing, spending habits, device usage, and location
consistency.

The outputs of these modules are combined using a dynamic risk aggregation mechanism that calculates a final fraud
risk score. Transactions are then classified into three categories: approved, flagged for review, or blocked. Experimental
evaluation using simulated financial transaction datasets demonstrates that the hybrid approach improves detection
accuracy and recall while significantly reducing false positives compared to traditional rule-based systems.

The system achieves real-time performance with low processing latency, making it suitable for deployment in modern
financial systems such as online banking, digital wallets, and payment gateways. The results demonstrate that
integrating multiple artificial intelligence techniques enhances fraud detection robustness, adaptability, and reliability in
dynamic financial environments.

KEYWORDS: Financial Fraud Detection, Hybrid Artificial Intelligence, Random Forest, Isolation Forest, Behavioral
Analysis, Real-Time Risk Assessment

I. INTRODUCTION

The rapid expansion of digital financial services has significantly transformed the global banking ecosystem. Online
banking, digital wallets, and mobile payment platforms enable users to perform transactions instantly and conveniently.
However, this transformation has also increased exposure to fraudulent activities such as identity theft, account
takeover, and unauthorized transactions. Traditional fraud detection systems primarily rely on rule-based mechanisms,
which apply predefined conditions to identify suspicious transactions. While effective for detecting known fraud
patterns, these systems lack adaptability and often result in high false positive rates [4]. As fraud techniques continue to
evolve, static detection approaches are no longer sufficient. Artificial Intelligence (Al) and Machine Learning (ML)
have emerged as powerful solutions for fraud detection by enabling systems to analyze large volumes of transaction
data and identify hidden patterns [2]. However, relying on a single detection technique limits the system’s ability to
detect both known and unknown fraud patterns. To address these limitations, this research proposes a Hybrid Al-Based
Real-Time Financial Risk Assessment System that integrates rule-based detection, supervised learning, anomaly
detection, and behavioural profiling. This hybrid approach enhances detection accuracy, adaptability, and real-time
decision-making in financial systems [5].
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Il. LITERATURE REVIEW

Fraud detection has been extensively studied in financial security research. Early detection systems relied primarily on
rule-based mechanisms, where predefined rules were used to identify suspicious transactions. Although
computationally efficient, these systems struggle to detect evolving fraud strategies and require continuous manual
updates [4]. Supervised machine learning techniques have been widely applied to fraud detection problems. Algorithms
such as Logistic Regression, Decision Trees, and Random Forest classifiers learn patterns from labelled transaction
datasets and achieve high accuracy in detecting known fraud cases [2]. However, these models often fail to identify
previously unseen fraud patterns. Unsupervised learning techniques, such as Isolation Forest and clustering algorithms,
are commonly used for anomaly detection. These models identify unusual transaction patterns without requiring
labelled data, making them effective for detecting emerging fraud behaviours [3]. However, when used independently,
they may produce higher false positive rates. Recent research has focused on hybrid detection frameworks that combine
multiple techniques to improve detection performance. Hybrid systems integrate rule-based detection, machine
learning, and behavioural analytics to enhance accuracy and adaptability [1]. Studies show that such approaches
significantly reduce false positives while improving fraud detection efficiency in real-time financial environments [5].
These findings highlight the importance of combining multiple detection techniques within a unified framework to
effectively combat evolving financial fraud.

I11. PROPOSED SYSTEM

A. System Overview

The proposed system introduces a Hybrid Al-Based Real-Time Financial Risk Assessment framework designed to
detect fraudulent financial transactions efficiently. Unlike traditional fraud detection systems that rely on a single
detection approach, the proposed model integrates multiple detection techniques to improve accuracy and adaptability.
The system analyzes incoming financial transactions in real time using a multi-layer detection architecture. Each layer
evaluates different fraud indicators and produces a risk score. These scores are aggregated to generate a final fraud
decision.

The hybrid approach combines the strengths of rule-based systems, supervised learning, unsupervised anomaly
detection, and behavioral analysis to detect both known and emerging fraud patterns.

B. Rule-Based Fraud Detection
The rule-based detection module serves as the first layer of fraud analysis. This module evaluates transactions using
predefined conditions derived from domain knowledge and historical fraud patterns.

Typical rules include:

Transactions exceeding predefined thresholds
Multiple rapid transactions within a short time interval
Suspicious geographic transaction patterns
Transactions from blacklisted accounts or devices

This module enables quick identification of obvious fraud cases and reduces computational load for machine learning
models.

C. Supervised Machine Learning Model
The supervised learning component of the system uses the Random Forest algorithm to classify transactions as
fraudulent or legitimate.

Random Forest is selected due to its ability to handle nonlinear relationships and high-dimensional transaction data.
The model is trained using labeled transaction datasets that include both fraudulent and legitimate records.
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Key advantages of Random Forest include:
e High classification accuracy

e Robustness to noisy data

¢ Reduced risk of overfitting

The trained model outputs a fraud probability score, which contributes to the final risk calculation.
D. Unsupervised Anomaly Detection
To detect previously unseen fraud patterns, the system incorporates an Isolation Forest anomaly detection model.

Unlike supervised learning models, anomaly detection does not rely on labelled fraud data. Instead, it identifies unusual
transaction behaviour by isolating data points that deviate significantly from normal patterns.

Fraudulent transactions are typically rare and structurally different from normal transactions. The Isolation Forest
algorithm efficiently isolates such anomalies and assigns anomaly scores that contribute to the overall fraud risk
evaluation.

E. Behavioral Profiling
Behavioral analysis evaluates long-term transaction patterns of users to identify suspicious deviations.
Behavioral features include:

e Transaction frequency

e Typical transaction amounts

o Device usage patterns

e  Geographic transaction behavior

e Time-of-day transaction patterns

If a transaction significantly deviates from a user’s historical behavior profile, the fraud risk score increases. Behavioral
profiling helps reduce false positives by distinguishing legitimate behavioral changes from fraudulent activities.

F. Risk Score Aggregation

Each detection module produces an independent fraud risk score. These scores are combined using a risk aggregation
mechanism to compute the final fraud score.

The final risk score is calculated as:

Final Risk Score = Rule Score + ML Score + Behavioral Score

Based on the final score, the system classifies transactions into three categories:

Risk Level ||Decision

Low Approve
Medium Flag for Review
High Block
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This layered approach ensures reliable fraud detection while minimizing false positives.
IV. SYSTEM ARCHITECTURE

The system follows a modular architecture designed to support real-time transaction analysis and scalability. The
architecture consists of several interconnected components responsible for transaction processing and fraud detection.
The transaction source represents financial systems such as banking applications, payment gateways, and digital wallets
that generate transaction data. These transactions are forwarded to the backend processing system for analysis.

The backend service layer implemented using FastAPI acts as the central controller of the system. It manages
transaction input, data preprocessing, model execution, and decision generation.

The rule-based detection module performs initial fraud screening by applying predefined rules. Transactions that violate
critical rules are flagged for further analysis.

The machine learning layer includes both supervised and unsupervised models. The Random Forest classifier detects
known fraud patterns, while the Isolation Forest algorithm identifies anomalous transactions.

The behavioral profiling module analyzes long-term transaction behavior and identifies deviations from established
user patterns.

Finally, the decision engine aggregates risk scores from all modules and classifies transactions as approved, flagged, or
blocked.

Hybrid Al-Based Real-Time Fraud Detection System

Transaction Source Frontend Monitoring Console ’_’ Rule-Based Engine B
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Fig. 1 Hybrid Fraud Detection System Architecture
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V. IMPLEMENTATION

A. Development Environment

The proposed system was implemented using Python and several open-source libraries suitable for machine learning

and real-time backend services.

Component Technology
Programming Language Python
Backend Framework FastAPI
Machine Learning Scikit-Learn

Data Processing

Pandas, NumPy

Model Storage Joblib
API Server Uvicorn
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The FastAPI framework enables high-performance asynchronous processing suitable for real-time transaction analysis.

B. Dataset Preparation
The system uses a simulated financial transaction dataset containing both legitimate and fraudulent records.
Data preprocessing includes:

¢ Handling missing values

¢ Removing duplicate records

e  Feature normalization

e Encoding categorical variables
The dataset is divided into:

e Training set (80%)

e  Testing set (20%)

This separation ensures reliable model evaluation.

C. Model Training
The Random Forest model is trained using labeled transaction data. Training involves extracting features such as
transaction amount, transaction frequency, device information, and transaction location.

The trained model is saved using Joblib and loaded during system initialization to enable fast predictions.
The Isolation Forest model is trained using normal transaction patterns to identify anomalous behavior.

D. Backend APl Implementation
The backend service was developed using FastAPI, which handles transaction requests and performs fraud analysis.

The backend performs the following tasks:
Receive transaction data

Perform preprocessing

Apply rule-based detection
Execute machine learning models
Calculate fraud risk score
Generate fraud decision

AN

The API server is executed using Uvicorn, enabling asynchronous request handling and efficient transaction processing.
VI. RESULTS AND DISCUSSION

The proposed hybrid fraud detection system was evaluated using a financial transaction dataset derived from publicly
available credit card transaction records. Specifically, the system utilizes the widely recognized European cardholder
dataset introduced by Dal Pozzolo et al. [6], which contains both legitimate and fraudulent transactions and is
commonly used in fraud detection research. The results indicate that the hybrid approach significantly improves fraud
detection accuracy compared to traditional rule-based systems [5].

The system performance was measured using the following evaluation metrics:
e Accuracy

Precision

Recall

F1 Score

ROC-AUC
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Metric Value
Accuracy 96.2%
Precision 94.7%
Recall 95.4%
F1 Score 95.0%
ROC-AUC 0.97
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The results indicate that the hybrid approach significantly improves fraud detection accuracy compared to traditional
rule-based systems.

B. Hybrid Model Performance
The integration of rule-based detection, Random Forest classification, Isolation Forest anomaly detection, and
behavioral profiling produced superior results compared to single-model approaches.

Key improvements observed include:
e Higher fraud detection accuracy
e Reduced false positive rates
e Improved adaptability to emerging fraud patterns
e Real-time transaction analysis capability

C. Real-Time Processing Performance

Latency measurements show that the system processes transactions within milliseconds, making it suitable for real-time
financial environments such as online banking and digital payment systems.

The system demonstrates the ability to handle high transaction volumes without significant performance degradation.
The Random Forest supervised model demonstrated strong performance in detecting known fraud patterns, achieving
high recall and precision. The Isolation Forest model successfully identified anomalous transactions that deviated from
normal behavior.

Behavioral analysis further improved detection reliability by identifying suspicious user activity patterns such as
abnormal transaction timing and device changes.

Latency measurements indicated that the system processes transactions within milliseconds, making it suitable for real-
time financial applications such as online banking and digital payments.

VII. CONCLUSION

This research presented a Hybrid Al-Based Real-Time Financial Risk Assessment System designed to improve fraud
detection in modern financial environments. The system integrates rule-based detection, supervised machine learning,
anomaly detection, and behavioral analysis within a unified framework.

The implementation demonstrates that combining multiple detection techniques significantly enhances fraud detection
accuracy while reducing false positives. The system also achieves real-time performance, enabling immediate response
to suspicious transactions.

The results confirm that hybrid artificial intelligence approaches provide an effective solution for combating evolving
financial fraud threats.

VIII. FUTURE WORK

Several improvements can be explored in future research to enhance the capabilities of the proposed system. Deep
learning models such as Recurrent Neural Networks (RNN) and Long Short-Term Memory (LSTM) networks can be
integrated to analyze sequential transaction behavior. These models can detect temporal fraud patterns more effectively.
Graph-based fraud detection techniques using Graph Neural Networks (GNN) can also be applied to identify fraud
networks and money laundering activities.

Federated learning approaches may allow financial institutions to collaboratively train fraud detection models without
sharing sensitive data.

Future work may also involve deploying the system in real banking environments and integrating explainable Al
techniques to improve transparency in fraud decision-making.
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