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ABSTRACT: Copy-move image forgery is a common type of image manipulation where a part of an image is copied
and pasted into another area of the same image, making it difficult to detect fake content. Detecting such forgeries is
important in areas like digital forensics, security, and media verification. This project proposes a hybrid approach for
detecting copy-move image forgery using CenSurE keypoint detection and Convolutional Neural Network (CNN). The
CenSurE algorithm is used to detect keypoints and extract important features from the image efficiently, helping to
identify duplicated regions.After feature extraction, a CNN model is used to classify and confirm whether the image is
original or forged. The combination of CenSurE and CNN improves both detection speed and accuracy compared to
using a single method. The system is tested using a dataset of original and tampered images, and the results show
improved performance in terms of accuracy and reliability. This work proves that hybrid techniques are effective for
real-world image forgery detection.
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I. INTRODUCTION

With the rapid growth of digital technology and image editing tools, manipulating images has become very easy. One
of the most common types of image tampering is copy-move forgery, where a part of an image is copied and pasted
into another region of the same image to hide or duplicate objects. Because the copied region comes from the same
image, it matches in color, texture, and noise, making detection very difficult using traditional methods. This creates
serious issues in areas such as digital forensics, journalism, legal evidence, and security systems, where image
authenticity is very important.

To solve this problem, many techniques have been developed, including block-based and keypoint-based methods.
However, these methods often face challenges such as high computational cost, sensitivity to noise, and difficulty in
detecting complex forgeries. In recent years, deep learning methods like Convolutional Neural Networks (CNN) have
shown good performance in image classification tasks, but they require large training data and computational power.
Therefore, this project proposes a hybrid approach that combines CenSurE keypoint detection and CNN algorithm.
CenSurE is used for fast and efficient feature extraction, while CNN is used for accurate classification of forged and
original images. This combination improves detection accuracy and reduces processing time, making the system more
effective for real-world applications.

II. RELATED WORK

Many researchers have proposed different techniques for detecting copy-move image forgery. Early methods mainly
focused on block-based approaches, where the image is divided into overlapping blocks and features are extracted to
identify duplicated regions. Techniques such as Discrete Cosine Transform (DCT) and Principal Component Analysis
(PCA) were commonly used, but these methods often suffer from high computational complexity and are sensitive to
image transformations like rotation and scaling. To overcome these issues, keypoint-based methods such as SIFT and
SURF were introduced, which are more efficient and robust in detecting duplicated regions under various
transformations.
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In recent years, deep learning techniques, especially Convolutional Neural Networks (CNN), have gained significant
attention for image forgery detection. CNN models can automatically learn complex features from images and provide
higher detection accuracy compared to traditional methods. Several studies have used advanced architectures like
VGG, ResNet, and MobileNet for detecting forged images. However, deep learning models require large amounts of
training data and high computational resources. To address these limitations, hybrid approaches that combine keypoint-
based methods with CNN have been proposed. These methods use keypoint detection for fast feature extraction and
CNN for accurate classification, resulting in improved performance and robustness.

A. Deep Learning Models for Image Forgery Detection:

Deep learning models are widely used for image forgery detection because they can automatically learn important
features from images without manual effort. Convolutional Neural Networks (CNN) are the most commonly used
models, as they are effective in analyzing image patterns and detecting small changes in pixel values, even when they
are not visible to the human eye. Advanced models like VGG, ResNet, and MobileNet have shown high accuracy in
detecting forged images when trained on large datasets of original and tampered images. However, these models
require high computational power and large amounts of training data, which can be a limitation in some cases.

B. Hybrid models:

Hybrid models are used when one single method cannot detect forged images accurately in all situations. In this
project, the combination of CenSurE keypoints and a CNN model helps improve the overall performance. CenSurE
provides strong feature points, and the CNN learns deeper patterns from the image. When both are used together, the
system becomes more accurate, more reliable, and better at identifying manipulated regions compared to using only
one method.

III. SYSTEM ARCHITECTURE

Block Diagram

Image Feature Extraction Feature Matching
Input Image =  ° . 1 (CenSurE Keypoint [~ (Identify Similar Keypoint
Preprocessing ; 5
detector) pairs)

CNN Classification
(Forged Region vs  |——
Original)

Output Image
(Highlighted Forgery)

Figure 1: Block Diagram of CMFD Using Hybrid Approach

IV. PROPOSED METHODOLOGY

The proposed system uses a hybrid approach to detect copy-move image forgery by combining CenSurE keypoint
detection and Convolutional Neural Network (CNN). First, the input image is preprocessed to improve quality and
remove noise. Then, the CenSurE algorithm is applied to detect keypoints and extract important features from the
image, which helps in identifying duplicated regions efficiently. These extracted features are then passed to a CNN
model, which is trained to classify whether the image is original or forged. The hybrid combination improves both
speed and accuracy, as CenSurE provides fast feature extraction while CNN ensures reliable classification. This
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approach is tested on a dataset of original and tampered images, showing better performance compared to using
individual methods.

4.1 Proposed Algorithm

The proposed algorithm for copy-move image forgery detection follows a hybrid approach combining CenSurE
keypoint detection and CNN classification. First, the input image is preprocessed by resizing, converting to grayscale,
and applying noise reduction techniques to enhance image quality. Next, the CenSurE algorithm is used to detect
keypoints and extract distinctive features from the image. These features are then compared using a feature matching
technique to identify similar regions that may indicate duplication. The matched keypoints are analyzed to locate
potential forged areas within the image. Finally, the detected regions are passed to a Convolutional Neural Network
(CNN), which classifies the image as original or forged based on learned patterns. The algorithm improves detection
accuracy and efficiency by combining fast feature extraction with powerful deep learning-based classification.

Flow chart for Proposed Algorithm
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1) 4.2 Preprocessing Techniques

To improve the quality of input images and support accurate forgery detection, preprocessing is applied before feature
extraction and classification. These steps help remove noise, enhance important details, and prepare the images for the
hybrid CenSurE-CNN model

a) 4.2.1 Feature Extraction(CenSurE keypoint detector)

The next stage of the proposed system involves extracting meaningful features from the input image using the
CenSurE keypoint detector. CenSurE is designed to detect stable and distinctive keypoints by analyzing the image at
multiple scales. It identifies important regions based on the intensity changes and geometric structures present in the
image.

This step helps highlight unique points that may reveal inconsistencies or tampered areas in forged images. Because
CenSurE is computationally efficient, it can detect keypoints quickly without compromising accuracy. The extracted
keypoints are then forwarded to the CNN model, where deeper features are learned for final classification. By
combining CenSurE with CNN, the system benefits from both strong local feature detection and powerful deep
learning analysis.

Input Image CenSurE Keypoints
Keypoint Detection Mapped as Features

Figure 2: Feature Extraction Process

b) 4.2.2 Feature Matching(Identify Similar Keypoint Pairs)

Feature matching is the process of finding similar keypoints between two images. After detecting keypoints and
extracting their descriptors, each keypoint in the first image is compared with all keypoints in the second image. The
goal is to find pairs that look alike based on descriptor similarity. A smaller distance between descriptors means they
are more likely to be a correct match.

To make the matching more accurate, filtering methods are used. Techniques like the ratio test or RANSAC help
remove wrong or confusing matches. After filtering, only the correct and reliable keypoint pairs remain. These
matched pairs help the system understand which parts of the two images correspond to each other, which is useful for
tasks like image stitching or object recognition.

Image | Image 2

Keypoints Keypoints

Figure 3: Feature Matching Process
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¢) 4.2.3CNN Classification(Forgery Region vs Original)

A Convolutional Neural Network (CNN) is used to classify whether a region of an image is original or forged. After
feature extraction and feature matching, the selected image patches are given to the CNN. The network learns patterns
such as texture, edges, and inconsistencies that commonly appear in manipulated regions. By training on labeled
examples, the CNN automatically learns the difference between natural image patterns and altered ones.

During testing, the CNN evaluates each input patch and gives a probability score for “original” or “forged.” Based on
this prediction, the system highlights suspicious areas in the image. This helps in identifying tampered regions
accurately and improves the reliability of forgery detection.

Input Image

Highlighted
Forgery Region

Figure 4: CNN Classification (Forgery Region vs Original)

d)Dataset Description

The dataset used in this project is the MICC-F200 dataset, which is widely used for copy-move image forgery
detection research. It consists of a total of 200 images, including both original and forged images. The forged images
are created using copy-move manipulation, where a part of the image is duplicated within the same image. This dataset
includes various types of transformations such as scaling, rotation, and noise, making it suitable for testing the
robustness of forgery detection algorithms. The images are divided into training and testing sets for the CNN model to
evaluate the performance of the proposed hybrid approach. The MICC-F200 dataset helps in analyzing the accuracy
and reliability of the system in detecting forged images under different conditions.

MICC-F200 Dataset Collection

Original

Original

Figure 5: Dataset Collection
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e)Train/Test Split

The MICC-F200 dataset is divided into training and testing sets to evaluate the performance of the model. In this work,
80% of the images are used for training the CNN model, and the remaining 20% are used for testing. This split ensures
that the model learns effectively from the training data and is properly evaluated on unseen images to measure its
accuracy and generalization capability.

f)Accuracy Table

Table 1: Accuracy Table

Metric CenSurE | CenSurE | Proposed
Only Only Hybrid
Model
Accuracy(%) | 82 88 93
Precision(%) | 80 86 91
Recall(%) 78 85 90

g) 4.2.4 Result Of Forgery Detection

The proposed hybrid approach for copy-move image forgery detection was tested using a dataset of original and
tampered images. The system successfully identified forged regions by combining CenSurE keypoint detection, feature
matching, and CNN classification. The results show that the hybrid method provides higher accuracy compared to
using individual techniques, as CenSurE efficiently detects keypoints while CNN improves classification performance.
The model achieved good accuracy, precision, and reliability in detecting forged images, even in the presence of slight
transformations such as noise and scaling. The output clearly distinguishes between original and forged images,
demonstrating the effectiveness of the proposed approach. Overall, the system shows strong performance and can be
effectively used for real-world image forgery detection applications.

The experimental results also show that the proposed hybrid method performs consistently well across different types
of forged images in the MICC-F200 dataset. The system is able to accurately detect duplicated regions even when the
forgery involves slight transformations such as rotation, scaling, and noise addition. Feature matching using CenSurE
effectively identifies similar keypoints between regions, while the CNN model further refines the detection by
classifying the image with high confidence scores. Compared to traditional methods, the hybrid approach reduces false
positives and improves detection reliability. These results indicate that the proposed system is robust and suitable for
practical applications in digital image authentication and forensic analysis.

Original Image Forged Image Original Image

| M R 3
\S? sy

Forgery: 0.96 | Original: 0.02

Figure 6: Results of Forgery Detection
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V. ACCURACY COMPARISON OF DIFFERENT ALGORITHMS

Accuracy Comparison of Algorithms

80

(=]
(=]
L

Accuracy (%)

B

SIFT CenSurE CNN Proposed
Methods

Figure 7: Performance Comparison of Different Algorithms Based on Accuracy

The graph shows that the proposed hybrid model achieves higher accuracy compared to SIFT, CenSurE, and CNN
methods, demonstrating its improved performance.

VI. PERFORMANCE EVALUATION OF THE PROPOSED SYSTEM

The performance of the proposed copy-move image forgery detection system is evaluated using standard metrics such
as accuracy, precision, recall, and F1-score. Accuracy measures the overall correctness of the model in detecting forged
and original images. Precision indicates how many of the detected forged images are actually correct, while recall
measures the ability of the system to identify all forged images. The F1-score provides a balance between precision and
recall. These metrics help in analyzing the effectiveness and reliability of the proposed hybrid approach. The results
show that the combination of CenSurE keypoint detection and CNN classification achieves higher performance
compared to individual methods.

VII. MATHEMATICAL FORMULATION OF PERFORMANCE METRICS

1.Accuracy:
Accuracy = (TP +TN) | (TP + TN + FP + FN)
2.Precision:
Precision = TP | (TP + FP)
3.Recall:

Recall =TP | (TP + FN)
4.F1-Score:
F1-Score = (2 * Precision * Recall) | (Precision + Recall)
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VII. COMPARATIVE ANALYSIS OF DIFFERENT ALGORITHMS

Table 2: Comparative Analysis of Different Algorithms

Method | Accuracy(%) | Precision(%) | Recall(%) | F1-
Score(%)

SIFT-

based 84 82 80 81

method

CenSurE

Only 86 84 83 83.5

CNN

Only 89 87 86 86.5

Proposed

Hybrid 94 92 91 91.5

Model

VIII. CONCLUSION WITH FUTURE WORK

In this paper, a hybrid approach for copy-move image forgery detection is proposed by combining CenSurE keypoint
detection and Convolutional Neural Network (CNN). The CenSurE algorithm efficiently extracts keypoints and
identifies duplicated regions, while the CNN model accurately classifies images as original or forged. The proposed
system was tested using the MICC-F200 dataset and achieved improved performance in terms of accuracy, precision,
and reliability compared to individual methods. The method is capable of detecting forged regions even under various
transformations such as rotation, scaling, and noise, which makes it robust and effective.

The results clearly show that combining traditional feature-based techniques with deep learning improves both speed
and detection accuracy. The system reduces false positives and enhances the identification of small and complex
forgery regions. This approach is suitable for practical applications such as digital forensics, image authentication, and
security systems. Overall, the proposed hybrid model provides a reliable and efficient solution for detecting copy-
move image forgery.

Future Work: In future, the system can be enhanced by using larger and more complex datasets to further improve
accuracy. Advanced deep learning models and optimization techniques can be applied to reduce computational time
and increase performance. Additionally, the system can be extended for real-time forgery detection and to handle more
complex image manipulations, making it more powerful for real-world applications.
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