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ABSTRACT: Phishing attacks are one of the most serious cybersecurity threats, where attackers create fraudulent 

websites to steal sensitive information such as login credentials, banking details, and personal data. Traditional 

protection methods like blacklists and antivirus tools are often ineffective because phishing websites are continuously 

evolving. This research proposes an AI-powered phishing detection system using Machine Learning techniques to 

improve web security. The proposed system analyzes URLs and website characteristics to distinguish between 

legitimate and phishing websites. A dataset containing more than 6000 URLs is used for training and evaluation. The 

system extracts multiple important features from URLs and webpage data, including lexical features, security- related 

attributes such as HTTPS usage and domain age, host- based information, and website popularity indicators. These 

features are preprocessed and converted into numerical form to train machine learning models effectively. Among 

the evaluated algorithms, the Gradient Boosting Classifier provided the best performance. The model achieved a 

detection accuracy of approximately 97. The proposed approach improves online security by detecting malicious 

websites before users interact with them. Unlike traditional blacklist systems, the machine learning model can identify 

new phishing patterns. This system can be further extended into browser extensions or scalable web services for 

enhanced phishing protection and safer web navigation. 

 

KEYWORDS: AI-powered phishing detection, machine learning for web security, phishing attack prevention, 

intelligent threat detection, URL classification using AI, real-time phishing detection, cybersecurity with machine 

learning 

 

I. INTRODUCTION 

 

The rapid growth of internet technologies and digital services has significantly increased exposure to cyber- 

security threats. Among these threats, phishing attacks have become one of the most common and dangerous 

forms of cybercrime. In phishing attacks, malicious actors create fraud- ulent websites that imitate legitimate platforms 

in order to steal sensitive information such as usernames, passwords, banking credentials, and personal data. As 

phishing techniques evolve, attackers use methods such as URL manipulation, domain spoofing, and social 

engineering to deceive users. 

 

Traditional phishing detection approaches mainly rely on blacklist databases and signature-based antivirus tools. Al- 

though these methods can block previously identified ma- licious URLs, they are ineffective against newly 

generated or zero-day phishing websites. Maintaining large blacklist databases also requires continuous updates and 

monitoring, making it difficult to respond quickly to emerging threats. 

 

To overcome these limitations, intelligent detection systems based on Machine Learning (ML) have gained significant 

attention. Machine learning models can analyze multiple char- acteristics of websites and identify patterns associated 

with phishing activities. Important indicators include lexical URL features, domain registration details, security 

attributes such as HTTPS usage, and host-based information such as DNS records and website popularity. 

 

In this research, an AI-powered phishing detection system is proposed using machine learning techniques. The system 

extracts multiple features from URLs and webpage data and uses them to train a classification model. Among various 

algorithms evaluated, the Gradient Boosting Classifier demonstrated strong predictive performance in identifying 

phishing websites. 
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The proposed model is trained and tested using a dataset containing more than 5000 labeled URLs categorized as  

legitimate and phishing websites. Experimental results show that the model achieves a detection accuracy of 

approximately 97 This approach enhances user security by detecting malicious websites proactively and reducing the 

risk of credential theft. By leveraging machine learning techniques, the system over- comes the limitations of 

traditional blacklist-based methods and provides a scalable and intelligent solution for safer web browsing. 

 

II. LITERATURE SURVEY 

 

Detecting Phishing Websites Using Large Language Mod- els (2025) 

The work in LLM2025 proposes a phishing detection framework that combines deep learning with feature-based 

classification. A Multi-Layer Perceptron (MLP) model was trained using lexical, domain-based, and webpage features 

extracted from phishing and legitimate websites. The model achieved an accuracy of 96.6 

 

Machine Learning Based Phishing Detection (2024) 

The study in NovelML2024 introduces a machine learning approach that analyzes URL-based features such as URL 

length, subdomain count, domain age, and HTTPS usage. Several classifiers including Decision Tree, Random Forest, 

Support Vector Machine, and Logistic Regression were evalu- ated. Random Forest produced the best results with 

improved detection accuracy and lower false positive rates. 

 

Explainable Phishing Detection Framework (2025) 

In Explainable2025, the authors integrate Explainable Ar- tificial Intelligence (XAI) techniques such as SHAP to in- 

terpret phishing detection models. The approach improves 

transparency and helps identify important features contributing to classification decisions while maintaining high 

prediction accuracy. 

 

A.  Phishing Website Detection Using ML Techniques (2024) 

According to MLTech2024, several machine learning algo- rithms including Na¨ıve Bayes, Decision Tree, Random 

Forest, and Logistic Regression were tested on a large phishing dataset. The results show that ensemble models, 

particularly Random Forest, provide higher accuracy and robustness com- pared to individual classifiers. 

 

Feature Selection Framework for Phishing Detection (2025) 

The research in FeatureSelect2025 proposes a feature selec- tion framework using SHAP and LIME techniques to 

identify the most influential attributes for phishing detection. The optimized feature set improved classification 

accuracy and reduced computational complexity. 

 

Hybrid Machine Learning Model (2023) 

The hybrid model proposed in Hybrid2023 combines mul- tiple classifiers such as SVM, Random Forest, and Logistic 

Regression. By aggregating predictions from different models, the system improves robustness and achieves better 

perfor- mance than single classifiers. 

 

Comparative Study of ML Algorithms (2025) 

The comparative analysis in Comparative2025 evaluates various classifiers including Decision Tree, KNN, Random 

Forest, Na¨ıve Bayes, and SVM for phishing detection. The results indicate that Random Forest consistently achieved 

the highest accuracy and stability. 

 

Adversarial Attacks on Phishing Detection (2023) 

The study in Adversarial2023 investigates the impact of adversarial modifications on deep learning-based phishing 

detection models. Experimental results reveal that slight URL modifications can reduce detection accuracy, 

highlighting the need for robust model design. 

 

Phishing Email Detection Using Machine Learning (2025) 

The research in Email2025 focuses on phishing email de- tection using machine learning techniques. The system 

extracts linguistic and behavioral features from email content and applies classifiers such as Logistic Regression and 

Random Forest. The Random Forest model achieved 98.5 

 

Reliability of ML-Based Phishing Detection (2022) 

The work in Robustness2022 evaluates the reliability of machine learning-based phishing detection systems under 
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noisy and adversarial conditions. Ensemble classifiers demon- strated stable performance, emphasizing the importance 

of robustness evaluation before real-world deployment. 

 

III. METHODOLOGY 

 

System Overview 

The proposed phishing website detection system is designed to identify malicious websites before users interact with 

them. Phishing attacks typically attempt to deceive users by imitating legitimate websites and stealing sensitive 

information such as login credentials, banking details, and personal data. To address this issue, the proposed system 

utilizes a machine learning based approach to analyze various characteristics of websites and classify them as either 

phishing or legitimate. 

 

The system follows a structured machine learning pipeline consisting of several major stages including URL input col- 

lection, feature extraction, data preprocessing, model training, prediction, and result output. By analyzing multiple 

website attributes simultaneously, the system can detect malicious patterns that are commonly used in phishing attacks. 

 

Input Stage: The detection process begins when a user 

enters a website URL through the web-based interface of the system. The input URL is treated as the primary source of 

in- formation for analysis. Unlike traditional security approaches that rely on static blacklist databases, the proposed 

system performs intelligent analysis of the URL structure, domain information, and webpage behavior. 

 

Once the URL is received, the system retrieves relevant webpage information such as HTML content, domain details, 

and security indicators. These elements provide essential data that can be used for further feature extraction and 

machine learning analysis. 

 

Feature Extraction: Feature extraction plays a critical 

role in the phishing detection process. Since machine learn- ing models cannot directly interpret raw URLs or webpage 

content, the system converts various structural and behavioral characteristics of websites into numerical features. 

 

In the proposed system, a total of 30 discriminative features are extracted from the input URL and its corresponding 

web- page. These features capture important indicators of phishing behavior such as suspicious URL patterns, domain 

registra- tion characteristics, security attributes, and webpage content structure. 

 

The extracted features are categorized into several groups including URL-based features, domain-based features, secu- 

rity features, and behavioral features. These features provide meaningful representations of website properties that help 

the machine learning model identify malicious patterns. 

 

Machine Learning Model: After feature extraction, the 

generated feature vector is passed to a trained machine learn- ing model for classification. In this project, the Gradient 

Boosting Classifier was selected as the primary classification algorithm due to its strong predictive performance and 

ability to handle complex feature interactions. 

 

Gradient Boosting is an ensemble learning algorithm that builds multiple decision trees sequentially. Each tree attempts 

to correct the errors made by the previous trees, thereby improving overall prediction accuracy. This iterative learning 

process allows the model to capture complex relationships between features and classification labels. 

 

The model was trained using a labeled dataset containing phishing and legitimate URLs. During training, the 

classifier 
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Fig.1. Architecture of the Proposed Phishing Detection System 

 

learns the distinguishing characteristics of phishing websites based on the extracted feature patterns. Output Prediction: 

After the classification process is completed, the final prediction result is generated by the trained model. The system 

determines whether the input website is phishing or legitimate based on the predicted class label. The result is then 

displayed to the user through the web interface. If the system detects that the website is malicious, a warning message 

is displayed to alert the user. Otherwise, the website is classified as legitimate and the user is allowed to continue 

browsing safely. This proactive detection mechanism helps prevent users from interacting with fraudulent websites. 

 

Dataset Collection 

A well-structured dataset is essential for training an effective phishing detection model. In this research, a dataset 

containing more than 6000 URLs was collected and used for training and evaluation. The dataset includes both 

legitimate websites and phishing websites obtained from publicly available cybersecu- rity repositories and trusted 

online sources. 

 

Each URL in the dataset is labeled as either legitimate or phishing, allowing the system to perform supervised machine 

learning classification. The dataset contains a diverse set of phishing patterns, enabling the model to learn various types 

of malicious website behaviors. 

 

Before training the model, the dataset was carefully ana- lyzed and cleaned to ensure data quality. Duplicate URLs, 

inactive links, and corrupted records were removed during the preprocessing stage. Maintaining a clean dataset helps 

improve the accuracy and reliability of the machine learning model. 
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Fig.2. Dataset Distribution of Phishing and Legitimate URLs 

 

Data Preprocessing 

Data preprocessing is an important step in preparing the dataset for machine learning training. Raw datasets often 

contain incomplete records, inconsistent values, and duplicate entries that may negatively affect model performance. 

 

During preprocessing, several data cleaning operations were performed. Duplicate URLs were removed to avoid bias in 

the training process. Missing values obtained from domain lookup or webpage analysis were handled using appropriate 

numerical encoding techniques. 

 

The dataset labels were converted into numerical values where phishing websites were encoded as -1 and legitimate 

websites were encoded as 1. This transformation allows the machine learning algorithm to process classification labels 

effectively. 

 

After preprocessing, the dataset was divided into two sub- sets: training data and testing data. Approximately 80 

 

 

Fig.3. Data Preprocessing and Feature Extraction Workflow 
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Feature Extraction 

Feature extraction converts raw website information into structured numerical attributes that can be processed by the 

machine learning model. In this project, a total of 30 features were extracted and categorized into four main groups. 

URL-based features: These features analyze the struc- tural characteristics of the URL, such as URL length, presence 

of special symbols, number of subdomains, and shortened URLs. 

Domain-based features: These features evaluate domain information including WHOIS records, domain age, reg- 

istration duration, and DNS records. 

Security features: These features examine the security characteristics of the website, including HTTPS usage and SSL 

certificate availability. 

Behavioral features: These features analyze webpage behavior such as iframe usage, popup windows, abnormal form 

actions, and redirection patterns. 

These extracted features help the machine learning model identify suspicious patterns that are commonly associated 

with phishing attacks. 

 

MACHINE LEARNING MODEL 

The proposed phishing detection system uses a supervised machine learning approach to classify websites. After 

feature extraction and preprocessing, the structured feature vectors are passed to the Gradient Boosting Classifier for 

model training and prediction. 

 

Model Selection 

Gradient Boosting was selected because of its high predic- tion accuracy and ability to combine multiple weak learners 

into a strong predictive model. Unlike single decision tree classifiers, Gradient Boosting builds a sequence of trees 

where each tree learns from the mistakes of the previous tree. 

 

This ensemble learning approach improves model stability, reduces overfitting, and enhances classification 

performance. The algorithm performs particularly well on structured datasets such as phishing detection datasets that 

contain multiple feature categories. 

 

Training and Testing 

To evaluate the effectiveness of the proposed system, the dataset was divided into training and testing subsets using 

an 80:20 ratio. The training dataset was used to train the Gradient Boosting model, allowing it to learn patterns from 

the extracted features. 

 

The testing dataset was used to evaluate the prediction performance of the trained model on unseen data. Several 

classification metrics including Accuracy, Precision, Recall, and F1-score were used to measure the performance of the 

system. 

 

Experimental results indicate that the proposed model achieves approximately 97 

 

IV. SYSTEM IMPLEMENTATION 

 

The phishing detection system was implemented using the Python programming language and deployed as a web-based 

application using the Flask framework. Python was chosen because of its extensive machine learning libraries and ease 

of integration with web technologies. 

 

Several Python libraries were used during implementation, including Scikit-learn for machine learning algorithms, Pan- 

das and NumPy for data processing, and BeautifulSoup for webpage content analysis. 

 

The trained Gradient Boosting model was saved as a serial- ized file named model.pkl. This file is loaded dynamically 

during application runtime to perform real-time predictions. 

 

When a user submits a URL through the web interface, the Flask backend processes the request, extracts relevant 

features, and generates the feature vector. The feature vector is then passed to the trained model, which predicts 

whether the website is phishing or legitimate. 
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Fig.4. Web Interface for Phishing Website Detection 

 

This implementation enables real-time phishing detection and provides an effective security mechanism for protecting 

users from malicious websites. 

 

V. RESULTS 

 

The performance of the proposed phishing detection system was evaluated using a dataset containing more than 6000 

URLs consisting of both phishing and legitimate websites. Before training the machine learning model, the dataset was 

carefully preprocessed by removing duplicate records, handling missing values, and converting categorical attributes 

into numerical representations. The processed dataset was then divided into training and testing sets using an 80:20 

ratio to evaluate the model performance on unseen data. 

 

The Gradient Boosting Classifier was trained using the ex- tracted feature vectors representing structural, domain-

based, security, and behavioral characteristics of websites. A total of 30 features were used to represent each 

website instance. These features provide important information about suspicious URL patterns, domain registration 

details, security indicators, and webpage behavior. 

 

The dataset distribution shows that both phishing and le- gitimate URLs were fairly balanced, which helps improve the 

generalization capability of the machine learning model and prevents classification bias toward a specific class. 

After the training phase, the model was evaluated using standard machine learning performance metrics including Ac- 

curacy, Precision, Recall, and F1-score. The experimental results indicate that the Gradient Boosting model achieved 

strong classification performance. 

 Accuracy: 97 

 Precision: 96 

 Recall: 97 

 F1-score: 96 

 

The confusion matrix further illustrates the classification performance of the model by showing the relationship between 

predicted and actual class labels. The results show that the model successfully classifies most phishing and legitimate 

websites with only a small number of misclassifications. 

 

In addition to model evaluation, the trained classifier was integrated into a Flask-based web application to perform real- 

time phishing detection. The system allows users to enter a website URL through a web interface. After receiving the 

input URL, the system automatically extracts the required features, converts them into a feature vector, and passes them 

to the trained machine learning model. 

 

The model then predicts whether the website is phishing or legitimate and displays the prediction result to the user 

instantly. This real-time prediction mechanism helps users verify the safety of websites before interacting with them. 
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Overall, the experimental results demonstrate that the pro- posed machine learning based phishing detection system 

achieves high prediction accuracy and reliable classification performance. The integration of machine learning with a 

web- based interface provides a practical and scalable solution for improving online security and protecting users from 

phishing attacks. 

 

V. DISCUSSION AND SUMMARY 

 

The main objective of this research was to design and implement an intelligent phishing website detection system using 

machine learning techniques. Phishing attacks continue to be one of the most significant cybersecurity threats, as 

attackers frequently create fraudulent websites that mimic legitimate platforms to steal sensitive user information such 

as login credentials, banking details, and personal data. The proposed system addresses this issue by analyzing various 

characteristics of websites and automatically classifying them as phishing or legitimate. 

 

The developed system utilizes a feature-based machine learning approach in which multiple attributes of a website are 

examined before classification. In this study, a total of 30 discriminative features were extracted from the input 

URL and its associated webpage. These features include structural URL patterns, domain-based information, security 

indicators, and behavioral characteristics of the webpage. By combining multiple feature categories, the system can 

effectively cap- ture suspicious patterns commonly associated with phishing attacks. 

 

The performance evaluation of the proposed system demon- strates the effectiveness of the Gradient Boosting Classifier 

in detecting phishing websites. The trained model achieved an overall classification accuracy of approximately 97 

The experimental analysis also highlights the advantages of machine learning based detection compared with 

traditional blacklist-based security mechanisms. Conventional blacklist systems can only block websites that have 

already been reported as malicious. However, phishing attackers frequently generate new URLs and domains that are 

not present in existing blacklist databases. In contrast, the proposed machine learning model learns patterns from 

historical data and can identify previously unseen phishing websites by analyzing suspicious features. This capability 

significantly improves the adaptability and scalability of phishing detection systems. 

 

Another important contribution of this research is the im- plementation of the detection model within a Flask-based 

web application. The web application provides a user-friendly interface where users can enter a website URL for 

analysis. Once the URL is submitted, the system performs automated feature extraction and passes the feature vector to 

the trained machine learning model. The model then predicts whether the website is phishing or legitimate and displays 

the result to the user in real time. This real-time prediction mechanism allows users to verify the safety of websites 

before interacting with them. 

 

From a practical perspective, the developed system demon- strates the feasibility of integrating machine learning based 

phishing detection into real-world applications. The proposed framework can be used as a security tool for web 

browsers, e- commerce platforms, and online financial services to prevent credential theft and fraudulent activities. By 

detecting mali- cious websites before user interaction occurs, the system helps improve overall web security and 

enhances user confidence in online services. 

 

Although the proposed model achieves strong performance, there are several opportunities for further improvement. 

Future work may include expanding the dataset with newly emerging phishing URLs, integrating advanced deep 

learning models for improved feature learning, and deploying the system as a browser extension or cloud-based 

security service. Continuous model training and dataset updates would allow the system to adapt to evolving phishing 

attack strategies and maintain high detection accuracy. 

 

In summary, the results of this research demonstrate that machine learning techniques provide an effective and scalable 

solution for phishing website detection. The proposed system successfully combines feature extraction, machine 

learning classification, and web-based deployment to provide real-time protection against phishing attacks. The 

achieved accuracy and practical implementation confirm the potential of the system to contribute to safer web 

browsing environments. 
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APPENDIX A 

HAND CALCULATIONS (OR NAME YOUR TITLE FOR APPENDIX SUBTITLE) 

List any extra evidence such as photos of the session, that may help you support your claims. You can include all hand 

calculations, extra graphs and plots, simulation results, etc. 
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