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ABSTRACT: Due to the increasing popularity of the online classes and tests, the proctoring systems that are both 

dependable and automated are needed more to ensure that the academic honesty of the students is secured. Old-

fashioned ways of invigilation cannot be applied on a large scale, and they are usually not able to notice some minor 

indicators of malpractice in case of remote exams. The smart monitoring system is developed on the principle of using 

computer vision and DL to detect cheating during exams and document evidence that could be verified. To maintain a 

watch on suspicious activities, the system employs the publicly available datasets and detection models that are already 

trained. Such models are facial landmark predictors and mobile object detection models. Video frames of a webcam 

stream or uploaded file are preprocessed and before processing, they are executed by extracting frames, resizing, 

normalizing and localizing landmarks of the faces in the video frame. Various DL object recognition models, such as 

YOLOv5, YOLOv8, YOLOv9 and YOLOv11, are run, and their performance in terms of detection of banned items 

such as cell phones is tested. Performance is determined by metrics such as Precision, Recall and mAP. According to 

the tests, YOLOv5 performs best in terms of the aggregate performance and has a Precision of 0.848 and mAP of 

0.663. Instead, YOLOv8 and YOLOv11 are the ones with the highest Recall of 0.709. The structure is compatible with 

a web application based on Flask in order to enable real-time tracking, evidence recording, and automatic notifications. 

This increases the openness and trustworthiness of AI-based test proctoring systems. 

 

KEYWORDS: Online Examination Monitoring, Academic Integrity, Computer Vision, Deep Learning, Object 

Detection, Automated Proctoring System. 

 

I. INTRODUCTION 

 

As electronic learning and distance learning develop rapidly, these days online tests are applied much more frequently. 

Such systems also can be scaled, flexible and are accessible making them easily accessible by the school and students 

giving tests anywhere since they are not bound to the location. Anyway, the fact that digital tests are taken at home rather 

than traditional raises new issues as to ensuring that the test process is not biased and that academic integrity is ensured. 

Since the population of online learners continues to increase, schools must possess good technology that could make 

learning both safe and secure and with minimal control [1]. 

 

Although the number of online proctoring sites is quite large, the majority of the monitoring techniques are still based on 

human monitoring or webcam monitoring. These techniques are incapable of locating modest instances of malpractice or 

determining complex trends of conduct on assessments. The higher the number of online tests conducted, the more 

difficult it becomes to pay attention to a great number of individuals simultaneously and determine the reason why they 

behave in a weird manner. Many of the existing practices do not also include structured forms of tracking evidence that 

can be used to demonstrate bad conduct. This complicates matters and institutions have more difficulties in monitoring 

potential breaches. Due to these issues, smarter and more automated monitoring of digital testing environment is 

necessary and this can render them more reliable and consistent [2, 3]. 

 

To address these issues, this paper is aimed at developing an intelligent examination monitoring system and thus more 

effective and reliable remote assessment supervision. The aim of the study is to enhance automated monitoring of the 

behavior of the candidates in addition to enabling them to be constantly monitored during the test sessions. To promote 

the open evaluation procedures, the proposed framework emphasizes the improved accuracy of detection, the systematic 
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recording of events, and the competent management of evidence. The framework will reduce the invigilation by human 

means and increase flexibility of monitoring to achieve a situation in which it becomes applicable to big online test 

environments through advanced visual analysis and automated tracking [4, 5]. 

 

Internet based testing systems are also being upgraded with smart tracking and the impact of the same will be 

tremendous on online learning in future. Individuals would be more convinced to take tests online when they are aware 

that the approach is just, accountable and is user friendly to all. Such systems may be used to assist schools to detect any 

form of dishonesty, ensure that standards of tests are never compromised, and safeguard academic standards. Automated 

monitoring solutions would also help eliminate large-scale testing and would simplify operations and reduce the number 

of tasks managers need to complete. Finally, the smarter proctoring systems can be enhanced to achieve the bigger 

objective of developing online learning tools that are safe, reliable, and scalable [6]. 

 

II. RELATED WORK 

 

The recent advancements in intelligent proctoring systems have considered the application of computer vision and 

computer-monitored watching to enhance the reliability of test supervision. According to Haider et al. an invigilation 

system based on AI, which involves pose estimation to monitor the behavior and position of students during tests, was 

proposed [7]. This research revealed that an underweight lightweight monitoring solution that does not require extensive 

computing capabilities may come in handy. This would render them accessible to schools that have little hardware 

infrastructure. The approach was however largely anchored on the analysis of stance and may have failed to detect a 

broader spectrum of suspicious activities. Similarly, Wang et al. developed the system, which is capable of identifying 

cheating and saving trusted evidence in a blockchain [8]. Their contribution was on the opening up and making online 

tests safe through safe management of records. Although it became simpler to trust recorded events and discern what 

took place with the help of the system, the introduction of blockchain technologies may complicate real-world 

deployments and are expected to take more time to operate. 

 

Some studies have even investigated the use of AI in visual tracking to identify odd behavior when conducting online 

tests. Baloji et al. demonstrated an artificial intelligence-based test cheating search system that monitors the actions of 

students and reports them [9]. Their work demonstrated that ML techniques might be exploited to better the detections 

and reduce the necessity of human supervision. The system was largely an acknowledgment of basic operations, and it 

was not entirely developed to address the issue of scalability in-the-moment with large-scale online exams. Huy et al. in 

another research proposed to take a mixed DL approach, searching through video streams to detect cheating in real-time 

[10]. The model was more capable of identifying bad behaviour through the application of cumulative learning models, 

but the approach may require much computer power to monitor things at all times in numerous exam sessions. 

 

Object detection based monitoring system has also received a lot of attention in recent study. Xu et al. developed an 

examination monitoring system whose object detection model is better to identify actions that do not appear right and 

objects that are supposed not to be present during examinations [11]. They demonstrated that they were better detected in 

an environment with high diversity of visuals. Nevertheless, the research focused on the degree of object location in dogs 

mostly and did not comment much on how to manage evidence and monitor behavior patterns in an organized manner. 

Olanrewaju proposed an improved web based test system using automatic proctoring and background activity 

monitoring in order to detect bizarre activities occurring out of the primary camera frame [12]. The framework enabled 

the system to work more effectively and to retain it safer, as well as demonstrated how difficult it is to maintain the track 

of reliable both in a large variety of test scenarios. 

 

Other emerging research has examined the proctoring tools that are AI powered. This is because these tools have been 

integrated to facilitate a smoother and quicker tracking process. Priya et al. [13] in their work characterized an AI-based 

proctoring system, which observes what the student is doing when looking at the test, using webcams. Nonetheless, the 

system proved that it is not necessary to use special hardware to achieve automated tracking. It does not find, however, 

more complicated patterns of behavior with ease. According to Divyashree et al., the concept of maintaining a proctoring 

environment with the use of AI should be implemented to ensure the tests are safer through the utilization of smart 

monitoring technologies [14]. Although this system had improved the automated detection, the work demonstrated the 

existence of issues with the ability of automatic detection to be scaled up and the dependability of the system in 

retrieving evidence in large regions of examination. In addition, Dahan et al. [15] provided a list of AI-based solutions 

that are capable of identifying suspicious behavior during tests and which indicates how relevant automatic tracking 

systems are in ensuring academic integrity. 
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With these enhancements, it remains that a small set of issues still has to be resolved before reliable and scalable online 

test tracking can be achieved. Most of the existing procedures merely examine some of the patterns, require lots of 

computing ability, or lack effective means to organize information or maintain a trace on classes. Due to these reasons, 

the full smart monitoring system should be obtained that can perform all the functions. This will enhance reliability in 

detection, performance will be maintained and the basis will be on evidence. The research paper seals these gaps by 

developing a comprehensive research framework in regards to examination monitoring. This will enhance automatic 

monitoring, enhance behavioral analysis and easier tracking of potential examination violations. 

 

III. MATERIALS AND METHODS 

 

The proposed system is built with the help of computer vision and DL to provide the smart mechanism of finding 

cheating people in the test and obtaining evidence that can be verified. This approach involves the use of publicly 

available datasets and already trained models to identify faces, gaze and mobile devices. In case of online tests, webcams 

are used to provide the video stream. In offline testing, the video recordings are exchanged and viewed. It is a 

conventional procedure that involves the acquisition of information, its pre-treatment, and application in the creation of a 

model. Frames are then repeated to retrieve face markers, orientation of head pose and object detections. Strange 

behaviors include that of looking away, taking longer hours than usual to close your eyes, talking on cell phone and 

being with other people. They are located by complicated algorithms, e.g. dlib 68-point predictor of gaze estimation 

based on landmarks on the face, CNN based solver of head pose estimation and a variety of YOLO variants (YOLOv5, 

YOLOv8, YOLOv9 or YOLOv11) variants of object detection. A time persistence mechanism based on rules and 

checking of violation initiating the collection of evidence is in place. To make the system compatible with a Web 

Application based on Flask and a SQLite-based logging interface, it will be configured. It is thus possible to do real-time 

watching, automated alerts and trace evidences. It will open, rescue, and scale supervised online test settings based on 

AI. 

 
 

Fig.1 System Architecture 

 

I developed a web-based AI proctoring system using Flask and YOLO as detection object and backend respectively. 

The system layout is in Figure 1. The user logs in or registers with the assistance of an online interface, uploads media 

or initiates real-time tracking. The YOLO model scans through shared photos and videos to identify objects and 

livestreams are watched to determine whether something suspicious is occurring. The server provides the 

authentication, processing and session control. The tracking results, logs and videos can be stored in the SQLite 

database and the manager dashboard allows you to view all of them. 

 

A) Modules 

1. User Authentication and Access Control: A user registration, a user login and a user session management 

authentication system ensure the security of the proctoring system to authorized users only. User credentials are secured 

because the password hashing enhances security and prevents unauthorized access. The system is different between 
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admins and regular users, and it ensures that a specific job possesses the appropriate permissions. Students can watch 

and analyze media, but through the administrative dashboard, administrators can look at the sessions, look at logs, and 

direct system actions. 

 

2. Media Upload and Input Handling: One of the elements of the system that allows users to share pictures and videos 

to be analyzed is the fact that it deals with multimedia inputs. Before the files are uploaded, the system verifies the files 

to ensure that they are in an authorized format. A good example is that JPG, PNG, MP4 and AVI are supported. After 

the verification, the files are stored in the safe place on the computer and are prepared to be processed further. Ensuring 

the security of files and preventing the entry of unsupported or damaged media into the analysis pipeline, this 

component ensures that data passes well through the user interface and the detection algorithms. 

 

3. Object Detection using Deep Learning: Advanced features of object recognition are developed with the help of a DL 

model that is based on the YOLO architecture. The model identifies items that are significant to track the examination, 

such as cell phones or other individuals in the frame using pictures and video frames. The findings of the analysis of 

each frame with the identification and location of objects are presented through the use of bounding boxes and 

annotations. With the automated detection, the uploaded or recorded media is now easier and more precise to detect 

suspicious behaviors. 

 

4. Real-Time Monitoring and Behavioral Analysis: It can be used to monitor the subject at every moment with the real-

time webcam recording and frame-by-frame analysis of the test results. The system captures live video and searches the 

video against features that could indicate potential violations, including looking off-screen, spending too much time 

with your eyes closed, talking into your cell phone, or having more than one person in the viewing section. The system 

will be able to visually analyze the data in real time, hence it will be easy to monitor and manage the test settings. 

 

5. Proctoring Session Logging and Data Management: The acts are completely pursued with monitoring them in a 

systematic session registration and database management. Recording key data on the proctoring sessions, such as the 

duration of the proctoring session, the number of processing frames, behaviors observed and time. The police also can 

store the photos and videos of the evidence of suspicious activity and examine them at a later date. Through gathering 

information in a premeditated manner, examination sessions can be properly documented and a culture of transparency 

fostered when discussing potential infractions. 

 

6. Administrative Dashboard and Analytics: The administrative control is simplified by a user interactive dashboard 

which displays information on monitoring actions in great detail. Through the interface, monitors are able to view 

proctoring sessions, behavior logs, and video or evidence picture records. Making a review is simpler when you can 

filter the choices based on the user, date, or type of event. Also, statistical summaries and aggregated indicators enable 

administrators to monitor the overall work of the system and identify trends of weird behavior, which manifest 

themselves in several examination periods. 

 

B) Methods/Techniques 

YOLOv5: YOLOv5 performs real-time item detection through the detection and classification of items in one forward 

pass. It can help visualize the scene correctly and efficiently as it is based on its convolutional backbone to extract 

visual features and multi-scale feature aggregation to reliably locate items of varying sizes. 

 "x = σ(tx) + Cx, y = σ(ty) + Cy          (1)" 

 "w = pw. etw , h = ph. eth        (2)" 

 

YOLOv8: The YOLOv8 enhances performance of object detection by means of anchor-free design and better feature 

extraction mechanisms. Multi-scale feature representation enables more accurate localization of objects of variable size 

and orientation and efficient inference, which makes it ideal in time-sensitive and moving visual monitoring, where 

objects are moving. 

 "ℒ = λboxℒbox + λobjℒobj + λclsℒcls        (3)" 

 

YOLOv9: YOLOv9 is more stable in learning and detection because it includes better feature aggregation and gradient 

propagation techniques. Both enhanced object localization and classification tasks with quicker inference in visually 

complicated scenes in variable lighting and occlusions. 
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 "ℒYOLOv9 = λboxℒbox + λobjℒobj + λclsℒcls + λdfl + ℒdfl                       (4)" 

 

YOLOv11: Better spatial awareness of visual scenes is achieved by means of more refined feature extraction and 

feature fusion mechanisms introduced in YOLOv11. 

 

dlib 68-Point Facial Landmark Predictor: It generates significant sites on the eyes, nose, mouth, eyebrows and jawline 

with the dlib 68 point facial landmark predictor. Precision localization of landmarks makes it possible to analyze facial 

geometry in depth and such analyses are useful in estimating gaze, facial alignment, and behavior in visual tracking 

systems. 

 

Head Pose Estimation (CNN-Based Solver): Head pose guesses the position of the head relative to the camera based on 

the rotational angles yaw, pitch and roll. Based on the facial characteristics, CNN can give efficient orientation 

estimates in case of a change in lighting and head movement. 

 

Eye Aspect Ratio (EAR) for Blink Detection: Based on the EAR, it is possible to detect blinking through the use of 

geometric relationships between eye landmark points. To improve the number of blink patterns and length of long eye 

closures across sequential video frames, the ratio remains unchanged during normal movements of the eyes and 

decreases significantly when the eyes are closed. 

 

Kalman Filter / IOU Tracking for Multi-Face Tracking: Kalman filtering is used in combination with IOU tracking to 

track the identity of different faces in video frames. Tracking is consistent even when temporary obstructions are 

present with the use of motion prediction and association of bounding boxes. This renders the visual analysis of many 

people more consistent and precise. 

 

EXPERIMENTAL RESULTS 

 

Precision: Precision is a measure of the proportion of correctly classified instances or samples to the ones that were 

indicated as positives. As such, the way to determine the precision is: 

 "Precision = True PositiveTrue Positive + False Positive       (5)" 

 

Recall: ML adopts recall as a metric that is intended to assess the level of how well a model can locate all the 

significant instances of a particular category. The percentage of true positives correctly identified by a model divided 

by the number of actual positives indicates the ability of a model to capture examples of a specific group. 

 "Recall = TPTP +  FN          (6)" 

 

mAP: Measures of quality ranking are MAP. Considers the amount of relevant proposals and their position in the list. 

The geometric mean of all searches or users is called AP at K which is multiplied by K. 

 "mAP = 1n ∑ APkk=n
k=1        (7)" 

“Table.1 Performance Evaluation” 
 

ML Model Precision Recall mAP 

YOLOv8 0.570 0.709 0.644 

YOLOv5 0.848 0.612 0.663 

YOLOv9 0.828 0.598 0.659 

YOLOv11 0.570 0.709 0.644 

 

Table 1 demonstrates that the total detection performance of the models tested is the best in YOLOv5. It achieves this 

by scoring higher on the precision, recall and mAP measures when combined together. 
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“Fig.2 Comparison Graph” 
 

Figure 2 illustrates the performance graph of the tested detection models compared to each other. The visualization 

indicates that YOLOv5 has superior overall performance indicating that it is effective and consistent in all measures of 

evaluation. 

 

IV. CONCLUSION 

 

As the number of individuals studying in electronic learning environments continues to rise, ensuring that the online 

exams are fair and/or honest is increasingly becoming a concern. The solution, which was developed, addresses this 

issue, and considers the computer vision and DL as the means to generate an intelligent tracking system capable of 

detecting cheating during tests and documenting the evidence that can be verified. The framework accepts video 

streams of webcams or videos that are uploaded and performs some basic processing such as frame extraction, resizing, 

normalization and localization of face landmarks. The dlib 68-point shape predictor is used to check the behavioral 

monitoring of the face landmarks and CNN-based solver is used to determine the face pose. This allows the system to 

detect the gaze direction and unusual head movements. Additionally, a variety of various DL object detection systems 

are used to detect mobile phones, including YOLOv5, YOLOv8, YOLOv9 and YOLOv11. This allows a complete 

comparison of the performance of detection of all models to be undertaken. The measurement of system performance is 

done using precision, Recall, and mAP. YOLOv5 has the highest total detection capability with a Precision of 0.848 

and mAP of 0.663. The use of a Flask-based web application to record evidence and send automated alerts allows the 

data to be tracked and controlled in real-time. The designed framework is scalable and dependable, and it may be 

automated AI-based proctoring of exams. It also facilitates a better level of monitoring, better evidence, and improved 

trust on the environment where remote-based exams are conducted. 

 

The intelligent test monitoring framework can be stabilized and scaled in the future by adding sophisticated DL models 

and multimodal behavioral analysis to it. Coupled with audio based anomaly detection, transformer vision models and 

enhanced gaze tracking techniques, it may become more accurate. Cloud-based deployment and distributed processing 

may make possible large-scale exams involving many people at the same time. More clear and reliable can be provided 

with the help of using AI methods that can be described and adaptive threshold processes. Meanwhile, privacy-

protective measures can be implemented to ensure that privacy-related student surveillance information is managed 

safely. 
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