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ABSTRACT: The project titled “An Intelligent IoT-Driven ATM Security System with Invisible Keypad and User
Detection” presents a smart and secure ATM system aimed at enhancing user privacy and preventing unauthorized
access during PIN entry. It integrates hardware components such as Arduino Uno, ultrasonic and IR sensors, RFID
module, and buzzer with ATM software developed using Python and a MySQL database. The system activates only
when a valid user is detected, and it dynamically hides the keypad if any suspicious presence is identified. Additionally,
the keypad layout is shuffled each time to prevent pattern tracking.

The system consists of two main modules: the Account Management Module and the ATM Module. The Account
Management Module enables administrators to create and manage user accounts with features like CRUD operations,
secure storage of account details, and automatic PIN generation. User credentials are stored in the database and shared
securely via email, ensuring proper record maintenance and secure communication.

The ATM Module handles user transactions such as deposit, withdrawal, balance enquiry, mini statement, and PIN
change with OTP verification. During PIN entry, sensors continuously monitor for unauthorized presence, making the
keypad invisible if any threat is detected. Overall, the system enhances ATM security, ensures user privacy, and
provides a reliable solution to prevent fraud and unauthorized observation.

KEYWORDS: ATM Security, Invisible Keypad, RFID Authentication, Ultrasonic Sensor, PIN Protection, Shoulder
Surfing Prevention

I. INTRODUCTION

In today’s digital era, Automated Teller Machines (ATMs) play a vital role in providing convenient and 24/7 banking
services to customers. ATMs allow users to perform essential banking transactions such as cash withdrawal, deposit,
balance enquiry, fund transfer, and PIN change without

visiting bank branches. Despite their convenience, ATM systems are increasingly vulnerable to security threats such as
shoulder surfing, PIN theft, card skimming, hidden cameras, and unauthorized access. Among these threats, PIN
exposure during entry is one of the most common and serious security concerns. Criminals often observe users while
they enter their PIN, compromising personal and financial information. To address these challenges, the project titled
“An Intelligent IoT- Driven ATM Security System with Invisible Keypad and User Detection” proposes a
smart, sensor-based security system that enhances user privacy during ATM transactions. The system integrates [oT
technology with hardware components such as Arduino Uno, Ultrasonic Sensor, IR Sensor, RFID module, and Buzzer,
along with ATM software developed using Python and MySQL. The primary objective of this project is to create a
secure ATM environment where the keypad dynamically becomes invisible whenever suspicious activity is detected,
thereby preventing unauthorized observation during PIN entry.
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II. LITERATURE SURVEY

Shoulder Surfing Attacks in ATM PIN Entry(2024)

Kumar and Singh (2024) in IEEE Transactions on Information Forensics and Security identified shoulder surfing as a
significant threat to user privacy in authentication systems. The study explains that attackers can easily observe PIN
entry or passwords in public places without the user’s knowledge. This type of attack is difficult to detect and prevent
using traditional security methods. The authors highlight that such attacks can lead to serious consequences like identity
theft and financial fraud. To address this issue, the research proposes solutions such as dynamic keypads, randomized
input layouts, and visual obfuscation techniques. These methods reduce the risk of attackers predicting or capturing
sensitive information. The study also emphasizes the importance of balancing security with usability. Overall, it
suggests that adaptive and user- friendly security mechanisms are essential for modern systems.

IoT Sensors for Real-Time Monitoring and Security (2023)

Chen and Zhao (2023) in the International Journal of loT Applications discussed the importance of IoT sensors in
modern security systems. The study highlights how sensors such as ultrasonic, IR, and motion detectors can
continuously monitor user activity and surroundings. These sensors help in detecting unusual behavior or unauthorized
presence in real time. The research explains that real-time monitoring enables quick system responses, such as
triggering alerts or activating security measures. It also discusses the integration of sensors with microcontrollers for
automated decision-making. The system improves efficiency by reducing human intervention in security monitoring.
Additionally, the authors emphasize the scalability of loT-based systems across various applications. This approach
significantly enhances safety and reliability.

Python and MySQL Based Banking System (2020)

Patel and Rao (2020) in the International Journal of Computer Applications developed a banking system using Python
and MySQL. The study focuses on creating a secure and efficient platform for managing banking operations. It
explains how Python is used for application development due to its simplicity and flexibility. MySQL is utilized for
structured data storage and management of user information. The system supports essential functions such as account
creation, transactions, and balance updates. The authors also emphasize secure query execution to prevent data
breaches. The research highlights the importance of maintaining data integrity and consistency. Overall, it provides a
strong foundation for developing secure banking applications.

ATM Security with Deep Learning for Movement Detection(2025)

Patel and Bharatbhai (2025) proposed an advanced ATM security system using deep learning techniques for movement
detection. The study focuses on identifying suspicious human activities around ATM machines by analyzing real-time
video or sensor data. By applying deep learning algorithms, the system can accurately distinguish between normal user
behavior and unusual movements, such as the presence of multiple people or suspicious gestures during PIN entry. This
helps in preventing threats like shoulder surfing and unauthorized access. The research highlights the advantage of
using intelligent models that continuously learn and improve detection accuracy over time. Additionally, the system can
trigger alerts or security actions when abnormal activity is detected, ensuring immediate response. Overall, the study
demonstrates how integrating deep learning with ATM security systems enhances surveillance, improves threat
detection, and provides a more reliable and intelligent solution for protecting user privacy.

IP Camera ATM Surveillance (2023): Integrated ATM Monitoring System

The 2023 study on IP camera-based ATM surveillance presents an integrated monitoring system designed to enhance
ATM security through continuous video surveillance. The system utilizes IP cameras to capture real-time footage of
user activity around the ATM, enabling remote monitoring and recording of transactions. It focuses on detecting
suspicious behaviors such as loitering, multiple person presence, and unauthorized access attempts. The captured video
data can be stored in cloud or local servers for future analysis and evidence. The study also highlights the use of motion
detection and alert mechanisms to notify authorities in case of abnormal activity. Compared to traditional CCTV
systems, [P cameras provide higher resolution, remote accessibility, and better scalability. Overall, the integrated
surveillance system improves security, supports incident investigation, and ensures safer ATM environments.

Multi Factor ATM System (2024): Biometric and OTP Combination

The 2024 study on a multi-factor ATM system proposes a secure authentication approach by combining biometric
verification with OTP (One-Time Password) validation. The system requires users to first authenticate using
biometric data such as fingerprint or facial recognition, followed by an OTP sent to their registered mobile number
or email. This dual- layerauthentication significantly reduces the risk of unauthorized access, even if one
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credential is compromised. The study highlights that biometric identification ensures user uniqueness, while OTP
provides a dynamic and time-sensitive security layer. It also discusses how this approach effectively prevents common
ATM frauds such as PIN theft, card cloning, and identity misuse. Additionally, the system is designed to be user-
friendly while maintaining high security standards. Overall, the integration of biometric and OTP authentication
enhances ATM security, improves user trust, and provides a robust solution for modern banking systems.

Automated Teller Machine Security and Robbery Prevention Based on Human Behaviour Analysis (2023)

This study focuses on enhancing ATM security by analyzing human behavior to detect potential threats and prevent
robbery attempts. The system uses cameras and sensors to monitor user actions such as body movement, gestures, and
unusual activities around the ATM. By applying behavior analysis techniques, it can differentiate between normal
transactions and suspicious actions like loitering, forced interactions, or aggressive movements. The research highlights
that early detection of abnormal behavior allows the system to trigger alerts, activate alarms, or notify authorities in
real time. It also discusses the use of intelligent algorithms to improve detection accuracy and reduce false alarms.
Compared to traditional security systems, behavior-based analysis provides a proactive approach to threat prevention.
Overall, the study demonstrates that integrating human behavior analysis into ATM systems can significantly improve
security, prevent robberies, and ensure user safety.

III. PROPOSED SYSTEM

The proposed system, “IoT Based Invisible Keypad for ATM Privacy,” is designed to provide a highly secure and
privacy- focused ATM environment by preventing unauthorized observation during PIN entry. The system integrates
both hardware and software components, including Arduino Uno as the main controller, ultrasonic sensor for user
detection, IR sensor for identifying nearby unauthorized individuals, RFID module for card-based authentication, and a
buzzer for alert notifications. The software part is developed using Python with a MySQL database to manage user
accounts, authentication, and transaction records. Initially, the ultrasonic sensor detects whether a user is standing at an
appropriate distance in front of the ATM. Only after confirming valid user presence does the system activate and
prompt the user to scan their RFID-based ATM card for authentication.

Once the card is verified, the system allows the user to proceed with PIN entry. During this process, the IR sensor
continuously monitors the surroundings to detect the presence of any additional or suspicious person. If such activity is
detected, the keypad immediately becomes invisible, thereby preventing PIN exposure and protecting user privacy. To
further enhance security, the keypad layout is dynamically shuffled each time, making it difficult for attackers to track
input patterns. In case of suspicious activity or unauthorized attempts, the buzzer is activated to alert the system or
nearby authorities. After successful authentication, the user can access various banking services such as deposit,
withdrawal, balance enquiry, mini statement, and PIN change.

Additionally, the system includes advanced features like OTP verification for secure PIN updates, ensuring an extra
layer of authentication. The MySQL database securely stores user details, account information, and transaction history,
maintaining data integrity and reliability. The entire system works in real-time, enabling quick detection and response
to potential threats. By combining IoT-based sensing technology with secure software implementation, the proposed
system significantly enhances ATM security, minimizes the risk of fraud, and ensures a safe and user-friendly banking
experience.In addition, the system enhances security through features such as shuffled keypad layout, RFID-based
authentication, OTP verification for PIN changes, and secure database management. These combined hardware and
software mechanisms enable real-time monitoring and multi-layer protection. Overall, the system reduces the risk of
PIN theft and unauthorized access, providing a smarter and more secure ATM solution for modern banking
environments.
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IV. BLOCK DIAGRAM
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Block Diagram Description

The block diagram of the IoT Based Invisible Keypad for ATM Privacy system illustrates the interaction between
hardware components and software modules to ensure secure ATM operations. The Arduino Uno acts as the central
controller, receiving inputs from the ATM user, RFID card reader, and ultrasonic sensor. The ultrasonic sensor is
responsible for detecting the presence of a valid user in front of the ATM, while the RFID card reader is used for
authenticating the user through card scanning. These inputs are processed by the Arduino to determine whether the
system should proceed with the transaction.

Based on the processed data, the Arduino controls several output components, including the IR sensor, invisible
keypad, buzzer alert, and LCD display. The IR sensor continuously monitors for unauthorized individuals near the user
during PIN entry, and if detected, the system activates the invisible keypad feature to hide the PIN interface.
Simultaneously, the buzzer provides an alert for suspicious activity, and the LCD display shows system messages and
transaction details to the user. The Arduino also communicates with the Python-based ATM system, which handles the
logic for banking operations and interacts with the MySQL database to store and retrieve user and transaction
information. Overall, the block diagram represents a coordinated system that combines real-time sensing, processing,
and secure data management to enhance ATM security and user privacy.

V.SYSTEM ARCHITECTURE

loT-Based Invisible Keypad for ATM Privacy
Using Arduino, Sensors, and Python-MySQL ATM Software
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VI. CONCLUSION

The IoT Based Invisible Keypad for ATM Privacy system presents an innovative and practical solution to enhance
security and user privacy in ATM transactions. Traditional ATM systems primarily rely on card and PIN
authentication, which are vulnerable to observation attacks such as shoulder surfing and hidden camera recording. The
proposed system overcomes these limitations by integrating Arduino-based sensor technology with intelligent software
developed using Python and MySQL. By utilizing an ultrasonic sensor to detect user presence and an IR sensor to
identify unauthorized individuals during PIN entry, the system dynamically hides the keypad whenever suspicious
activity is detected. Additionally, the shuffled keypad layout, RFID-based authentication, OTP verification for PIN
changes, and secure database management provide multiple layers of protection. This combination of hardware and
software ensures real-time monitoring, proactive security measures, and improved transaction safety. Overall, the
proposed system significantly reduces the risk of PIN theft and unauthorized access, offering a smarter, more secure,
and privacy-focused ATM solution suitable for modern banking environments.
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