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ABSTRACT: In recent years, the rapid development of artificial intelligence has made it possible to generate highly
realistic synthetic audio, commonly known as deep-fake audio. These fake audio clips can be used for misinformation,
fraud, and impersonation, creating serious concerns for digital security and trust. Therefore, there is a growing need for
systems that can automatically detect whether an audio sample is real or artificially generated.

In this project, we propose a machine learning-based system for fake audio detection and audio analysis. The system
not only identifies whether the audio is real or fake but also performs additional classifications such as gender detection
and language identification. The model uses feature extraction techniques like Mel Frequency Cepstral Coefficients
(MFCC) to capture important characteristics of the audio signal.

A bhalanced dataset consisting of real and synthetic audio samples is used for training and testing. Machine learning
algorithms such as Random Forest, Support Vector Machine (SVM), and Gradient Boosting are applied to classify the
audio. The system is designed to work efficiently with smaller datasets while still providing reliable results.

The experimental results show that the proposed system is capable of detecting fake audio with good accuracy. This
project demonstrates how machine learning can be used to build practical and efficient solutions for audio verification
and security.

KEYWORDS: Fake Audio Detection, Deepfake Audio, Machine Learning, MFCC, Audio Feature Extraction, Gender
Classification, Language Identification

I. INTRODUCTION

In today's digital world, artificial intelligence technologies are advancing rapidly, especially in the field of speech
synthesis. Modern tools can generate human-like voices that sound very realistic, making it difficult to distinguish
between real and fake audio. This type of synthetic audio, often referred to as deepfake audio, can be misused for
spreading false information, committing fraud, or impersonating individuals.

Traditional methods of verifying audio authenticity are mostly manual and require expert knowledge, which makes
them time-consuming and less accessible. As a result, there is a need for an automated system that can quickly and
accurately identify whether an audio clip is real or artificially generated.

This project focuses on developing a fake audio detection system using machine learning techniques. The system works
by analyzing audio signals and extracting important features such as MFCC, which represent the characteristics of
speech. These features are then used by machine learning models to classify the audio into real or fake categories.

In addition to fake audio detection, the system also performs gender classification and language identification. This
makes the system more informative and useful in real-world applications such as media verification, security systems,
and voice authentication.

The main objective of this project is to design a simple, efficient, and accurate system that can analyze audio signals

and provide meaningful outputs. By using machine learning instead of complex deep learning models, the system
achieves faster processing and requires less computational resources, making it suitable for practical use.
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Il. RELATED WORKS

In recent years, many researchers have focused on detecting fake or manipulated audio using machine learning and
deep learning techniques. As audio synthesis technology improves, identifying fake audio has become more
challenging and important.

Several studies have used deep learning models such as Convolutional Neural Networks (CNN) and Recurrent Neural
Networks (RNN) to detect deepfake audio. These models are capable of learning complex patterns from large datasets.
However, they require high computational power and a large amount of training data, which may not always be
practical.

Some researchers have proposed systems based on spectrogram analysis, where audio signals are converted into visual
representations and then analyzed using neural networks. This approach has shown good accuracy, but it increases
system complexity.

Other works have focused on feature-based machine learning methods, where important audio features such as MFCC,
spectral features, and pitch information are extracted from the audio signal. These features are then used with classifiers
like SVM, Random Forest, and Logistic Regression. These methods are simpler, faster, and require less data compared
to deep learning approaches.

In the area of gender classification, researchers have used pitch-based analysis and MFCC features to identify whether
the speaker is male or female. Similarly, for language detection, different phonetic and acoustic features have been used
to distinguish between languages.

Although many existing systems focus only on detecting fake audio, very few systems combine multiple tasks such as
fake audio detection, gender classification, and language identification in a single model. In this project, we aim to
develop a system that is simple, efficient, and capable of performing multiple audio analysis tasks using machine
learning techniques. Compared to deep learning approaches, our system requires less computational resources while
still providing reliable results.

I11. METHODS

3.1 Audio Data Collection

For this project, audio data was collected mainly from Kaggle, which provides labeled datasets suitable for fake audio
detection, gender identification, and language classification. The dataset includes both real human speech and
artificially generated audio created using text-to-speech tools.

The data was organized into categories based on authenticity (real or fake), gender, and language. The languages used
in this project are English, Tamil, and Hindi. Basic preprocessing was done to maintain consistent audio quality, and
the dataset was balanced to avoid bias. All audio files are stored in a structured folder format, making it easier to use
during training and testing.

3.2 Audio Preprocessing

Before extracting features, the audio signals are preprocessed to improve quality and consistency. The preprocessing
steps include: (i) Resampling — converting all audio files to the same sampling rate; (ii) Noise Reduction — removing
unwanted background noise; (iii) Normalization — adjusting amplitude levels; and (iv) Trimming — removing silence
from the beginning and end of each clip.

3.3 Feature Extraction

3.3.1 MFCC (Mel-Frequency Cepstral Coefficients)

In audio-based machine learning systems, feature extraction plays a vital role in converting raw audio signals into
meaningful numerical representations. In our proposed system, Mel-Frequency Cepstral Coefficients (MFCC) are used
as the primary feature extraction technique. MFCC represents the short-term power spectrum of an audio signal based
on a linear cosine transform of a log power spectrum on a nonlinear mel scale of frequency. The mathematical
representation of MFCC is given by:
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MFCC(n) = Z log(S(k)) - cos [M}

)
Where: S(k) = Power spectrum of the signal;
K = Number of Mel filters; n = MFCC coefficient index. MFCC effectively captures speech characteristics, making it
suitable for detecting differences between real and Al-generated (fake) audio.

3.3.2 Spectral Features

Apart from MFCC, additional spectral features are extracted to improve classification performance. These include:
Spectral Centroid — the center of mass of the spectrum; Spectral Bandwidth — the width of a band of frequencies;
Spectral Contrast — the difference in amplitudes between peaks and valleys; and Zero Crossing Rate (ZCR) — the rate
at which the signal changes sign. These features help distinguish between real and fake audio by capturing subtle
differences in the frequency domain.

3.4 Machine Learning Classifiers

In this project, we have used several well-known machine learning classifiers to evaluate performance on the fake
audio detection task. The classifiers used are: Support Vector Machine (SVM), Random Forest, Logistic Regression, K-
Nearest Neighbors (KNN), Decision Tree, and Gradient Boosting. These classifiers are applied using the scikit-learn
library in Python. The dataset is split 80% for training and 20% for testing.
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Figure 1: Framework of the Proposed Fake Audio Detection System

3.5 Performance Parameters
In our research, the key realization is that not all correct or incorrect matches hold equal value. A single metric will not
tell the whole evaluation of classification performance. Therefore, we have used Accuracy, Precision, Recall, and F1
Score as performance metrics.

3.5.1 Accuracy (A)
Accuracy is defined as the ratio of correct predictions to the total number of predictions:
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TP+TN
Accuracy =
TP+TN+FP+FN-: )

3.5.2 Precision (P)
Precision measures how many predicted positives are actually correct. A low precision value indicates many False
Positives:

TP
TP + FP ®)

Precision =

3.5.3 Recall (R)
Recall measures how many actual positives are correctly identified. A low recall value indicates many False Negatives:

TP
Recall = 15 Fv @
3.5.4 F1 Score (F1)

The F1 Score is the harmonic mean of Precision and Recall. It balances both metrics and is particularly useful for
uneven class distributions:

Precision x Recall

F1=2
x Precision + Recall (5)

3.6 Execution Environment

We have implemented our experimental execution on a Lenovo ThinkPad E14 Ultrabook with Windows 10
Professional 64-bit operating system and 10th Generation Intel Core i7-10510U Processor. The clock speed of the
processor is 1.8 GHz with 16 GB DDR4 memory. Python 3.10 with the librosa and scikit-learn libraries was used for
feature extraction and model training.

IV. RESULTS
Table 1
Performance of Classifiers using MFCC Features
Classifier Accuracy (%) | Precision (%) Recall (%0) F1 Score (%0)
SVM 91.24 91.87 91.24 90.43
Random Forest 89.76 90.12 89.76 89.21
Logistic Regression 88.53 88.79 88.53 87.98
KNN 83.47 84.03 83.47 82.91
Decision Tree 78.62 79.15 78.62 77.54
Gradient Boosting 90.18 90.54 90.18 89.85
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Figure 2: Comparison of Classifier Performance using MFCC Features

Table 2
Performance Comparison with Additional Audio Features (MFCC + ZCR + Spectral Centroid + Chroma)

Classifier Accuracy (%) | Precision (%) Recall (%0) F1 Score (%)
SVM 93.81 94.20 93.81 92.99
Random Forest 92.47 93.01 92.47 91.88
Logistic Regression 91.06 91.45 91.06 90.54
KNN 86.53 87.18 86.53 85.77
Decision Tree 82.14 82.76 82.14 81.43
Gradient Boosting 92.89 93.32 92.89 92.11
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Figure 3: Performance Comparison between MFCC and Combined Features
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V. DISCUSSION AND CONCLUSIONS

In this paper, we proposed a machine learning-based system for fake audio detection and audio analysis. We evaluated
six classification algorithms — SVM, Random Forest, Logistic Regression, KNN, Decision Tree, and Gradient
Boosting — using two feature sets: MFCC only, and MFCC combined with additional spectral features (ZCR, Spectral
Centroid, Chroma).

As seen from Table 1, SVM achieved the highest accuracy of 91.24% using MFCC features alone. Random Forest and
Gradient Boosting also performed competitively with 89.76% and 90.18% respectively. Decision Tree showed the
lowest performance at 78.62%.

Table 2 demonstrates that incorporating additional spectral features consistently improved performance across all
classifiers. SVM achieved the maximum accuracy of 93.81%, precision of 94.20%, recall of 93.81%, and F1-score of
92.99% with the combined feature set. This confirms that richer feature representations significantly enhance the
system'’s ability to distinguish real from fake audio.

The system also performs gender classification and language identification as auxiliary tasks, making it more
comprehensive than single-task detection systems. The use of lightweight machine learning classifiers ensures that the
system remains computationally efficient and deployable on standard hardware.

In the future, we plan to explore deep learning approaches such as CNN-based spectrogram analysis and transformer-
based models to further improve accuracy. Expanding the dataset to include more diverse languages and audio
generation methods would help build a more robust and generalized detection system.
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