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ABSTRACT: LFSR based PN Sequence Generator technique is  used for various Steganography  applications and for 

designing encoder, decoder in different communication channel. It is more important to test and verify by 

implementing on anyhardware for getting better efficient result.  Here we propose Filter structure for parallel LFSR 

architecture and we also introduce pipelining and retiming technique to increase the speed of LFSR. In order to reduce 

power consumption in a digital system a set of strategies termed dynamic power management (DPM) is often used. The 

DPMs strategy consists in disabling the logic circuits that are not performing functional operations during a particular 

time frame, thus reducing power consumption.  Steganography  is  the  art  of  hiding  information  in  a  cover  medium  

such  that  the  existence  of  information  is  concealed.  An  image  is  a  suitable  cover  medium  for  steganography  

because of  its great  amount of  redundant  spaces. One  simple  method of image steganography is the replacement of 

the least  significant  bit  (LSB)  of  a  cover  image  with  a  message  bit.  Therefore, a new LSB algorithm  is  

proposed here which can effectively resist statistical analysis.  In  this  novel  algorithm,  every  two  sample’s  LSB  

bits  are  combined using addition modulo 2 which  is compared  to  the  secret  message.  Built In Self-Test(BIST) 

application can run on steganography design, where parallel LFSR is the main module. 
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I. INTRODUCTION 

 

In recent years, the design for low power has become one of the greatest challenges in high-performance very large 

scale integration (VLSI) design. As a consequence, many techniques have been introduced to minimize the power 

consumption of new VLSI systems. However, most of these methods focus on the power consumption during normal 

mode operation, while test mode operation has not normally been a predominant concern. However, it has been found 

that the power consumed during test mode operation is often much higher than during normal mode operation [1]. This 

is because most of the consumed power results from the switching activity in the nodes of the circuit under test (CUT), 

which is much higher during test mode than during normal mode operation [1]-[3].Several techniques that have been 

developed to reduce the peak and average power dissipated during scan-based tests can be found in [4] and [5]. A direct 

technique to reduce power consumption is by running the test at a slower frequency than that in normal mode. This 

technique of reducing power consumption, while easy to implement, significantly increases the test application time 

[6]. Furthermore, it fails in reducing peak-power consumption since it is independent of clock frequency. Another 

category of techniques used to reduce the power consumption in scan-based built-in self-tests (BISTs) is by using scan-

chain-ordering techniques [7]-[13].Mostly LFSR is used as random number generator to give random inputs for testing. 

So for any BIST application LFSR will be main  design module. 

 

II. PSEUDO-RANDOM NUMBER GENERATOR 

 

Pseudo random number generator (PRNG) prevents invaders to find message bits easily. A secret key can be used as a 

seed for PRNGs. Using a seed causes PRNGs to generate the same random numbers on receiver side as on the sender 

side. In this paper, a linear feedback shift register (LFSR) is used as PRNG[14]. 

 

A. Basic  LFSR 
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A LFSR is made of sequential shift-register with combinational feedback logic connected to it which can generate a 

sequence of binary values in a pseudo-random manner. A design modelled around LFSRs often has both speed and area 

advantages over a functionally equivalent design that does not use LFSRs.  

Feedbacks around an LFSR’s shift register are connected to the certain points (taps) of LFSR construction and 

constitute either XORing or XNORing these taps to provide taps back into the register. The selection of taps determines 

how many values can be generated in a given sequence before the sequence is repeated. Certain tap arrangement lead to 

maximal length sequences of (2n - 1). 

 

B. IIR filter representation of LFSR 

 

 

 

 

 

 

Figure 1.LFSRarchitectureforg(x) = 1+x+x
8
+x

9
 

 

We can derive parallel architectures for IIR filters using look ahead techniques. We use the same look-ahead technique 

to derive parallel system for a given LFSR. Parallel architecture for a simple LFSR described in the previous section is 

discussed first. Consider the design of a 3-parallel architecture for the LFSR in Fig. 1. In the parallel system, each delay 

element is referred to as a block delay where the clock period of the parallel system is 3 times the original sample 

period (bit period) [16]. 

 

 
 

Figure 2.Block diagram of Three parallel LFSR architecture after pipelining 
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Figure3.Retimingand pipeliningcutsetsinthreeparallelLFSRarchitecturetoreduceC.Pto  for figure 1WecanseefromFigure 

3that,whenwehaveadditionaldelaysatthefeedbackloops,wecanretimearoundthecommonlysharednodestoremovethelargefa

nout effect.Wecanfurtherreduce thecritical pathbycombining parallelprocessingandpipeliningconceptsforIIRfilterdesign. 

 

C. Gated-clock design of LFSRs 

To reduce power consumption in a digital system a set of strategies termed dynamic power management (DPM) is 

often used. The DPMs strategy consists in disabling the logic circuits that are not performing functional operations 

during a particular time frame, thus reducing power consumption.  

 

To analytically evaluate the power consumption of the gated clock approach applied to a LFSR, we have to take into 

account also the dissipation introduced by the extra gates that are employed to implement the gated clock circuits, as 

well as the load effects introduced by these gates with respect to the traditional one. 

 

Proof: The sequence of 1s and 0s that is followed by one bit position of a maximal-length LFSR is commonly referred 

to as an msequence. Each bit within the LFSR will follow the same m-sequence with a one-time-step delay. The m-

sequence generated by an LFSR of length n has a periodicity of 2n − 1. It is a well-known standard property of an m-

sequence of length n that the total number of runs of consecutive occurrences of the same binary digit is 2n−1. 

In order to evaluate the power reduction obtained by applying the gated-clock approach to a LFSR. As a preliminary 

results, we obtained that 

 

Cck >
 

   
 (CinFF_CK  +  CNORNAND 

+ 4CinXOR +  ( CINV + CinINV)/n) 

 

which defines the technological condition (and the circuital solutions for the gate’s implementation) so that the gate-

clock approach leads to an improvement in terms of power reduction  compared to the traditional LFSR 

implementation. 

 

 
 

Figure 4.Block diagram of bit gatedclock FF 

 

III. STEGANOGRAPHY 

 

   In the modern world, information is converted from paper type to digital information. Therefore, security 

improvement in data saving and exchanging is important.  Different techniques of cryptography are used for data 

encryption but all of these methods can be recognized by invaders. If the information can be embedded in a medium in 

such a way that it cannot be observable easily, it will not raise the suspicion of invaders. This is the main idea of 

steganography.  

 

The image formats used typically in such steganographical methods are lossless and the data can be directly 

manipulated and recovered. Since bmp images use lossless compression, one form of LSB attempts to use bmp images. 

However, other image formats are used as cover image as well. 

 

A. Data hiding process 

Consider S = < x0, x1, … ,xn> be the set of pixels of an image which is selected by a pseudo-random number 

generator. Pseudo random number generator produces random numbers according to the value of seed (key).  xis the 

gray value of each pixel. n is determined by the size of embedded message and the number of LSB bits in each pixel 

which can be used to embed messages. It can be calculated by 

n= 
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Where k is the length of bit stream of embedded message, and m is the number of bits used to embed messages in each 

pixel. 

 

B. Message Bit Randomizer Module 

This part of design changes message bits so that if invaders find them, they cannot construct the message without 

access to secret key and the LFSR architecture. In each clock cycle, message bits must be XORed by a random number. 

The result of XOR operation will be embedded in pixels. At receiver side, extracted LSBs of each pixel must be 

XORed with the same random bits to construct the message bits.  

 

 
 

Figure 5.Block diagram of proposed steganography method in functional mode. 

 

IV. DISTORTION ANALYSIS 

 

The images can be distorted in embedding process because of changing pixel bits. Distortion is measured by means of 

two parameters namely, Mean Square Error (MSE) and Peak Signal to Noise Ratio (PSNR). 

MSE can be calculated by 

MSE = 
 

  
∑   

   ∑ (       ) 
   

2 

 

The PSNR is calculated using 

PSNR = 10       
     

   
 } dB 

 

Imax is the maximum intensity value of each pixel which is equal to 255 for 8 bit gray scale images. Higher value of 

PSNR leads to better image quality.   

 

The size of these images is 256*256 pixels. As shown here, message embedding is done with no dramatic changes in 

image quality 

 

V. EXPERIMENTAL RESULTS 

 

 
 

Figure 6.Simulated  output 
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VI. CONCLUSION 

 

Finally we increase the Fmax operating frequency of LFSR with pipelining technique and one dynamic power 

management (DPM) is used to reduce the power dissipation. This proposed new LFSR type is used in  steganography 

application with new algorithm approach. This algorithm can resist statistical analyses and enables  the usage  of LSB  

in a secure way. Therefore,  it  is more appropriate for  hardware  implementation.  Furthermore,  by  using  our  pixel  

interleaver  and  message  bit  randomizer,  protection  against  attacks  is  improved. User can  select  how many bits 

must be  embedded in each pixel according to image quality and length  of message.In  this design,  two  separate keys 

are used  as a seed value to our LFSR  to  improve  security. 
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