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ABSTRACT- Modern society is heavily dependent on wireless network for data Transmission. While data 

transmission in wireless medium, the jamming attacks occur.That selective jamming attacks can be launched by 

performing real-time packet classification at the physical layer.In All-Or-Nothing Transformation methods introduce a 

modest communication and computation overhead.In this method Block encryption algorithm is used to hiding the 

massages.But this algorithm not considered the Timing limits and Parameters length.To overcome this problem the 

Smart code generator algorithm is used.This techniques provide the strong security level in wireless Medium. 
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I. INTRODUCTION 

 

The wireless network is the network.It is the open nature of the medium .Anyone access in the wireless medium.so 

easily attacker hacking the data in wireless medium .While prevent the data ,using the cryptographic methods,jamming 

attacks are harder to counter. The selective jamming attacks is occur by performing real time packet classification at the 

physical layer. The jamming attack has considered the external threat model.These attacks develop a schemes that 

prevent real-time packet classification by combining cryptographic primitives with physical layer attributes. 

 

To address the problem of jamming under an internal threat model and consider a sophisticated adversary who is aware 

of network secrets and the implementation details of network protocols at any layer in the network stack. The adversary 

exploits his internal knowledge for launching selective jamming attacks in which specific messages of high importance 

are targeted. For example, a jammer can target route-request/route-reply messages at the routing layer to prevent route 

discovery, or target TCP acknowledgments in a TCP session to severely degrade the throughput of an end-to-end flow. 

 

The jammer may decode the first few bits of a packet for recovering useful packet identifiers such as packet type, 

source and destination address. After classification, the adversary must induce a sufficient number of bit errors so that 

the packet cannot be recovered at the receiver. 

      

The feasibility of real-timepacket classification for launching selective jamming 

attacks, under an internal threat model.The show thatsuch attacks are relatively easy to actualize by 

exploitingknowledge of network protocols and cryptographic primitivesextracted from compromised nodes.Develop 

three schemes thatprevent classification of transmitted packets in real time. The schemes rely on the joint consideration 

of cryptographicmechanisms with PHY-layer attributes. That analyze the security of  schemes and show that they 

achievestrong security properties, with minimal impact on thenetwork performance. 

 

II. LITERATURE REVIEW 

 

2.1 Jamming and sensing of encrypted wireless ad hoc network: 

In this  problem consist of  attacker  an encrypted victim wireless ad hoc network through jamming. Jamming occur at 

the Transport/Network layer.sense victim packet types identify  the entire header and contents of the packet ,so the 

packet size, timing, and sequence is available to the attacker for sensing.This paper detect only the peer nodes 

attacks.The encrypted victim networks in  the entire packet including headers and payload are encrypted and  the 

attacker cannot directly manipulate any of the victim communication[1]. 
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2.2 Wormhole-based anti-jamming techniques in sensor network: 

wireless sensor networks is the categoryof wireless networks to “radio channel jamming”-based Denial-of-Service 

(DoS) attacks.In sensed by oneor several nodes (and the sensor network is otherwise fully connected), this  network  

cannot be operator informed on time.so sensor nodes having alarm can be transmitted to the network operator[2]. 

The proposed three solutions: wired pairsof sensors, relies on frequency hopping, novel conceptcalled uncoordinated 

channel hopping.In this approach, the nodes form low-bandwidth anti-jamming communication channelsby randomly 

hopping between the given set of orthogonal channels, this solution doesnot require the nodes to be synchronized.This 

paper not considered the synchronized nodes. 

 

2.3 All-or-nothing encryption: 

Rivest is introduced All-Or-Nothing.The brute-force search has been introduced by encryptionmode in order to solve 

the difficulties, while sending the  pre-processing a message before encrypting it. This method having block-cipher 

encryption, using fixedlength blocks. 

The proposeuse of a quasigroup.The main idea is to preserve a small-length key (e.g. 64-bit) for the main 

encryptionthat can be handled by special hardware with not enough processing power or memory.This gives the 

method a strong advantage, since In this paper strong encryption for devices that have minimum performance.[4] 

 

III. EXISTING SYSTEM 

 

3.1 Normal mode: 

The normal model is used to transfer the data into the  wirelessmedium.While sending the data 

into the wireless medium due to non security the jammer will be easilyattacks,so there is no security level in normal 

mode.To rectify this problem the Packet Hiding Method is established. 

 

3.2 Hiding Based on All-Or-Nothing Transformations: 
The hiding based on ANOT  has been introduced by Rivest .And He has been proposed the Block encryption algorithm 

.By using this algorithm the receiver can receives the original data from the plaintext for detecting the Brute force 

attack .Due to number of ciphertext blocks there is size of changes in secret key ,so the brute force attack are slow 

down. So the definition has been extanded for several ANOT scheme.In this model there may be absence of at least one 

pseudo code-messages in all plaintext. so  security level is less in this methods. 

 

3.4 A Strong Hiding Commitment Scheme 
A strong hiding commitment scheme (SHCS), which is based on symmetric cryptography. Assume that the sender has a 

packet for Receiver. First, S constructs commit( message ) the commitment function  is an off-the-shelf symmetric 

encryption algorithm is a publicly known permutation, and k  is a randomly selected key of some desired key length s 

(the length of k is a security parameter). Upon reception of d, any receiver R computes. Easily attacker hacking the 

secret key  in this methods,and security level is low . 

 

IV. PROPOSED SYSTEM 
 

In previous technique they used the methods like secret key, puzzle setting,encrypted methods for the data hiding.An 

intuitive solution to selective jamming would be the encryption of transmitted packets (including headers) with a static 

key. However, for broadcast communications, this static decryption key must be known to all intended receivers and 

hence, is susceptible to compromise. Moreover, even if the encryption key of a hiding scheme There to remain secret, 

the static portions of a transmitted packet could potentially lead to packet classification. 

 

The proposed system using for Smart Code Generator algorithm.This algorithm used for generating the current time of 

the system automatically for sending the message to the authorized smart phone,then the authorized person answer for 

the smart code.After answering the smart code the authoried person ones can open the puzzle and answer it,then the 

files has been automatically receives. 
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4.1 BLOCK  DIAGRAM: 

 
 

Figure No.4.1 (Block diagram of packet hiding methods) 

 

V. SMART CODE GENERATOR: ALGORITHM 

 

STEP 1 :Create a database and create a table named as “autocode(user-defined). 

 

STEP 2 : In that table, Create two fields named as  “auto_code” and “auto_value”. 

 

STEP 3 :Generate Auto code Value Ranges from  [ 0 to 9]and for each auto 

code value corresponding special characters willbe fixed [`~!@#$%^&*()_] 

 

STEP 4 :Initialize Integer s1,s2,s3,i1,i2,i3,i4,i5,i6 as Integer. 

 

STEP 5 :Assign Current system seconds to s1 which holds two digit integercharacter Where i1 = s1/10 and i2 = s1 Mod 

10. 
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STEP 6 : Assign Current system Minute to s2 which holds two digit integer character where i3 = s2/10 and i4 = s2 Mod 

10. 

 

STEP 7 :Assign Current system milliseconds to s3 which holds two digit integer character where i5 = s3/10 and i6 = s3 

Mod 10. 

 

STEP 8 :Concatenate Hash value of i1, i2,i3,i4,i5,i6 and send this secret code to recipient. 

 

ADVANTAGES OF PROPOSED APPROACH: 

 The proposed system is using for smart code algorithm.Relatively easy to actualize by exploiting knowledge 

of network protocols and cryptographic primitives extracted from compromised nodes 

 Findings indicate that selective jamming attacks lead to a DoS with very low effort on behalf of the jammer. 

 Achieve strong security properties. 

 Setting time limits. 

 Limited parameters using for secret keys. 

 

VI. CONCLUSION AND FUTURE WORK 

 

An previous model isdeveloped three schemes that transform a selective jammer to a random one by preventing real-

time packet classification.This schemes methods is having the less security level.This paper presents the Smart code 

generator algorithm based methods of preventing jamming attacks. This methods automatically generate the smart 

code.The proposed system  provide  for the  strong security level and setting the timing limits.Our future work is to the 

improve the secure secret level . 
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