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ABSTRACT: Nowadays, single event upsets (SEUs) altering digital circuits are becoming a bigger concern for
memory applications. This paper presents an error-detection method for difference-set cyclic codes with majority logic
decoding. Majority logic decodable codes are suitable for memory applications due to their capability to correct a large
number of errors. However, they require a large decoding time that impacts memory performance. The proposed fault-
detection method significantly reduces memory access time when there is no error in the data read. The technique uses
the majority logic decoder itself to detect failures, which makes the area overhead minimal and keeps the extra power
consumption low.

Keywords: Error correction codes (ECCs), low-density parity check (LDPC), majority logic, memory.
I. INTRODUCTION

TMR is a special case of the von Neumann method consisting of three versions of the design in parallel, with a majority
voter selecting the correct output. As the method suggests, the complexity overhead would be three times plus the
complexity of the majority voter and thus increasing the power consumption. For memories, it turned out that ECC
codes are the best way to mitigate memory soft errors. The usual multi-error correction codes, such as Reed—Solomon
(RS) or Bose—Chaudhuri— Hocquenghem (BCH) are not suitable for this task.

The reason for this is that they use more sophisticated decoding algorithms, like complex algebraic decoders that can
decode in fixed time, and simple graph decoders, that use iterative algorithms. Both are very complex and increase
computational costs. Among the ECC codes that meet the requirements of higher error correction capability and low
decoding complexity, cyclic block codes have been identified as good candidates, due to their property of being
majority logic (ML) decodable. A subgroup of the low-density parity checks (LDPC) codes, which belongs to the
family of the ML decodable codes.

In this paper, we will focus on one specific type of LDPC codes, namely the difference-set cyclic codes (DSCCs). The
main reason for using ML decoding is that it is very simple to implement and thus it is very practical and has low
complexity. The drawback of ML decoding is that, for a coded word of -bits, it takes cycles in the decoding process,
posing a big impact on system performance. One way of coping with this problem is to implement parallel encoders
and decoders. This solution would enormously increase the complexity and, therefore, the power consumption. As most
of the memory reading accesses will have no errors, the decoder is most of the time working for no reason. This has
motivated the use of a fault detector module that checks if the codeword contains an error and then triggers the
correction mechanism accordingly. In this case, only the faulty code words need correction, and therefore the average
read memory access is speeded up, at the expense of an increase in hardware cost and power consumption.

A similar proposal has been presented in for the case of flash memories. The simplest way to implement a fault detector
for an ECC is by calculating the syndrome, but this generally implies adding another very complex functional unit. This
paper explores the idea of using the ML decoder circuitry as a fault detector so that read operations are accelerated with
almost no additional hardware cost. The results show that the properties of DSCC-LDPC enable efficient fault
detection. An important thing about the DSCC is that its systematical distribution allows the ML decoder to perform
error detection in a simple way, using parity check sums.
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ENERGY EFFICIENT FAULT DETECTION FOR MAJORITY LOGIC DECODING FOR MEMORY
APPLICATIONS

Memory state can be corrupted by the impact of particles causing single-event upsets (SEUs). Understanding and
dealing with these soft (or transient) errors is important for system reliability. Several earlier studies have provided
field test measurement results on memory soft error rate, but no results were available for recent production computer
systems. We believe the measurement results on real production systems are uniquely valuable due to various
environmental effects.

The memory system is one of the most important parts of operating system for data storage application. Memory
systems are protected against transient faults of data bits using ECCs. Hamming codes are widely used in today’s
memory systems to correct single error and detect double errors in any memory word. In these memory architectures,
only errors in the memory words are tolerated and there is no preparation to tolerate errors in the supporting logic (i.e.
encoder and corrector).

However combinational logic has already started showing susceptibility to soft errors, and therefore the encoder and
decoder (corrector) units will no longer be immune from the transient faults. Furthermore, memory system designed
with nanotechnology devices are expected to experience even higher transient fault rate therefore, protecting the
memory system support logic implemented with nanotechnology devices is even more important. Here we introduce a
fault-tolerant memory architecture which tolerates multi bit faults both in the storage unit and in the supporting logic
(i.e., encoder, corrector), and detector circuitries).

Particularly, we identify a class of error-correcting codes (ECCs). This class satisfies a new, restricted definition for
ECCs which guarantees that ECC codeword has an appropriate redundancy structure which can detect multiple errors
occur in both memory and the surrounding circuitries. We call this type of error-correcting codes, fault-secure detector
capable ECC. We use the fault secure detector unit to check the output vector of the encoder and corrector circuitry,
and if there is any error in the output of either of these units, that unit has to repeat the operation to produce the correct
output vector. Using this detect-and-repeat technique we can correct potential transient errors in the encoder or
corrector output and Provide memory system with fault-tolerant supporting circuitry.

Memory cells were the only circuitry susceptible to transient fault the supporting circuitries around the memory were
assumed to be fault-free. Due to the increase in soft error rate in logic circuits, the encoder and decoder circuitry around
the memory blocks have become susceptible to soft errors as well and must be protected. We introduce a new approach
to design fault-secure encoder and decoder circuitry for memory designs. The key novel contribution of this paper is
identifying and defining a new class of error-correcting codes whose redundancy makes the design of fault-secure
detectors (FSD) particularly simple. We prove that Euclidean Geometry Low-Density Parity-Check (EG-LDPC) codes
have the fault-secure detector capability. We further quantify the importance of protecting encoder and decoder
circuitry against transient errors, illustrating a scenario where the system failure rate (FIT) is dominated by the failure
rate of the encoder and decoder.

Environmental noises can affect the operation of microelectronics to create soft errors. As opposed to a “hard” error, a
soft error does not leave lasting effects once it is corrected or the machine restarts. A primary noise mechanism in
today’s machines is particle strike. Particles hitting the silicon chip create electron-hole pairs which, through diffusion,
can collect at circuit nodes and outweigh the charge stored and create a flip of logical state, resulting in an error. The
soft error problem at sea-level was first discovered by Intel in 1978 .Understanding the memory soft error rate is an
important part in assessing whole-system reliability. In the presence of inexplicable system failures, software
developers and system administrators sometimes point to possible occurrences of soft errors without solid evidence.

SINGLE EVENT UPSET

The mechanism whereby a sea level cosmic ray could cause a single event upset in electronics. A single event upset
(SEU) is a change of state caused by ions or electro-magnetic radiation striking a sensitive node in a micro-electronic
device, such as in a microprocessor, semiconductor memory, or power transistors. The state change is a result of the
free charge created by ionization in or close to an important node of a logic element (e.g. memory "bit"). The error in
device output or operation caused as a result of the strike is called an SEU or a soft error. The SEU itself is not
considered permanently damaging to the transistor's or circuits' functionality unlike the case of single event latchup
(SEL), single event gate rupture (SEGR), or single event burnout (SEB). These are all examples of a general class of
radiation effects in electronic devices called single event effects. Energetic particles in space, trapped in the Van Allen
belts or transmitted by cosmic rays, can deposit unwanted charge in a microelectronic device. Excess charge can cause
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transient faults or even permanent damage. The set of all soft and hard errors are known as Single Event Effects (SEE).
Note that a single particle causes each of the different SEE fault types. Other time-integrated effects also occur as the
result of total radiation dose. This work focuses on the effects of a subset of soft errors known as Single Event Upsets
(SEU).

An SEU occurs when deposited charge directly causes a change of state in a dynamic circuit memory element (flip-
flop, latch, etc.). The change in state of one node is a single bit upset (SBU). The change in state of more than one node
is a multiple bit upset (MBU). Both types of SEUs cause faults which can be repaired dynamically or by a power
off/on.

SOFT ERRORS IN COMBINATIONAL LOGIC

The three natural masking effects in combinational logic that determine whether a single event upset (SEU) will
propagate to become a soft error are electrical masking, logical masking, and temporal (or timing-window) masking.
An SEU is logically masked if its propagation is blocked from reaching an output latch because off-path gate inputs
prevent a logical transition of that gate's output. An SEU is electrically masked if the signal is attenuated by the
electrical properties of gates on its propagation path such that the resulting pulse is of insufficient magnitude to be
reliably latched. An SEU is temporally masked if the erroneous pulse reaches an output latch, but it does occur close
enough to when the latch is actually triggered to hold. If all three masking effects fail to occur, the propagated pulse
becomes latched and the output of the logic circuit will be an erroneous value. In the context of circuit operation, this
erroneous output value may be considered a soft error event. However, from a microarchitectural-level standpoint, the
affected result may not change the output of the currently-executing program. For instance, the erroneous data could be
overwritten before use, masked in subsequent logic operations, or simply never be used. If erroneous data does not
affect the output of a program, it is considered to be an example of microarchitectural masking.

SOFT ERROR RATE

Soft error rate (SER) is the rate at which a device or system encounters or is predicted to encounter soft errors. It is
typically expressed as either number of failures-in-time (FIT), or mean time between failures (MTBF). The unit
adopted for quantifying failures in time is called FIT, equivalent to 1 error per billion hours of device operation. While
many electronic systems have an MTBF that exceeds the expected lifetime of the circuit, the SER may still be
unacceptable to the manufacturer or customer. For instance, many failures per million circuits due to soft errors can be
expected in the field if the system does not have adequate soft error protection. The failure of even a few products in
the field, particularly if catastrophic, can tarnish the reputation of the product and company that designed it. Also, in
safety- or cost-critical applications where the cost of system failure far outweighs the cost of the system itself, a 1%
chance of soft error failure per lifetime may be too high to be acceptable to the customer. Therefore, it is advantageous
to design for low SER when manufacturing a system in high-volume or requiring extremely high reliability.

II. ML DETECTOR/DECODER

However, when multiple errors accumulate in a single word, this mechanism may misbehave, as explained in the
following. In the simplest error situation, when there is a bit-flip in a codeword, the corresponding parity check sum
will be “1”. However, in the case, the codeword is affected by two bit-flips, which participate in the same parity check
equation. So, the check sum is zero as the parity does not change. Finally, there are three bit-flips which again are
detected by the check sum (with a “1”). As a conclusion of these examples, any number of odd bit flips can be directly
detected, producing a “1” in the corresponding . The problem is in those cases with an even numbers of bit-flips, where
the parity check equation would not detect the error. In this situation, the use of a simple error detector based on parity
check sums does not seem feasible, since it cannot handle “false negatives”.

In general, the decoding algorithm is still the same as the one in the plain ML decoder version. The difference is that,
instead of decoding all codeword bits by processing the ML decoding during N cycles, the proposed method stops
intermediately in the third cycle. If in the first three cycles of the decoding process, the evaluation of the XOR matrix
for all{B;} is “0,” the codeword is determined to be error-free and forwarded directly to the output. If the {B;j} contain
in any of the three cycles at least a “1,” the proposed method would continue the whole decoding process in order to
eliminate the errors.
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2.1 ERROR DETECTION AND CORRECTION
Error detection and correction or error control are techniques that enable reliable delivery of digital data over unreliable

communication channels. Many communication channels are subject to channel noise, and thus errors may be
introduced during transmission from the source to a receiver. Error detection techniques allow detecting such errors,
while error correction enables reconstruction of the original data.

Error detection is the detection of errors caused by noise or other impairments during transmission from the transmitter
to the receiver.

Error correction is the detection of errors and reconstruction of the original, error-free data.

The general idea for achieving error detection and correction is to add some redundancy (i.e., some extra data) to a
message, which receivers can use to check consistency of the delivered message, and to recover data determined to be
corrupted.

Error-detection and correction schemes can be either systematic or non-systematic: In a systematic scheme, the
transmitter sends the original data, and attaches a fixed number of check bits (or parity data), which are derived from
the data bits by some deterministic algorithm. If only error detection is required, a receiver can simply apply the same
algorithm to the received data bits and compare its output with the received check bits; if the values do not match, an
error has occurred at some point during the transmission. In a system that uses a non-systematic code, the original
message is transformed into an encoded message that has at least as many bits as the original message. Good error
control performance requires the scheme to be selected based on the characteristics of the communication channel.
Common channel models include memory-less models where errors occur randomly and with a certain probability, and
dynamic models where errors occur primarily in bursts.

Consequently, error-detecting and correcting codes can be generally distinguished between random-error-
detecting/correcting and burst-error-detecting/correcting. Some codes can also be suitable for a mixture of random
errors and burst errors. If the channel capacity cannot be determined, or is highly variable, an error-detection scheme
may be combined with a system for retransmissions of erroneous data. This is known as automatic repeat request
(ARQ), and is most notably used in the Internet. An alternate approach for error control is hybrid automatic repeat
request (HARQ), which is a combination of ARQ and error-correction coding.

Error correction may generally be realized in two different ways:

Automatic repeat request (ARQ) (backward error correction):

This is an error control technique whereby an error detection scheme is combined with requests for retransmission of
erroneous data. Every block of data received is checked using the error detection code used, and if the check fails,
retransmission of the data is requested — this may be done repeatedly, until the data can be verified.

Forward error correction (FEC):

The sender encodes the data using an error-correcting code (ECC) prior to transmission. The additional information
(redundancy) added by the code is used by the receiver to recover the original data. In general, the reconstructed data is
what is deemed the "most likely" original data.

ARQ and FEC may be combined, such that minor errors are corrected without retransmission, and major errors are
corrected via a request for retransmission: this is called hybrid automatic repeat-request (HARQ).
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Fig 2 Forward error correction

2.2 PARITY BIT
A parity bit is a bit that is added to ensure that the number of bits with the value one in a set of bits is even or odd.
Parity bits are used as the simplest form of error detecting code.

There are two variants of parity bits: even parity bit and odd parity bit.

2.3 CHECKSUM

A checksum or hash sum is a fixed-size datum computed from an arbitrary block of digital data for the purpose of
detecting accidental errors that may have been introduced during its transmission or storage. The integrity of the data
can be checked at any later time by recomputing the checksum and comparing it with the stored one. If the checksums
match, the data was almost certainly not altered. The procedure that yields the checksum from the data is called a
checksum function or checksum algorithm. A good checksum algorithm will yield a different result with high
probability when the data is accidentally corrupted; if the checksums match, the data is very likely to be free of
accidental errors.

Checksum functions are related to hash functions, fingerprints, randomization functions, and cryptographic hash
functions. However, each of those concepts has different applications and therefore different design goals. Check digits
and parity bits are special cases of checksums, appropriate for small blocks of data (such as Social Security numbers,
bank account numbers, computer words, single bytes, etc.). Some error-correcting codes are based on special
checksums that not only detect common errors but also allow the original data to be recovered in certain cases.

2.4 EFFECTS OF MEMORY CORRUPTION

The consequence of a memory error is system-dependent. In systems without ECC an error can lead either to a crash or
to corruption of data: in large-scale production sites memory errors are one of the most common hardware causes of
machine crashes. Memory errors can cause security vulnerabilities. A memory error can have no consequences if it
changes a bit which neither causes observable malfunctioning nor affects data used in calculations or saved.

An example of a single-bit error that would be ignored by a system with no error-checking, would halt a machine with
parity checking, or would be invisibly corrected by ECC: a single bit is stuck at 1 due to a faulty chip, or becomes
changed to 1 due to background or cosmic radiation; a spreadsheet storing numbers in ASCII format is loaded, and the
digit "8" is stored in the byte which contains the stuck bit as its eighth bit; then a change is made to the spreadsheet and
it is saved. However, the "8" (00111000 binary) has silently become a "9" (00111001).
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i) Control unit. ii) Output tristate buffers.

2.6 SIMULATION OUTPUT

Fig 2 Simulation Output waveform for proposed system

III. CONCLUSION

In this paper, a fault-detection mechanism, MLDD, has been presented based on ML decoding using the DSCCs.
Exhaustive simulation test results show that the proposed technique is able to detect any pattern of up to five bit-flips in
the first three cycles of the decoding process. This improves the performance of the design with respect to the
traditional MLD approach. On the other hand, the MLDD error detector module has been designed in a way that is
independent of the code size. This makes its area overhead quite reduced compared with other traditional approaches
such as the syndrome calculation (SFD). In addition, a theoretical proof of the proposed MLDD scheme for the case of
double errors has also been presented. The extension of this proof to the case of four errors would confirm the validity
of the MLDD approach for a more general case, something that has only been done through simulation in the paper.
This is, therefore, an interesting problem for future research. The application of the proposed technique to memories

that use scrubbing is also an interesting topic and was in fact the original motivation that led to the MLDD scheme.
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