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ABSTRACT: Network firewall is used to protect our network against unwanted malicious targeting on internet server.
Incoming and outgoing Internet traffic is inspected by network firewalls. Based on a set of rules, firewalls can allow or
block incoming or outgoing traffic, where each rule represents a set of conditions. That rule interrogates incoming
packets sequentially rule by rule until a match is found. If an incoming packet matches all conditions of a particular
rule, then a certain action is taken, e.g., to pass or drop the packet. A packet can match the conditions of more than one
rule. In such a case, the first rule will have priority and its action will be applied to the packet. Analytical model based
on systematic approach is used to identify the performance of rule-based firewall, when subjected to normal flow attack
and Dos flow attack and can verify and validate the model. Using systematic approach to estimate the performance
offered by stateful firewall. A stateful firewall secures a network by keeping track of flow and enforcing security
policies. A stateful firewall inspects all incoming and outgoing packets and decides to discard or accept a packet based
on the sequence of rules in the firewall rule set and its session table. Specifically, to study and analyze the performance
of firewalls when implementing the mitigation solution of real time dynamic re-ordering of the ruleset in which
frequently triggered rules are placed on the top of the ruleset.

KEYWORDS: Network Firewall, DoS Attack, Analytical Model, Stateful Firewall
I. INTRODUCTION

Network firewall is used to protect our network against unwanted malicious targeting on internet server. Firewalls
themselves can be subjected to malicious attacks from the Internet as they are typically deployed at the edge of the
network. Firewalls are typically deployed at the edge of the network or at the entry point of a private network.
Incoming and outgoing internet traffics inspected by network firewalls. Based on a set of rules, firewalls can allow or
block incoming or outgoing traffic. Network firewalls have a rule-based engine that interrogates incoming packets
sequentially rule by rule until a match is found. If an incoming packet matches all conditions of a particular rule, then a
certain action is taken, eg. to pass or drop the packet. A packet can match the conditions of more than one rule. In such
a case, the first rule will have priority and its action will be applied to the packet. Accordingly, the firewall checks the
rules sequentially, one by one, until a rule is matched. According to the 2010Report conducted by Arbor Networks,
there is a staggering and alarming 102 percent increase of DDoS attack bandwidth in 2010 when compared to 2009 [1].
The increase of this bandwidth has been attributed to the exponential growth of botnets from which such attacks
originate.

The general reasoning behind firewall usage is that without a firewall, a subnet's systems expose themselves to
inherently insecure services such as NFS or NIS and to probes and attacks from hosts elsewhere on the network. In a
firewall less environment, network security relies totally on host security and all hosts must, in a sense, cooperate to
achieve a uniformly high level of security. The larger the subnet, the less manageable it is to maintain all hosts at the
same level of security. As mistakes and lapses in security become more common, break occur not as the result of
complex attacks, but because of simple errors in configuration and inadequate passwords. A firewall approach provides
numerous advantages to sites by helping to increase overall host security.

A firewall can either be software based or hardware based and is used to help keep a network secure. Its primary
objective is to control the incoming and outgoing network traffic by analyzing the data packets and determining
whether it should be allowed through or not, based on a predetermined rule set. A network's firewall builds a bridge
between an internal network that is assumed to be secure and trusted, and another network, usually an external
(inter)network, such as the Internet, that is not assumed to be secure and trusted.
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There are two basic ways to create firewall ruleset: “inclusive” or “exclusive”. An exclusive firewall allows all traffic
through except for the traffic matching the ruleset. An inclusive firewall does the reverse. It only allows traffic
matching the rules through and blocks everything else. An inclusive firewall offers much better control of the outgoing
traffic, making it a better choice for systems that offer services to the public Internet. It also controls the type of traffic
originating from the public Internet that can gain access to your private network. All traffic that does not match the
rules are blocked and logged by design. Inclusive firewalls are generally safer than exclusive firewalls because they
significantly reduce the risk of allowing unwanted traffic to pass through them.

A "denial-of-service" attack is characterized by an explicit attempt by attackers to prevent legitimate users of a service
from using that service. One common method of attack involves saturating the target machine with external
communications requests, so much so that it cannot respond to legitimate traffic or responds so slowly as to be rendered
essentially unavailable. Such attacks usually lead to a server overload. In general terms, DoS attacks are implemented
by either forcing the targeted computer(s) to reset, or consuming its resources so that it can no longer provide its
intended service or obstructing the communication media between the intended users and the victim so that they can no
longer communicate adequately. Although the means to carry out, motives for, and targets of a DoS attack may vary, it
generally consists of the efforts of one or more people to temporarily or indefinitely interrupt or suspend services of a
host connected to the Internet.

II. RELATED WORK

Acharya, et al. in [2] developed a simulation framework to study and analyze firewall operations in order to improve its
performance against dynamically changing network traffic characteristics. In [3] and [4], an experimental evaluation of
firewall performance is presented using firewall analysis tools. Some work has also been done on the analysis of
firewalls vulnerability to traffic-specific attacks, such as IP spoofing attacks [5]. In [6], performance metrics for
vulnerabilities resulting from firewall operations are presented and analyzed. In [7], a trace route technique was used to
determine whether or not a particular packet can pass from an outside remote host to a destination host behind a
firewall.

Our analytical model can be used to analyze firewall performance when the firewall is subjected to normal traffic flows
as well as DoS attack flows. The performance can be analyzed when launching DoS attack flows targeting top and
bottom rules. Analyzing the performance of a firewall when targeting bottom rules is of a paramount importance to
network designers and security engineers to assess the resiliency of the firewall against worst-case DoS attacks. It was
shown in [8] that bottom rules can be remotely discovered by an outside attacker. An attacker then can launch a
complexity algorithmic attack that primarily target bottom rules, and effectively degrading rapidly the performance of a
firewall with a low-rate DoS attack flow. Complexity-algorithmic attacks, which have been first described in [9], are a
class of low-rate DoS attacks that exploit algorithmic deficiencies in software design.

The key component of a firewall configuration is the access control list (ACL). An ACL consists of an ordered list of
rules, each with a predicate that describes which packets are matched by this rule and the action to be taken on matched
packets. Contemporary firewalls provide numerous actions: a packet may be dropped, accepted, sanitized, transformed,
logged, and nearly any combination thereof. A rule-based firewall maps the logic specified in the ACL to a list data
structure. A packet is compared with each rule successively in the sequence until the first matching rule is found, and
the action for this rule is taken on the packet. Many firewall implementations have slightly different semantics, such as
last matching, last with first matching, and conditional subsequences [10]. Rule-based firewalls, with popular models
such as Cisco System’s PIX firewall, Linux’s Netfilter and the BSD Packet Filter, are widely used in production
networks.

Firewalls are core elements in network security. However, managing firewall rules, especially for enterprize networks,
has become complex and error-prone. Firewall filtering rules have to be carefully written and organized in order to
correctly implement the security policy. The filtering decision is taken according to a set of ordered filtering rules. A
firewall is a network element that controls the traversal of packets across the boundaries of a secured network based on
a specific security policy. A firewall security policy is a list of ordered rules that define the actions performed on
network packets based on specific filtering conditions. A rule is composed of set of filtering fields (also called network
fields) such as protocol type, source and destination IP addresses and ports, as well as an action field. The filtering
fields of a rule represent the possible values of the corresponding fields in actual network traffic that matches this rule.
Each network field could be a single value or range of values. Filtering actions are either to accept, which permits the
packet into or from the secure network, or to deny, which causes the packet to be blocked. The packet is permitted or
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blocked by a specific rule if the packet header information matches all the network fields of this rule. Otherwise, the
following rule is examined and the process is repeated until matching rule is found or the default policy action is
performed[11].

III. PROPOSED METHODOLOGY

A Problem Statement

The model can be used to measure the performance when the firewall is subjected to normal traffic flows as well as
DoS attack flows targeting different rule positions. It was demonstrated that targeting rules at the bottom of a relatively
large ruleset can be severely detrimental to the performance of the firewall. As a good design practice and vital
countermeasure against DoS attacks that target bottom rules, it is recommended to minimize the size of the firewall
ruleset or to rearrange dynamically rules so that bottom rules can be served at the top of the ruleset, thereby making it
harder to launch such complexity algorithmic attacks that target bottom-rules.

B. MAC Algorithm
MAC Algorithm is responsible for encrypting the message is called message digest algorithms. The most common two
message digest algorithms are MDS5 and SHA-1algorithm.

C.Md5 Algorithm
The algorithm takes as input a message of arbitrary length and produces as output a 128-bit "fingerprint" or "message
digest" of the input.

D.SHA-1Algorithm.

Message Digest is an constructor-Creates a message digest (Encrypted form) with the specified algorithm name. When
a message of any length < 2% bits is input, the SHA-1 produces a 160-bit output called a message digest. The
implementation of these message digest algorithms to compute a hash value for the message (that is, 128-bit digest with
MDS5 and 160-bit digest with SHA-1) The sender encrypt the message digest with his private key. Then the recipient
can decrypt the encrypted message digest with the sender's public key.

Step 1: MessageDigest md = MessageDigest.getInstance

("SHA-1");
Generates a MessageDigest object(md) that implements the specified digest algorithm getlnstance is used
to get the specified algorithm in corresponding default package.

Step 2: byte messageDigest[] = md.digest();
Step 3: Digest()-Completes the hash computation by performing
final operations such as padding.
Store that result into byte form.
StringBuffer buffer = new StringBuffer();
for (int i = 0; i < messageDigest.length; i++)
buffer.append(Integer.toHexString(0xFF & [i]));
}

return buffer.toString();

Step 4:Read the message in messagedigest and convert this to hexadecimal form and then return the value in string
format.

E. LZ77 compression
Prefix Compression:
Its principles are simple, however this algorithm tends to be difficult to implement.Instead of keeping all these words in

plain text or transferring all them over a network, we can compress (encode) them with prefix encoding. It’s clear that
each of these words begins with the prefix “use” which is also the first word from the list.
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begin

fill view from input

while (view not empty) do
begin

find longest prefix p of view starting in coded part
i := position of p in window
j =length of p

X :=first char after p in view
9: output(i,j,X)

10: add j+1 chars

11: end

12: end

SN R ol ey

This method uses window divided to search buffer and look-ahead buffer. Size of the search buffer is usually 8 192 bits
and size of the look-ahead buffer about 10 to 20 bits. In demonstration both parameters can be set.

The algorithm can be described as follows. First the longest prefix of a look-ahead buffer that starts in search buffer is
found. This prefix is encoded as triplet (i, j, X) where i is the distance of the beginning of the found prefix from the end
of the search buffer, j is the length of the found prefix and X is the first character after the prefix in look-ahead buffer.
The following applet visualizes this algorithm. The number of bits written to the output depends on used encoding of
numbers.

Ternary Compression:

Suffix encoding is practically the same algorithm as prefix encoding, with the small difference that we use to encode
duplicating suffixes.

IV. EXPERIMENTS AND RESULT

Firewall has simple rules such as to allow or deny protocols, ports or IP address. Firewall can effectively prevent users
form attacks from machine. Typically, and as shown in Figure 1, The bastion host sits on the internal network.
Incoming traffic, from the untrusted network, is forwarded to the bastion host server or firewall that will determine
whether or not the messages are forwarded to the trusted network. Outgoing communication can follow the reversed
route or can go directly from the trusted to the untrusted network by passing the bastion host. The bastion host thus
needs to maintain a high level of host security. The internal networks link the internal servers.

Firewalls are typically deployed at the edge of the network or at the entry point of a private network. Incoming and
outgoing Internet traffic is inspected by network firewalls. Based on a set of rules, firewalls can allow or block
incoming or outgoing traffic. To accomplish this, network firewalls have a rule-based engine that interrogates incoming
packets sequentially rule by rule until a match is found. If an incoming packet matches all conditions of a particular
rule, then a certain action is taken, e.g., to pass or drop the packet. A packet can match the conditions of more than one
rule. In such a case, the first rule will have priority and its action will be applied to the packet. Accordingly, the firewall
checks the rules sequentially, one by one, until a rule is matched.

To Internet

Networls up link

Firewall ‘

Internal Network

Bastion Host Host 1 Host 2 Server

Fig 1. System Architecture
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At first we going to capture the network packet transmit over the network. We can capture the network packet using the
tool called jpcap After capturing the packet information, we can generate a rule for processing and identify the ddos
attack and normal flow attack from captured packet. Incoming and outgoing Internet traffic is inspected by network
firewalls. Based on a set of rules, firewalls can allow or block incoming or outgoing traffic.

A. Single or Multiple Flows

We present two models. The first model represents the behavior of a rule-based network firewall when all incoming
packets are matched with a single rule at position M. The second model extends the first one to capture the behavior of
a firewall when different rule positions are triggered.

NETWORK FIREWALL PERFORMANCE
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Fig 2. Performance of Single flow and Multiple flow

B. Performance Measures

We report experimental and analysis results of the firewall performance in terms of various key measures which
include throughput, packet loss, firewall’s CPU utilization, and packet delay. In particular, we report results of these
key performance measures when sending a normal traffic and when subjecting the firewall to DoS traffic targeting
different rules. In addition, we report analytical results and offer interpretation in order to gain a deeper insight in the
firewall dynamics and behavior.We can verify and validate the firewall throughput, packet loss, delay, and CPU
utilization. Throughput is the rate at which the computational work is done. CPU utilization is the level of CPU
throughput. These measurements were taken when subjecting the firewall to two types of traffic: (1) normal traffic, and
(2) DDoS traffic targeting different rules located at different positions in the firewall rulebase.We report results of these
key performance measures when sending a normal traffic and when subjecting the firewall to DoS traffic targeting
different rules.

NETWORK FIREWALL PERFORMANCE
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Fig 3 Firewall’s throughput and CPU utilization with respect to DOS attack
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Packet Delay is the variation in the time taken to deliver a series of messages. Packet Loss occurs when one or more
packets of data travelling across a network fails to reach their destination.

NETWORK FIREWALL PERFORMANCE
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Fig 4. Performance of Packet Delay and Packet Loss
V. CONCLUSION

We have presented and validated an analytical model to study and analyze the performance of rule-based network
firewalls. From the model, we have derived key features and performance measures of engineering and design
significance. These key features and measures include throughput, packet loss, packet delay, and CPU utilization. The
model can be used to measure the performance when the firewall is subjected to normal traffic flows as well as DoS
attack flows targeting different rule positions. We identified Dos attack and traffic flow attack in internet server using
rule-based firewall and minimized the size of the rule set or rearranged dynamically so that bottom rules can be served
at the top of the rule set.
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