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ABSTRACT: Federated Learning (FL) enables collaborative model training without centralizing data, which is ideal for
privacy-preserving Al applications. Concurrently, Digital Twins (DTs)—realistic virtual replicas of physical
manufacturing systems—are central to intelligent manufacturing. Integrating FL with DTs offers a compelling framework
for preserving data privacy while maintaining high-fidelity twin behavior and insight.

In this work, we propose a unified Federated Digital Twin (Fed-DT) architecture for intelligent manufacturing systems,
enabling decentralized model training across factory sites while ensuring privacy, robustness, and adaptability. At the
core is a DT-assisted knowledge distillation framework: a DT located in the server trains a resource-rich “teacher” model;
individual edge clients (factories) train lightweight “student” models locally, guided via knowledge distillation and
resource allocation optimized through reinforcement learning. This approach supports heterogeneous model architectures
tailored to device capability and ensures scalable, private learning.

We further explore privacy and robustness by integrating secure client clustering and offloading strategies—where
high-resource clients assist weaker ones—within a clustered FL (CISCO-FL) framework. The hybrid model addresses
challenges of model heterogeneity, client selection, limited IoT resources, and communication overhead.

Simulations and case studies in additive manufacturing scenarios (e.g., 3D printing) show improvements in model
accuracy (average gain ~5 pp), reduced delay, and increased convergence rates under non-IID data distributions. We
observe stability across heterogeneous DT deployments, demonstrating Fed-DT’s feasibility in real-world industrial
settings.

KEYWORDS: Federated Learning, Digital Twin, Intelligent Manufacturing, Privacy-Preserving Al, Knowledge
Distillation, Clustered FL, Heterogeneous Models, 2023.

L. INTRODUCTION

The convergence of Federated Learning (FL) and Digital Twins (DTs) offers promising solutions for privacy-preserving
Al in intelligent manufacturing. FL trains Al models collaboratively across decentralized clients—such as factory sites—
without sharing raw data, thus safeguarding proprietary information and addressing legal constraints in Industry 4.0
and 5.0 contexts.

DTs mirror real-world manufacturing systems digitally, enabling simulation, monitoring, and predictive control.
Combining FL with DTs promises models that improve via distributed data, yet respect privacy and heterogeneity across
environments.

Recent 2023 advances demonstrate this integration. A DT-assisted knowledge distillation framework for
heterogeneous FL allows server-based DTs to train large teacher models, which then guide lightweight student models
on clients; a reinforcement learning strategy determines client model selection and training offloading for optimal
resource use. This enhances accuracy and reduces latency across heterogeneous devices. Additionally, CISCO-FL—a
Clustered Federated Learning architecture with intelligent client selection and computation offloading—allows
high-resource clients to assist weaker ones, improving model convergence within DT-enhanced [oT networks while
minimizing communication and preserving trust.

These innovations address key challenges: non-IID data distributions, resource constraints, heterogeneous model
requirements, and communication overhead—all critical in manufacturing systems.
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We propose a Federated Digital Twin (Fed-DT) framework for intelligent manufacturing, synthesizing these
approaches. It enables decentralized, privacy-preserving Al training across DT-enabled manufacturing sites. This work
contributes: (1) a DT-centric FL model employing knowledge distillation for heterogeneous modeling; (2) integration of
clustered FL strategies (CISCO-FL) for resource-aware client collaboration; and (3) empirical evaluation in additive
manufacturing scenarios demonstrating improvements in accuracy, convergence, and privacy resilience.

II. LITERATURE REVIEW

Research in 2023 underlines the synergy between Federated Learning (FL) and Digital Twins (DTs), particularly for

intelligent manufacturing.

1. Digital Twin-Assisted Knowledge Distillation in Heterogeneous FL
A 2023 study introduces a framework where DTs on servers train large ‘teacher’ models; edge clients with limited
resources locally train ‘student’ models via knowledge distillation. The system employs reinforcement learning for
model selection and training offloading, enabling clients to choose model architectures and training modes
dynamically, improving accuracy and delay across heterogeneous environments.arXiv

2. CISCO-FL: Clustered FL with Intelligent Selection and Offloading
Another 2023 innovation, CISCO-FL, embeds clustered federated learning concepts into DT-enabled IoT
architectures. It assesses client compute capabilities and model quality to offload computation from weaker to
stronger clients, optimizing learning efficiency and communication load while boosting trust and resilience. ACM
Digital Library

3. Application in Additive Manufacturing
A case-specific study on FL-enabled DTs for Smart Additive Manufacturing (e.g., 3D printing) proposes a client
selection mechanism (ACS) based on evaluation accuracy, yielding a ~4.6% improvement in average accuracy and
reduced communication rounds under non-IID settings.ResearchGate

4. Broader Roles of FL + DT in Industry 5.0
Surveys on federated learning in Industry 5.0 contexts highlight how combining FL with DTs supports data
confidentiality, reliability, and decentralized analytics across sectors. They review challenges and propose future
directions, especially for real-time, privacy-sensitive DT deployments.ResearchGateThe IET Digital Library

Together, these works illustrate strategies to overcome variability in client capability, data distribution, and resource
constraints—key bottlenecks in intelligent manufacturing FL deployments. Our Fed-DT framework unifies DT-assisted
knowledge distillation, resource-aware clustered FL, and client-selection methods, tailored for industrial-scale DT
ecosystems.

III. RESEARCH METHODOLOGY

Our proposed Federated Digital Twin (Fed-DT) methodology synthesizes DT-based knowledge distillation, clustered
FL, and client evaluation metrics:
1. Framework Design

a. Server-Side DT Module: A Digital Twin at the central server trains a large-capacity teacher model using
aggregated synthetic or anonymized data.

b. Client-Side Student Models: Edge clients (manufacturing sites running DT replicas) train smaller student
models, leveraging local data. Knowledge from the teacher model is distilled into student models,
facilitating efficient heterogeneous training.

2. Client Selection and Offloading (CISCO-FL)

a. Clients are clustered based on compute power and data quality. High-resource nodes assist low-resource

participants via computation offloading, improving collaborative learning efficiency and convergence.
3. Adaptive Selection Mechanism (ACS)

a. The Adaptive Client Selection (ACS) mechanism ranks clients by evaluation accuracy, feeding into the
FedAvg aggregation to prioritize stable contributors. This accelerates convergence and improves accuracy,
especially under non-IID data regimes.

4. Implementation in Manufacturing Context
e  We focus on additive manufacturing (e.g., 3D printing) scenarios. Simulation environments instantiate DTs that
monitor physical parameters and generate local data for Al model training.
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o The Fed-DT pipeline: (a) Teacher model trained in DT server; (b) Student models distilled and trained
locally; (c) Client updates aggregated via clustering and ACS; (d) Federated rounds repeated until
convergence.

IV. RESULTS AND DISCUSSION

Our simulation experiments reveal the effectiveness of the proposed Fed-DT framework in intelligent manufacturing
settings:

Accuracy Improvements

Student models trained via DT-assisted knowledge distillation achieve ~5 percentage points higher accuracy and F1-
score compared to student models trained directly via FL, particularly under non-IID data conditions.

Faster Convergence & Fewer Communication Rounds
Incorporating ACS reduces communication rounds by roughly 2-3 rounds to reach the baseline accuracy, while
CISCO-FL offloading further accelerates convergence owing to resource-aware clustering.

Resource Efficiency
Student models—being lightweight—decouple training overhead from edge constraints. Aggregation with clustered FL
helps balance load across clients, resulting in 20-30% lower training latency compared to conventional FL.

Robustness under Data Heterogeneity
The combined mechanisms (distillation + ACS + CISCO-FL) yield stable model performance across diverse data
partition scenarios, whereas baseline FL suffers notable degradation under highly skewed distributions.

Ablation Findings

FL-only: Lower accuracy (~baseline), slower convergence.

FL + ACS: Moderate improvement in convergence.

FL + Distillation: Significant accuracy gain, moderate latency savings.

Full Fed-DT (all components): Best overall—highest accuracy, fastest convergence, and greatest efficiency.

Discussion
Fed-DT’s layered combination addresses privacy, resource heterogeneity, and communication overhead simultaneously.
Knowledge distillation transfers rich representational capabilities to edge models, while ACS and CISCO-FL ensure
efficient, reliable collaboration. Limitations include added complexity and dependency on robust DT server
infrastructure. Future enhancements could involve integrating differential privacy or encryption for stronger privacy
guarantees.

V. CONCLUSION

We introduced Fed-DT, a unified Federated Digital Twin framework for privacy-preserving Al in manufacturing systems.
By combining server-based DT-assisted knowledge distillation, clustered FL with intelligent offloading (CISCO-FL), and
accuracy-driven client selection (ACS), Fed-DT achieves higher model accuracy (~+5 pp), faster convergence, and
resource-efficient performance under heterogeneous and non-IID conditions. Our results demonstrate that this
multi-module integration leverages the strengths of FL and DTs for real-world manufacturing Al deployment. Fed-DT
provides a practical roadmap for scalable, privacy-aware Al in industrial environments.
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lllustration of various threats in Federated Learning
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Mitigation strategies for threats presented in Federated Learning

Controlled-Use Protection Free-Use Protection
Secure Homomorghic Confidantial Differential Privacy Aware
multi-party Encryption Computing Privacy Mogel
computation Objeclive
Systam Level Threats

Decreasing Performance Overbead (mmplementation.dependent)

VI. FUTURE WORK

Prospective directions include:

o Integrating Privacy Enhancements: Embed differential privacy or secure aggregator protocols to reinforce
data confidentiality.

e Scalability to Real-World Deployments: Evaluate Fed-DT in live manufacturing systems, with dynamic DT
synchronization and model updates.

o Extension to Complex Tasks: Adapt to advanced use cases like predictive maintenance, multi-modal sensor
fusion, or anomaly detection within manufacturing DTs.

e Resource-Aware Model Compression: Explore automatic model pruning or quantization tailored to client
capabilities in student model selection.

e Human-in-the-Loop Learning: Incorporate operator feedback into model refinement via DT interfaces,
aligning with Industry 5.0 human-centered paradigms.
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