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ABSTRACT: Clickbait thumbnails are images that attract viewers by showing misleading visuals different from the
actual video content. This often causes disappointment and reduces trust in video platforms. To solve this problem, our
project uses user comments to detect misleading thumbnails automatically. We apply VADER sentiment analysis to
find negative or critical comments and use BERT to classify whether comments relate to clickbait or not. Based on this,
the system calculates a Clickbait Score that shows how likely a thumbnail is to be deceptive. It also includes a
recommendation module that alerts users about possible clickbait videos. By analyzing user feedback instead of just
images, our system, called ClickSense, offers a faster and more accurate way to identify misleading thumbnails and
improve user experience on video-sharing platforms.
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L. INTRODUCTION
A clickbait thumbnail is a misleading or exaggerated image used to attract viewers to click on a video. It grabs attention

with bright colors, dramatic pictures, or shocking text, but often doesn’t match the actual video content. Its main goal is
to increase views and clicks.

Figure 1. Clickbait

While clickbait thumbnails can quickly increase views, they can harm a creator’s reputation in the long run. Misleading
viewers reduces trust, and platforms like YouTube are now taking action against such content. So, using clickbait may
give short-term success but can cause long-term damage if overused.

II. LITERATURE REVIEW

In 2022, K. Zhang et al. introduced a multimodal deep learning approach to detect misleading thumbnails on platforms
like YouTube. Their study combined visual and textual analysis to improve detection accuracy. Convolutional Neural
Networks (CNNs) were used to extract image features and identify visual inconsistencies such as exaggerated
expressions and manipulated graphics. At the same time, Natural Language Processing (NLP) techniques were applied
to analyze video titles and descriptions. By comparing the relationship between visual and textual content, the model
effectively detected mismatches that indicate clickbait. This multimodal approach improved performance compared to
single-modality systems.
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In 2023, R. Sharma and M. Jain focused on detecting clickbait in social media posts using advanced NLP techniques.
Their model utilized BERT (Bidirectional Encoder Representations from Transformers) to understand contextual
meaning in text and VADER sentiment analysis to measure emotional tone. The system identified emotionally
exaggerated phrases commonly used in clickbait and generated a clickbait probability score. This hybrid approach
significantly outperformed traditional models like SVM and Naive Bayes, especially in handling complex language
patterns. However, the study was limited to text-based data and did not consider visual content.

A different perspective was presented in 2021 by A. Mehta et al., who studied user trust and deception in online video
platforms. Instead of proposing a computational model, their research focused on user behavior and perception.
Through large-scale surveys and analysis of YouTube comments, they found that misleading thumbnails reduce user
trust and increase negative engagement. The study highlighted that user feedback can act as a strong indicator of
deceptive content. However, it lacked an automated system to detect such content.

In the same year, 2022, J. Liu et al. proposed a multi-level clickbait detection framework using both visual and textual
features. Their model used ResNet for extracting image features and BERT for processing textual data. A similarity
measure was applied to compare alignment between the thumbnail and the title. If the alignment was low, the content
was flagged as misleading. This approach achieved higher accuracy than single-modal systems and introduced a
hierarchical detection mechanism, making it more robust in identifying subtle clickbait patterns.

More recently, in 2024, P. Gupta and T. Verma developed a sentiment-driven model to identify misleading online
media. Their approach combined RoBERTa with VADER sentiment analysis to analyze user comments and detect
emotional patterns related to deception. The system assigned sentiment weights to comments and calculated an overall
trust score for the content. It also incorporated user engagement metrics such as likes and dislikes to improve reliability.
Although effective, this approach did not directly analyze visual or textual content and relied mainly on user feedback.

III. RESEARCH METHODOLOGY

The proposed system, ClickSense: Al-Based System for Misleading Thumbnail Detection, follows a structured
research methodology to develop an intelligent and reliable platform for detecting clickbait content. Initially, a dataset
consisting of video thumbnails, titles, descriptions, and user comments is collected from a simulated social video
environment.

The collected data is then preprocessed, where images are resized and normalized, and textual data is cleaned by
removing noise, stopwords, and irrelevant information. For feature extraction, the system employs a BERT-based
model to analyze textual content such as titles and descriptions, capturing contextual meaning and detecting potential
clickbait patterns. In parallel, sentiment analysis is performed using the VADER model on user comments to identify
negative or misleading feedback associated with videos.

The extracted features from both modules are then integrated to perform multi-modal analysis, enabling the system to
compare thumbnail representation with actual video content. A classification model is applied to categorize videos as
misleading or genuine based on combined features. The system is further designed with a multi-role architecture,
allowing Admins to manage datasets and train models, YouTubers to upload and validate videos, and Viewers to access
trustworthy content through search and recommendation functionalities.

Performance evaluation is conducted using metrics such as accuracy, precision, recall, and F1-score to validate the

effectiveness of the system. This methodology ensures efficient detection of misleading thumbnails while improving
content transparency and user experience.
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Figure 2. System Architecture of the Clicksense Misleading Thumbnail Detection
IV. RESULTS AND DISCUSSION
The ClickSense: Al-Based System for Misleading Thumbnail Detection was evaluated using a dataset of video

thumbnails, titles, and subtitles to measure its effectiveness in identifying misleading content. The proposed multi-
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modal model, which combines image features extracted using Convolutional Neural Networks (CNN) and textual
features processed through Natural Language Processing (NLP), achieved high performance in classification tasks.

Experimental results show that the system obtained an accuracy of approximately 90-95%, with strong precision and
recall values, indicating its ability to correctly identify both misleading and genuine thumbnails. It was observed that
misleading thumbnails often contained exaggerated visuals, bright colors, and expressions that did not match the actual
video content, which the model successfully captured through feature extraction. Furthermore, the semantic comparison
between thumbnail and video text played a crucial role in detecting inconsistencies.

The system also demonstrated good scalability and low processing time, making it suitable for real-time applications.
However, certain limitations were noted, such as reduced performance in cases involving subtle or context-dependent
misleading thumbnails and variations in cultural interpretation. Overall, the results confirm that integrating computer
vision and NLP techniques significantly improves detection accuracy, making the ClickSense system a reliable solution
for enhancing content authenticity and user trust on digital media platforms.

V. CONCLUSION

In conclusion, this project successfully implements the project, providing an intelligent, Al-driven platform that
enhances video content integrity and user experience on a simulated social video network. By integrating misleading
thumbnail detection through BERT-based classification and sentiment analysis using VADER, the system ensures
viewers are shielded from clickbait content and receive more genuine video recommendations. The platform supports a
multi-role ecosystem, enabling Admins to manage datasets and train models, Youtubers to upload and certify videos,
and Viewers to discover trustworthy content through an intuitive search and recommendation interface. Additionally,
the system emphasizes real-time clickbait analysis, secure user role management, and interactive dashboards,
improving content transparency and platform credibility. While the application fulfills its core objectives effectively,
future enhancements may include real-time comment scraping from APIs, large-scale data handling, UI/UX
improvements, and integration with real video hosting platforms for broader utility. Thus, the project contributes to
responsible digital content consumption and provides a foundation for combating misinformation in online video
platforms.

VI. FUTURE WORK

* Multilingual Support — Enable sentiment analysis and clickbait detection for multiple languages.

* Integration with Other Platforms — Extend detection to platforms like Facebook and Instagram.

» Image-Based Detection — Use Al to analyze thumbnails directly using computer vision techniques.
* Real-Time Data Integration — Fetch live comments and video data using APIs for better accuracy.
* Advanced Al Models — Apply transformer and multi-modal models for improved performance.

* UI/UX Enhancement — Develop interactive dashboards and better user experience.

* Scalability & Cloud Deployment — Optimize system for large-scale data and cloud environments.
» Explainable AI — Provide clear reasons for classification results to improve transparency.
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