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ABSTRACT: Automated Teller Machines (ATMs) are widely used banking facilities that provide convenient
access to financial services. However, these machines are often located in isolated areas with limited human
supervision, making them vulnerable to robbery and vandalism. Traditional ATM surveillance systems mainly
record video footage and are typically used only for reviewing incidents after they occur. As a result, they are not
effective in preventing crimes in real time.

To address this limitation, this research proposes ATM-SENTINEL Al, an intelligent video surveillance framework
designed to automatically detect suspicious activities related to ATM robbery. The system analyzes surveillance video
streams to observe human presence, object interaction, and movement patterns inside ATM booths. By studying
behavioral patterns over time, the system distinguishes between normal customer activities and potential robbery
attempts.

The proposed approach focuses on improving detection reliability while minimizing false alarms caused by
regular ATM usage. When suspicious behavior is detected, the system generates real-time alerts to support
immediate security response. This intelligent surveillance framework enhances ATM security and improves the
efficiency of automated monitoring systems used in modern banking environments.

KEYWORDS: ATM Security, Video Surveillance, Deep Learning, YOLO, Anomaly Detection, Computer Vision,
Real-Time Monitoring, Crime Detection

I. INTRODUCTION

Automated Teller Machines (ATMs) play a vital role in modern banking by providing customers with
convenient and reliable access to financial services at any time. They enable users to perform various
banking operations such as cash withdrawals, balance inquiries, mini statement generation, and fund
transfers without the need to visit a physical bank branch. The widespread deployment of ATMs in both
urban and rural areas has greatly improved financial accessibility and enhanced the efficiency of banking services
while reducing the operational burden on traditional banking institutions. With the continuous advancement of
digital banking and electronic financial systems, ATM networks have expanded significantly, making ATMs one
of the most widely used and essential self-service technologies in the global banking sector.
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Despite the convenience and efficiency provided by ATM systems, security remains a major concern for banking
institutions. ATM machines are often installed in relatively isolated locations such as roadside kiosks,
shopping centers, or standalone booths, making them wvulnerable to various criminal activities. Common
threats include ATM robbery, machine vandalism, card skimming, and unauthorized access. Criminals frequently
target ATMs because they contain significant amounts of cash and may not always be under constant human
supervision. In many cases, attackers attempt to break open ATM machines using physical force or specialized
tools to access the cash storage unit. Some individuals may also damage the ATM structure or manipulate
internal components to gain unauthorized entry. Additionally, criminals may try to disable surveillance cameras
or alarm systems before carrying out robbery attempts. Such incidents not only result in financial losses for
banks but also create safety risks for customers and highlight the urgent need for stronger and more
intelligent ATM security measures.

Traditional ATM security systems mainly depend on Closed-Circuit Television (CCTV) cameras, alarm
mechanisms, and physical protection measures such as reinforced enclosures and access control systems. CCTV
cameras are typically installed inside ATM booths and near entry points to record all activities taking place
within the monitored area. Although these cameras are effective for capturing visual evidence, they generally
operate as passive surveillance tools that continuously record footage without performing any form of
intelligent analysis. A significant limitation of such systems is their reliance on manual monitoring by
security personnel. In practice, it is difficult for operators to continuously observe multiple video feeds
from numerous ATM locations at the same time. Consequently, suspicious behavior or unusual activities
may not be noticed immediately and are often identified only after the incident has already occurred. Even
when abnormal activities are later observed in the recorded footage, the delay reduces the possibility of
preventing the crime or taking immediate action.

Another limitation of conventional surveillance systems is the lack of intelligent analysis capabilities. Traditional
systems cannot automatically differentiate between normal customer behavior and suspicious activity. For
example, a customer using an ATM for legitimate transactions may remain inside the booth for several
minutes, which could appear similar to suspicious behavior if analyzed manually. This makes it difficult for
security personnel to identify actual threats efficiently.With the rapid advancement of artificial intelligence
and computer vision technologies, intelligent surveillance systems have emerged as a promising solution
for enhancing ATM security. Computer vision techniques enable machines to interpret and analyze visual
information from images and video streams. By applying machine learning algorithms to surveillance footage,
systems can automatically detect objects, recognize human actions, and identify unusual behavior patterns.
In recent years, deep learning models have significantly improved the performance of computer vision
applications. These models can analyze large amounts of video data and detect patterns that may indicate
suspicious or abnormal activities.

For example, object detection algorithms can identify individuals present in a monitored area, while
activity recognition models can analyze human movements and behaviors.Intelligent video surveillance
systems can monitor ATM environments in real time

and automatically detect potential security threats. Such systems can analyze behavioral patterns such as
aggressive movements, attempts to tamper with ATM machines, or the presence of multiple individuals
inside a restricted ATM booth. When abnormal behavior is detected, the system can immediately generate
alerts and notify security authorities. The use of automated surveillance technologies offers several advantages
over traditional security methods. First, intelligent systems can operate continuously without requiring constant
human supervision. Second, they can process video data in real time and detect suspicious activities
instantly. Third, automated systems can significantly reduce the workload on security personnel while
improving the overall efficiency of monitoring operations.

Despite these advantages, implementing intelligent ATM surveillance systems presents several challenges.
Accurate detection of suspicious behavior requires sophisticated algorithms capable of distinguishing
between normal and abnormal activities. Environmental factors such as poor lighting conditions, camera
angles, and crowded spaces can affect the performance of detection systems. Additionally, designing a
reliable system that minimizes false alarms while maintaining high detection accuracy remains a significant
research challenge. To address these challenges, this research proposes an intelligent ATM robbery
detection system based on video surveillance and behavior analysis techniques. The proposed system
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integrates computer vision algorithms and machine learning models to monitor ATM environments
continuously and detect suspicious activities automatically. By analyzing video streams captured by
surveillance cameras, the system can identify unusual behavior patterns that may indicate robbery attempts
or unauthorized access.

The proposed system focuses on detecting several types of suspicious activities, including attempts to damage or
open the ATM machine, abnormal movements near the ATM device, and the presence of multiple
individuals inside a restricted ATM booth. Once such activities are detected, the system generates real-time
alerts and notifies security personnel so that immediate action can be taken.The primary objective of this
research is to develop a reliable and efficient surveillance system that enhances ATM security by detecting
robbery attempts in real time. By combining advanced computer vision techniques with automated
monitoring mechanisms, the proposed system aims to reduce financial losses caused by ATM robberies and
improve the safety of banking infrastructure.

Furthermore, the implementation of intelligent surveillance systems can contribute to the development of
smart banking environments where security threats are identified and addressed proactively. As banking
institutions continue to expand their ATM networks, the need for advanced security solutions becomes
increasingly important. The integration of artificial intelligence and surveillance technologies offers a promising
approach to addressing these security challenges. In conclusion, the increasing number of ATM-related
crimes highlights the importance of developing intelligent monitoring systems capable of detecting and
preventing robbery attempts effectively. The proposed ATM robbery detection system utilizes modern
computer vision techniques to analyze surveillance video data and identify suspicious activities in real time.
By providing automated detection and instant alert mechanisms, the system aims to strengthen ATM
security and support financial institutions in protecting their assets and customers

Il. RELATED WORKS

Security of Automated Teller Machines (ATMs) has become a major concern for financial institutions due to
the increasing number of robbery incidents, vandalism, and unauthorized access attempts. Over the years,
researchers and security experts have proposed several technological solutions to improve ATM safety and
prevent criminal activities. These solutions range from traditional surveillance systems to advanced artificial
intelligence-based monitoring systems. The following section reviews previous research and technological
developments related to ATM robbery detection and video surveillance systems.

2.1 Traditional ATM Security Systems

Early ATM security mechanisms mainly relied on physical security measures and basic monitoring systems.
These included CCTV cameras, alarm systems, and physical reinforcement of ATM machines. Closed-Circuit
Television cameras were widely installed inside ATM booths and around ATM locations to monitor activities
and record video footage. Traditional CCTV systems typically operate by continuously recording video streams
that are stored in local servers or cloud-based storage systems. Security personnel can later review this
footage in case of suspicious incidents. Although these systems provide valuable evidence for investigations,
they have significant limitations. One of the major drawbacks is that traditional CCTV systems are passive
monitoring systems that do not actively analyze the video footage in real time.In most cases, suspicious activities
can only be identified after the incident has already occurred. Furthermore, manual monitoring of multiple CCTV
feeds by security personnel is inefficient and prone to human error. Security operators may miss important
events due to fatigue or information overload when monitoring several cameras simultaneously. As a result,
traditional surveillance systems are often ineffective in preventing ATM robberies before they occur.

2.2 Motion Detection-Based Aurveillance System

To address the limitations of passive monitoring systems, researchers introduced motion detection
techniques in surveillance systems. Motion detection systems analyze the difference between consecutive
frames in a video sequence to identify movement within a monitored area. When movement is detected, the
system can trigger an alarm or start recording video footage. Motion detection algorithms usually rely on
background subtraction methods, frame differencing techniques, or optical flow analysis. These techniques
enable surveillance systems to identify moving objects in video streams. Although motion detection systems
improve the efficiency of surveillance monitoring, they still have several limitations. One major issue is the
high rate of false alarms. Motion detection systems cannot distinguish between normal human movement
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and suspicious activity. For example, a customer entering an ATM booth to perform a legitimate transaction
may trigger the motion detection system even though there is no threat. Environmental factors such as
lighting changes, shadows, or camera vibrations can also affect motion detection accuracy. Therefore,
motion detection alone is not sufficient for reliable ATM robbery detection.

2.3 Human Detection and Tracking Approaches

In order to improve the accuracy of surveillance systems, researchers began focusing on human detection
and tracking techniques. Human detection algorithms aim to identify individuals present in video frames
and track their movements over time .Several classical computer vision techniques have been used for
human detection in surveillance applications. One widely used approach is the Haar Cascade classifier,
which uses a cascade of simple features to detect objects in images. Haar Cascade classifiers have been applied
successfully in face detection and pedestrian detection tasks. Another popular technique is the Histogram of
Oriented Gradients (HOG) method combined with Support Vector Machine (SVM) classifiers. The HOG
method extracts gradient orientation features from images to represent the shape and structure of objects.
These features are then used to train a classifier capable of detecting humans in images . Human tracking
algorithms are also used to monitor movement patterns of individuals across multiple frames. Tracking
methods such as Kalman filtering, particle filtering, and optical flow techniques allow surveillance systems to
follow the movement of detected individuals over time. Human detection and tracking methods provide valuable
information about the presence and movement of people within ATM environments. However, these techniques
mainly focus on identifying individuals rather than analyzing their behavior. As a result, they are not sufficient for
detecting complex suspicious activities such as ATM tampering or robbery attempts.

2.4 Behaviour Analysis in Surveillance Systems

To improve surveillance capabilities, researchers introduced behavior analysis techniques that focus on
understanding human activities and detecting abnormal behavior patterns. Behavior analysis systems aim to
distinguish between normal and suspicious actions by analyzing movement patterns, body posture, and
interaction with objects. Behavior recognition methods typically involve extracting features related to
human motion and activity. These features are then analyzed using machine learning algorithms to classify
behaviors into different categories.

For example, in ATM environments, normal behavior may include entering the booth, inserting a card,
performing transactions, and leaving the booth within a short period. Suspicious behavior, on the other
hand, may involve prolonged presence near the ATM machine, aggressive movements, or attempts to
manipulate the machine. Researchers have applied various machine learning techniques such as decision
trees, support vector machines, and clustering algorithms for behavior classification in surveillance systems.
These techniques enable systems to learn patterns of normal behavior and detect deviations from those
patterns. Although behavior analysis systems improve the ability to detect suspicious activities, designing
accurate behavior recognition models remains challenging. Human behavior can vary widely depending on
individual actions, environmental conditions, and cultural factors. Therefore, accurately distinguishing
between suspicious and normal activities requires sophisticated algorithms and large training datasets.

2.5 Deep Learning-Based Surveillance Systems

Recent advancements in deep learning have significantly improved the capabilities of video surveillance systems.
Deep learning models, particularly Convolutional Neural Networks (CNNs), have demonstrated remarkable
performance in computer vision tasks such as object detection, image classification, and activity recognition.
CNN-based object detection models are widely used in modern surveillance systems to detect people, objects,
and other elements in video streams. These models can analyze large volumes of video data and identify
patterns that indicate suspicious behavior. One of the most popular object detection models is the YOLO
(You Only Look Once) algorithm. YOLO is capable of detecting objects in real time with high accuracy and
speed. This makes it suitable for surveillance applications where quick detection of suspicious activities is
essential. Other deep learning models such as Faster R-CNN and SSD (Single Shot Detector) have also been
used for object detection and surveillance tasks. These models can detect multiple objects in video frames
and classify them into different categories. Deep learning techniques have also been applied to activity
recognition tasks. Recurrent Neural Networks (RNNs) and Long Short-Term Memory (LSTM) networks are
often used to analyze temporal patterns in video sequences. These models can recognize complex human
activities by analyzing sequences of video frames. Deep learning-based surveillance systems offer several
advantages over traditional methods. They provide higher detection accuracy, better adaptability to complex
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environments, and improved ability to recognize subtle behavior patterns. However, deep learning models
require large amounts of labeled training data and significant computational resources. Deploying these
systems in real-time surveillance environments may require specialized hardware such as GPUs.

2.6 Integration of 10T with ATM Surveillance Sysytems Another emerging approach for improving ATM
security involves integrating Internet of Things (1oT) devices with surveillance systems. 10T sensors can
monitor physical conditions around ATM machines and detect unusual events such as vibrations, forced
door openings, or temperature changes. For example, vibration sensors can detect attempts to drill or break
open ATM machines. Magnetic sensors can detect unauthorized opening of ATM cabinets. l10T-based ATM
monitoring systems can transmit sensor data and video feeds to centralized monitoring centers where
advanced analytics can be applied. These systems enable remote monitoring of ATM locations and provide
real- time alerts when suspicious activities are detected. Although loT integration enhances ATM security,
managing large numbers of sensors and maintaining reliable communication networks can be challenging.
Additionally, 10T devices may introduce new cybersecurity risks if not properly secured.

11l. PROPOSED METHODOLOGIES

The proposed system focuses on developing an intelligent ATM robbery detection framework using video
surveillance and automated behavior analysis. The main objective of the system is to continuously monitor ATM
environments and detect suspicious activities that may indicate robbery attempts or machine tampering. The
proposed methodology integrates computer vision techniques, machine learning algorithms, and real-time alert
mechanisms to identify abnormal behavior patterns within ATM booths. The overall methodology involves
several stages including video acquisition, image preprocessing, human detection, behavior analysis, anomaly
detection, and alert generation. Each component plays an essential role in ensuring accurate detection of
suspicious activities while minimizing false alarms.

3.1 Video Acquisition Module

The video acquisition module is responsible for capturing real-time video footage from surveillance cameras
installed inside ATM booths. High-resolution CCTV cameras are typically placed at strategic positions to cover
both the ATM machine and the entrance area. This ensures that all activities occurring within the ATM booth
are captured clearly. The captured video streams are transmitted to a central processing unit where they are
analyzed frame by frame. The system extracts individual frames from the video stream at regular intervals for
further processing. Video acquisition systems must maintain high frame rates and resolution to ensure accurate
detection of objects and human movements. In addition, proper camera positioning and lighting conditions play a
critical role in improving the overall performance of the detection system.
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Fig 1: Proposed framework
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3.2 Image Preprocessing Module

Before analyzing the captured frames, the system performs several preprocessing operations to improve image quality
and reduce noise. Image preprocessing is essential for enhancing the accuracy of computer vision algorithms used in
later stages.The main preprocessing steps include Frame Extraction - The video stream is divided into individual
frames that can be processed independently. Each frame represents a snapshot of the monitored environment at a
specific moment in time.Image Resizing - High-resolution images may increase computational complexity. Therefore,
frames are resized to a standard resolution suitable for real-time processing.Noise Reduction -Noise caused by lighting
variations or camera sensors may affect detection accuracy. Noise filtering techniques such as Gaussian filtering or
median filtering are applied to remove unwanted artifacts from the image.Background Subtraction - Background
subtraction techniques are used to separate moving objects from the static background. This process helps identify
regions of interest where human movement occurs.By performing these preprocessing steps, the system improves the
quality of input data and enhances the reliability of subsequent detection algorithms.

3.3 Human Detection Module

Human detection is a critical step in identifying individuals present within the ATM booth. The system uses object
detection algorithms to locate human figures in each video frame.Modern computer vision systems often use deep
learning models to perform object detection tasks. These models are trained on large datasets containing images of
people in different environments and poses. When applied to ATM surveillance footage, the detection model identifies
bounding boxes around individuals present in the frame.Human detection allows the system to determine how many
people are present inside the ATM booth at any given time. Since most ATM booths are designed for single-person
access, the presence of multiple individuals inside the booth may indicate suspicious activity.Once humans are
detected, the system records their positions and movements for further analysis.

3.4 Object Tracking Module

After detecting human presence in individual frames, the system performs object tracking to monitor the
movement of individuals across multiple frames. Object tracking algorithms maintain consistent
identification of each detected individual over time. This enables the system to track the path and movement
patterns of individuals inside the ATM booth. Tracking provides several important pieces of information,
including: Entry and exit times of individuals Duration of stay inside the ATM booth, Movement patterns
within the monitored area. For example, a customer performing a normal transaction typically enters the
booth, interacts with the ATM machine for a short period, and then leaves the booth. However, a person
attempting to tamper with the ATM machine may remain inside the booth for an unusually long time or
move repeatedly around the machine.By analyzing these movement patterns, the system can identify
behaviors that deviate from normal ATM usage.

3.5 Behavior Analysis Module

Behavior analysis is one of the most important components of the proposed system. This module examines
human actions and interactions within the ATM environment to determine whether the observed behavior is
normal or suspicious.The system evaluates several behavioral parameters, including:Number of Individuals -
ATM booths are typically designed for single-user access. If multiple individuals are detected inside the booth
simultaneously, the system marks this as potentially suspicious behavior. Duration of StayNormal ATM
transactions usually take a few minutes. If an individual remains inside the ATM booth for an unusually
long period, it may indicate suspicious activity such as attempting to tamper with the machine. Movement
Patterns - The system analyzes the movement patterns of individuals inside the ATM booth. Repeated
movements around the ATM machine, sudden aggressive actions, or abnormal body postures may indicate
attempts to damage or manipulate the machine. Interaction with ATM Machine -The system monitors interactions
between individuals and the ATM machine. Excessive physical contact with machine components or attempts to
open machine panels may be considered suspicious behavior. These behavioral features are analyzed using
machine learning techniques that classify actions as either normal or abnormal.

3.6 Anomaly Detection Module

The anomaly detection module is responsible for identifying unusual activities that deviate from expected
behavior patterns. This module compares the observed behavior features with predefined models of normal
ATM usage. Machine learning algorithms can be used to detect anomalies based on behavioral data
collected from surveillance footage. These algorithms learn the characteristics of normal ATM usage patterns
and identify deviations that may indicate potential threats. Examples of suspicious activities detected by the
anomaly detection module include: Multiple individuals inside the ATM booth. Prolonged presence near the
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ATM machine. Attempts to cover or disable surveillance cameras. Aggressive actions directed toward the
ATM machine. If any of these activities are detected, the system classifies the event as a potential robbery
attempt.

IV. EXPERIMENTAL RESULTS

To evaluate the effectiveness of the proposed ATM robbery detection system, several experiments were
conducted using surveillance video datasets and simulated ATM monitoring environments. The primary
objective of these experiments was to measure the system's ability to accurately detect suspicious activities such
as ATM tampering, multiple-person presence, and abnormal behavior within ATM booths.

4.1 Behavior Analysis Module

The proposed system was implemented using a computer vision framework capable of processing
surveillance video streams in real time. The experimental setup consists of a surveillance camera, a
processing unit, and a monitoring interface for displaying detection results.

Hardware Configuration

The experiments were conducted using the following hardware configuration: Processor: Intel Core i7,
RAM: 16 GB, GPU: NVIDIA GTX series (for deep learning computation), Storage: 512 GB SSD

Software Environment

The software tools used for system implementation include: Programming Language: Python, Computer
Vision Library: OpenCV, Machine Learning Framework: TensorFlow / PyTorch, Data Processing Tools:
NumPy and Pandas The system processes video streams frame by frame and performs object detection,
tracking, and behavior analysis in real time.

4.2 Behavior Analysis Module

To evaluate the proposed system, surveillance videos representing different ATM usage scenarios were collected and
analyzed. The dataset includes video samples captured in ATM-like environments with varying lighting conditions
and user behaviors.

The dataset consists of the following categories:

1. Normal ATM Transactions — Customers entering the ATM booth, performing transactions, and leaving within a
short period.

2. Multiple Person Entry — More than one person entering the ATM booth simultaneously.

3. Suspicious Movements — Individuals moving repeatedly around the ATM machine or exhibiting unusual behavior.
4, ATM Tampering Simulation — Individuals attempting to damage or open ATM machine components.

A total of 500 video sequences were used for experimental evaluation. These videos were divided into training and
testing sets to ensure unbiased performance evaluation.

4.3 Performance Metrics
Several performance metrics were used to evaluate the effectiveness of the proposed ATM robbery detection
system. Detection accuracy measures the percentage of correctly identified activities (both normal and
suspicious) among all tested samples.

'+ TN

Accuracy = BTN T EN TP

Precision measures the proportion of correctly detected suspicious activities among all detected suspicious

events.
. I'P+ e
Precision = TP
Recall represents the system's ability to detect all actual suspicious activities.
[l ) . 'ill_

|Ir'.

Recall = HE
Metric Value
Precision 0.95
Recall 0.93
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Performance Metric

The high precision value indicates that the system rarely misclassifies normal behavior as suspicious
activity. The recall value demonstrates the system's strong ability to detect actual robbery attempts or
abnormal behaviors.

V. CONCLUSION

Automated Teller Machines (ATMs) have become an essential part of modern banking systems, providing
customers with convenient and secure access to financial services at any time. However, the rapid
expansion of ATM networks has also increased the risk of criminal activities such as robbery, vandalism,
and unauthorized access. These security threats not only cause financial losses for banking institutions but
also create safety concerns for customers using ATM facilities. Traditional security systems, which mainly
rely on CCTV cameras and alarm mechanisms, are often limited in their ability to prevent crimes in real time
because they function primarily as passive monitoring tools.This research proposed an intelligent Anti-Theft
ATM Robbery Detection System based on video surveillance and computer vision techniques. The primary
goal of the proposed system is to enhance ATM security by automatically detecting suspicious activities
and potential robbery attempts using real- time video analysis. The system integrates multiple modules,
including video acquisition, image preprocessing, human detection, object tracking, behavior analysis,
anomaly detection, and alert generation. These modules work together to continuously monitor ATM
environments and identify abnormal behavior patterns that may indicate criminal activity.One of the major
strengths of the proposed system is its ability to analyze behavioral patterns rather than relying solely on simple
motion detection techniques. By examining factors such as the number of individuals inside the ATM
booth, the duration of their stay, their movement patterns, and their interaction with the ATM machine, the
system can effectively differentiate between normal customer activities and suspicious behavior. This behavior-
based approach significantly improves detection accuracy and reduces the number of false alarms compared to
conventional surveillance systems.

The experimental results demonstrated that the proposed system performs effectively in identifying
suspicious activities in ATM environments. The system achieved high detection accuracy and demonstrated
reliable performance across multiple testing scenarios, including normal ATM transactions, multiple-person
entry situations, and simulated ATM tampering attempts. Additionally, the system is capable of processing
video streams in real time and generating immediate alerts when suspicious activities are detected. These
alerts can be sent to security personnel through notifications or alarm systems, allowing authorities to
respond quickly and potentially prevent robbery incidents before they occur. Another important advantage
of the proposed system is its ability to reduce the workload of human security operators. Instead of
continuously monitoring surveillance footage, security personnel can rely on the automated system to detect
and report suspicious activities. This not only improves operational efficiency but also ensures that potential
threats are identified more quickly and accurately. Although the proposed system demonstrates strong
performance, certain challenges remain. Environmental factors such as poor lighting conditions, camera
obstruction, or unusual customer behavior m. ay affect detection accuracy. Future research can focus on
improving the robustness of the system by incorporating advanced deep learning models, larger training
datasets, and additional sensor technologies. In conclusion, the proposed Anti-Theft ATM Robbery
Detection System provides an effective and intelligent solution for enhancing ATM security. By leveraging
computer vision and automated behavior analysis, the system enables real-time monitoring and rapid
detection of suspicious activities. The implementation of such intelligent surveillance systems can
significantly reduce ATM-related crimes, improve customer safety, and strengthen the overall security
infrastructure of modern banking networks.
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