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ABSTRACT: As internet technologies and digital communication expand, cybersecurity risks are rising quickly. 

Malware, phishing, and Distributed Denial of Service (DDoS) attacks are just a few of the cyberattacks that people and 

organisations are more susceptible to. These assaults have the potential to compromise private data, interfere with 

network services, and seriously harm operations and finances. It is challenging to successfully identify new or unknown 

threats because traditional security systems primarily rely on predefined rules and signature-based detection techniques. 

 

In order to recognise anomalous network activity and automatically identify possible cyberattacks, this paper suggests 

an Intelligent Cyber Threat Detection System that uses machine learning. The system uses machine learning algorithms 

to analyse network traffic data and categorise it as either malicious or normal. The detection model is tested and trained 

using the CICIDS2017 dataset. The system can recognise suspicious activity and offer early cyber threat detection by 

identifying patterns in past network data. In order to improve overall network security, the suggested method seeks to 

enhance cybersecurity monitoring and assist organisations in promptly responding to possible attacks. 
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I. INTRODUCTION 

 

Cyberattacks are now a major threat to people, companies, and organisations due to the quick development of digital 

technologies and internet connectivity. Attackers now have more ways to take advantage of weaknesses in computer 

systems and networks due to the growing use of online services, cloud computing, and digital  

 

communication. To obtain unauthorised access to systems, steal confidential information, or interfere with network 

services, cybercriminals employ a variety of strategies, including phishing, malware, ransomware, and Distributed 

Denial of Service (DDoS) attacks. Serious repercussions from these attacks could include monetary losses, data 

breaches, harm to one's reputation, and interruptions to business operations. To defend networks against online threats, 

conventional cybersecurity techniques like firewalls, antivirus programs, and signature-based intrusion detection systems 

(IDS) are frequently employed. To identify malicious activity, these systems rely on pre-established rules and recognised 
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attack signatures. But contemporary cyberattacks are growing increasingly complex and ever-changing. Because of this, 

conventional security systems frequently fail to identify novel or unidentified threats, also referred to as zero-day attacks. 

Because of this constraint, more sophisticated and flexible security solutions must be created. 

 

One way to improve cyber security systems is by using a machine learning (ML) technique. A large amount of data from 

network traffic can be analyzed by a machine learning model, which will be able to identify patterns of both normal and 

malicious behavior. It is better at detecting potential cyber threats and anomalies by learning from previous data 

compared to other techniques. 

 

In this paper, an "Intelligent Cyber Threat Detection System using Machine Learning" is proposed, which can enhance 

network security. In this system, network traffic data is analyzed, and activities are classified as "Normal" or "Malicious" 

using machine learning techniques. For training and testing, the "CICIDS2017" dataset, which includes real-world 

network data, is used. This system is expected to enhance cybersecurity by detecting cyber attacks at an early stage, 

enabling organizations to take appropriate actions against potential cyber threats. 

 

II. PROBLEM STATEMENT 

 

Today’s networks are generating a huge amount of traffic data, which makes it hard for security experts to monitor the 

traffic data manually in order to detect cyber attacks. 

 

It is believed that as cyber attacks are becoming sophisticated, there is a need for the development of intelligent systems 

that can automatically analyze the data in the network in order to detect unusual activities. 

 

It is believed that the absence of automated systems for detecting cyber attacks can result in the destruction of the 

network infrastructure. 

 

It is with this reason that this project aims at developing an Intelligent Cyber Threat Detection System using Machine 

Learning in order to detect cyber attacks in the network. 

 

III. EXISTING SYSTEM 

 

Currently, available cybersecurity systems utilize conventional security solutions to ensure computer networks' security 

against cyber threats. Conventional security solutions include firewalls, signature-based Intrusion Detection Systems, 

antivirus software, and manual monitoring by security experts. Firewalls provide a boundary between trusted networks, 

which operate internally, and external networks, which are not trusted. Firewalls filter incoming and outgoing network 

traffic according to defined rules. Intrusion Detection Systems, on the other hand, monitor activities taking place within a 

network. 

 

Signature detection is a common method that has been widely used in many traditional security systems. Signature 

detection identifies cyber attacks through a comparison of network activities to known patterns of cyber attacks, which 

are stored in a database as a signature. However, this method is limited in that it performs poorly in identifying new 

cyber attacks that are unknown to it. 

 

In addition, there is a need for organizations to employ security analysts to monitor network logs and identify potential 

threats. This is a time-consuming process and requires a lot of human resources, especially in cases where a large amount 

of network traffic is generated daily. This increases the chances of human error in the process. 

 

Another limitation associated with the traditional system is the rate of false alarms. In some cases, the system may 

identify normal network activities as potential threats. This may increase the rate of false alarms. 

 

Because of such limitations, it has been seen that traditional cybersecurity systems are not always effective in detecting 

new cyber threats. Hence, it has become necessary to use intelligent systems like machine learning-based threat detection 

systems to improve cybersecurity monitoring. 
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IV. PROPOSED SYSTEM 

 

The proposed system is focused on developing an "Intelligent Cyber Threat Detection System using Machine Learning" 

for the automated detection of malicious activities in the network. This system is different from traditional cyber threat 

detection systems that follow rule-based approaches for threat detection. 

 

In this system, the data is collected in the form of network traffic using a cybersecurity dataset. The CICIDS2017 dataset 

is chosen for this system as it contains normal as well as multiple types of cyber attack data. Prior to the training of the 

model, the data collected in the previous step is subjected to a data preprocessing step. In this step, unnecessary data is 

eliminated, data with missing values is managed, and the data is cleaned in order to enhance the quality of the data. 

 

Subsequent to the data preprocessing step, machine learning algorithms are employed in the training of the threat 

detection model. The trained model is capable of learning from the data collected in the past, allowing the model to 

classify the data as either normal or malicious. When new data regarding the network is fed into the system, the trained 

model is capable of detecting the suspicious activity based on the patterns learned from the data collected in the past. 

 

In order for the system to be easily monitored, a web-based dashboard is developed using the Flask framework. The 

dashboard displays the detection result and offers a simple interface for the user to view potential threats. With the 

proposed system's automated detection feature, the accuracy and efficiency of the system are improved. 

 

V. SYSTEM ARCHITECTURE 

 

The system architecture of the proposed Intelligent Cyber Threat Detection System is composed of different components 

that collaborate with each other to identify cyber attacks in the network traffic data. The system architecture is composed 

of data collection, data preprocessing, training of the machine learning model, detection of the threat, and visualization of 

the results. 

 

Firstly, the network traffic data is collected using the CICIDS2017 dataset. This dataset contains normal network traffic 

as well as various kinds of cyber attacks. This data is used for the training and testing of the machine learning model. 

 

After collecting the data, the data preprocessing phase is performed. Here, the data is cleaned by eliminating any missing 

or irrelevant values. Important features are also chosen for this phase. This step is important for the quality and accuracy 

of the machine learning model. 

 

After the preprocessing stage, the processed dataset is used for training the machine learning model. The machine 

learning model learns the patterns from the dataset and is able to distinguish between normal network traffic and 

malicious activities. After the training is done with the dataset, the machine learning model is ready for prediction of 

potential cyber attacks. 

 

The machine learning model receives the network traffic data as an input. The machine learning model performs the task 

of threat detection by analyzing the data and identifying whether the data is normal or malicious. 

 

Finally, the detection results are presented in a web-based dashboard implemented using Flask. The dashboard provides 

users with a way to monitor network activities and view detected threats in a simple and user-friendly manner.The 

proposed architecture allows for automating a variety of security-related tasks, such as threat detection and incident 

response. 
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VI. METHODOLOGY 

 

The proposed Intelligent Cyber Threat Detection System utilizes machine learning algorithms in the detection of cyber 

threats in the network. The methodology used in the proposed Intelligent Cyber Threat Detection System involves 

several steps, including data collection, data preprocessing, training, threat detection, and visualization using a web 

interface. The step-by-step working process of the proposed Intelligent Cyber Threat Detection System is as shown in 

Fig. 2. 

 

A. Dataset Collection 

The system uses a dataset called CICIDS2017, which is a popular dataset in cybersecurity-related tasks. The dataset 

contains various records of network traffic that include both normal and malicious activities such as DDoS attacks, brute-

force attacks, and infiltration attacks. The dataset contains various features that are helpful in recognizing abnormal 

patterns in network traffic. 

 

B. Data Preprocessing 

Data preprocessing is a significant step to process the data for machine learning. During this step, unnecessary data is 

removed from the dataset. Here, cleaning and preparation of data take place to enhance the performance of the machine 

learning model. Feature selection and normalization may also take place during this step. 

 

C. Model Training 

After this preprocessing stage, the cleaned data is used for training the machine learning model. The dataset is split into 

training data and testing data. In this research, the classification problem is addressed by using the Random Forest and 

Logistic Regression algorithms. The machine learning models are trained by learning the characteristics of normal and 

malicious network traffic. Then the performance of the trained model is checked by using the testing data. 

 

D. Threat Detection 

Once the model is trained, it is used to analyze new network traffic data. Based on the patterns learned, the network 

traffic is classified as normal or malicious. If there is any suspicious activity, it is classified as a cyber threat. 
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E. Visualization and MonitoringThe threats identified are shown through a web interface using Flask. This interface is 

useful for monitoring the activities taking place in the network and for identifying any attack. Alerts may also be sent to 

notify users about possible cyber threats. 

 
 

VII. RESULTS AND DISCUSSION 

 

The proposed Intelligent Cyber Threat Detection System was aimed at detecting malicious network activities using 

machine learning approaches. The Intelligent Cyber Threat Detection System was tested using the CICIDS2017 data set, 

which comprises both normal and attack traffic. 

 

Once the data set is preprocessed and the machine learning algorithm is trained, the system is able to classify the network 

traffic as normal and malicious. The system is able to show effective results in the detection of common attacks like 

DDoS and brute force attacks. 

 

The results show that the detection of cyber attacks is greatly improved through the usage of the machine learning-based 

system. The system reduces the manual efforts in the detection of attacks. 

 

The web-based dashboard, which was created using the Flask library, is a simple yet efficient interface for monitoring 

the traffic on the network as well as the threats that are detected. 

 

However, the system has a few limitations as well. The accuracy of the model depends on the data set used as well as the 

features chosen for the model. 

 

Overall, the proposed system demonstrates the potential of machine learning in improving cybersecurity monitoring and 

threat detection. 
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VIII. CONCLUSION 

 

In this paper, an Intelligent Cyber Threat Detection System based on the concept of machine learning has been proposed. 

The system processes the network traffic data and classifies it as normal and malicious activity. 

 

The use of machine learning helps in the detection of known as well as unknown cyber attacks more efficiently 

compared to other security systems. The incorporation of the web-based dashboard feature enhances the usability of the 

system. 

 

The proposed system minimizes human intervention and maximizes the efficiency of cybersecurity operations. For 

future enhancement of this system, it can be improved to achieve greater accuracy through the implementation of 

efficient machine learning algorithms and real-time data processing. 
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