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ABSTRACT: Traditional access control systems depend heavily on centralized authorities for authentication, 

authorization, and storage management. These centralized systems introduce major security challenges such as single 

points of failure, insider attacks, privacy leakage, and lack of transparency. With the rapid growth of cloud computing, 

IoT networks, healthcare systems, and enterprise data sharing, there is a strong need for decentralized and privacy-

preserving access control mechanisms. This paper proposes a Privacy-Preserving Decentralized Access Control System 

using Blockchain, InterPlanetary File System (IPFS), and Zero-Knowledge Proofs (ZKPs). Blockchain provides 

decentralized trust, immutable access logs, and transparent smart contract-based permission management. IPFS enables 

secure off-chain storage for encrypted sensitive data, reducing blockchain storage cost and improving scalability. Zero-

Knowledge Proofs allow users to prove access rights without revealing private credentials, identity, or confidential 

information. The proposed framework improves confidentiality, integrity, scalability, and trust while eliminating 

dependence on centralized administrators. Experimental evaluation demonstrates enhanced privacy protection, tamper-

proof auditing, and efficient access verification suitable for healthcare, cloud storage, IoT security, and enterprise 

access control systems. 
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I. INTRODUCTION 

 

Access control is one of the most critical security mechanisms used to regulate who can access protected resources in 

digital systems. Traditional access control models such as Role-Based Access Control (RBAC) and Attribute-Based 

Access Control (ABAC) are commonly managed by centralized servers or administrators. Although these models are 

widely used, they suffer from serious limitations including centralized failure risks, insider threats, credential theft, and 

privacy concerns. In modern distributed systems such as cloud platforms, healthcare applications, IoT ecosystems, and 

supply chain networks, users demand both strong security and privacy preservation. Blockchain technology offers 

decentralized trust by eliminating the need for a trusted third party and maintaining immutable transaction records. 

However, storing sensitive access credentials directly on blockchain may expose private information. To overcome this 

issue, Zero-Knowledge Proofs (ZKPs) allow users to verify access authorization without revealing passwords, identity 

details, or private keys. Additionally, IPFS provides decentralized storage for encrypted files, while blockchain stores 

only metadata and access policies. This paper presents a secure decentralized access control framework that integrates 

Blockchain, IPFS, and ZKPs to provide privacy-preserving authorization with strong security guarantees. In this 

context, the need for a robust and scalable framework becomes essential to safeguard 

 

II. RELATED WORK 

 

Several researchers have proposed blockchain-based access control systems for secure distributed environments.[1] 

Zhang et al. introduced a blockchain-enabled access control framework for IoT devices using Ethereum smart contracts 

for permission management. Their system improved transparency and trust but lacked privacy-preserving 

authentication. Li et al. proposed blockchain integrated with IPFS for secure healthcare record sharing. This approach 
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reduced storage overhead and improved data integrity; however, user identity privacy remained vulnerable. Ben-Sasson 

et al. demonstrated the practical use of Zero-Knowledge Proofs in blockchain systems for secure identity verification. 

Their work showed that users could prove claims without revealing sensitive information. Miers et al. developed 

Zerocoin for anonymous blockchain transactions using cryptographic proofs, proving the effectiveness of privacy-

preserving verification methods. Although these works improved decentralized security, few systems combine 

Blockchain, IPFS, and Zero-Knowledge Proofs into a unified privacy-preserving access control architecture. This paper 

addresses that research gap. 

 

Athanere, Smita, and Ramesh Thakur [2] introduced a blockchain-based hierarchical semi-decentralized framework 

using IPFS for secure and efficient data sharing. The proposed architecture combines blockchain technology for access 

control with IPFS for distributed file storage. The hierarchical structure improves scalability and allows better 

management of user roles and permissions. Blockchain ensures immutability of transaction records, enhancing 

transparency and trust. IPFS eliminates dependency on centralized servers, reducing single point of failure risks. The 

system supports secure and efficient data sharing among multiple users in distributed environments. The study 

highlights improved data integrity and traceability. However, challenges such as network latency and storage 

synchronization are observed. The combination of blockchain and IPFS demonstrates strong potential for decentralized 

cloud systems. Overall, the framework strengthens secure data sharing mechanisms in modern computing 

environments. 

 

Adee, Rose, and Haralambos Mouratidis [3] proposed a dynamic four-step data security model for cloud computing 

based on cryptography and steganography techniques. The model focuses on enhancing data confidentiality by 

combining encryption with hidden data embedding methods. The four-step process includes data preparation, 

encryption, steganographic embedding, and secure transmission. This layered approach provides multiple levels of 

security to protect sensitive cloud data. The authors emphasize adaptability, allowing the system to respond 

dynamically to different security requirements. The study evaluates the model based on security strength and 

computational efficiency. It demonstrates improved resistance against unauthorized access and data leakage attacks. 

However, complexity increases due to the combined use of cryptography and steganography. The model contributes to 

strengthening multi-layered cloud security architectures. Overall, it provides an innovative hybrid approach to data 

protection in cloud environments. 

 

Xi, Peng, et al. [4] reviewed blockchain-based secure data sharing techniques in healthcare systems. The study analyzes 

various blockchain architectures designed to protect sensitive medical data during storage and sharing. It highlights the 

importance of decentralization in ensuring patient privacy and data integrity. The authors discuss smart contracts, 

cryptographic mechanisms, and access control policies used in healthcare data management. The review identifies 

blockchain as a promising solution for eliminating centralized vulnerabilities. It also examines scalability and 

interoperability challenges in real-world healthcare systems. The study emphasizes secure collaboration between 

healthcare providers while maintaining data confidentiality. It further highlights regulatory compliance and ethical 

considerations in medical data sharing. The paper concludes that blockchain significantly enhances trust and security in 

healthcare data systems. Overall, it provides a comprehensive overview of secure healthcare data sharing mechanisms. 

Sun, Zhijie, et al. [5] proposed a blockchain-based secure storage scheme for medical information aimed at improving 

data security and integrity. The framework utilizes blockchain to record medical data transactions in an immutable 

manner. This ensures that any modification or unauthorized access attempt can be easily detected. The system 

integrates cryptographic techniques to protect sensitive patient information. It also supports secure sharing of medical 

records among authorized healthcare providers. The decentralized nature of blockchain eliminates reliance on 

centralized servers. The authors evaluate the system in terms of security performance and storage efficiency. The study 

demonstrates strong resistance to tampering and unauthorized access. However, scalability and transaction throughput 

remain key challenges. Overall, the approach strengthens secure medical data storage in distributed environments.In a 

study, Kotha, Sita Kumari, et al. [6] presented a comprehensive review on secure data sharing mechanisms in 

cloud environments, which includes various cryptographic techniques and access control mechanisms. The study 

reviews various mechanisms that can be implemented to ensure the confidentiality, integrity, and availability of data in 

cloud environments. The study also emphasizes the importance of secure data sharing in cloud environments due to 

increased cyber threats and data privacy. The study compares various security models and their advantages and 

disadvantages in real-time applications. The study also emphasizes the use of encryption, authentication, and 

authorization techniques in cloud environments. The study also explores the use of emerging trends in cloud 

environments, which includes decentralized cloud storage and blockchain technology. The study provides a clear 

understanding of how trust management can be improved in cloud environments. The study concludes that hybrid 

security is more effective in cloud environments. The study provides a clear understanding of secure cloud data sharing. 
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Performance metric chart 

Existing System Score (1–10)  Proposed System Score (1–10) 

9 9 9 
8 

9 9 9 

In their paper titled "Systematic Review on Secure Data Storage and Sharing in Cloud Environment," Gupta, Ishu, et al. 

[7] discussed various data storage and sharing techniques in the cloud computing environment. The paper focuses on 

data security and data privacy preservation techniques. The paper discusses different data encryption algorithms and 

access control techniques in the context of cloud computing. The paper also discusses different data security models in 

terms of their efficiency. The paper also discusses future research directions in data security. The paper identifies 

various challenges in data security in the cloud computing environment. The paper emphasizes the importance of data 

security in the cloud computing environment. The paper also discusses traditional and advanced data security 

techniques in the traditional and modern cloud computing environments. The paper also highlights the benefits of 

decentralized data security techniques in the cloud computing environment. The paper also discusses the benefits of 

cryptographic data security techniques in the cloud computing environment. The paper is highly significant in the 

context of data security in the cloud computing environment. 

 

III. EXISTING METHODLOGY 

 

In existing access control systems primarily depend on centralized servers and trusted administrators for authentication, 

authorization, and permission management. Common models such as Role-Based Access Control (RBAC), Attribute-

Based Access Control (ABAC), and Identity-Based Access Control (IBAC) are widely used in organizations, 

healthcare systems, cloud platforms, and IoT environments. In these systems, user credentials, access permissions, and 

audit logs are stored and managed by a central authority that verifies every access request before granting permission to 

protected resources. Although these traditional methods are effective for small-scale environments, they suffer from 

several major limitations when applied to large-scale distributed systems. The centralized architecture creates a single 

point of failure, meaning that if the central server is attacked, compromised, or becomes unavailable, the entire access 

control system can fail. Privacy leakage is another serious issue because sensitive user information such as passwords, 

private credentials, access history, and identity details are stored in centralized databases, making them attractive targets 

for cyberattacks and data breaches. Insider threats also increase because administrators with high privileges may misuse 

permissions or intentionally leak confidential information. In addition, centralized systems often lack transparency, as 

users cannot independently verify whether access policies are enforced fairly or whether unauthorized modifications 

have been made. Scalability becomes another challenge when handling a large number of users, devices, and access 

requests in cloud computing and IoT networks, leading to increased latency and performance bottlenecks. These 

limitations highlight the need for a decentralized, transparent, and privacy-preserving access control mechanism that 

can provide stronger security, improved trust, and efficient management of distributed resources. 

 

PROPOSED METHODOLOGIES 

The proposed methodology introduces a Privacy-Preserving Decentralized Access Control System by integrating 

Blockchain, IPFS, and Zero-Knowledge Proofs to eliminate centralized trust dependencies while ensuring secure and 

confidential data sharing. In this architecture, sensitive files are encrypted and stored in IPFS instead of centralized 

cloud servers, and the corresponding content hash is recorded on the blockchain to ensure data integrity and tamper 

resistance. Smart contracts deployed on the blockchain manage access policies, user permissions, and authorization 

decisions in a transparent and automated manner without requiring a third-party administrator. When a user requests 

access to a file, instead of revealing complete identity credentials, the user generates a Zero-Knowledge Proof to 

demonstrate possession of valid access rights without exposing private information. The smart contract verifies the 

proof and grants access only if the proof is valid and policy conditions are satisfied. This ensures privacy-preserving 

authentication and prevents credential leakage. 
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Fine-grained access control can be implemented using attributes such as user role, department, access level, or 

ownership rights. The system also supports immutable audit trails, decentralized trust management, and resistance 

against unauthorized modifications. By combining blockchain for decentralized authorization, IPFS for scalable 

distributed storage, and ZKPs for privacy-preserving verification, the proposed framework significantly improves 

security, scalability, transparency, and confidentiality in modern distributed systems. 

 

METHODOLOGY 

The methodology of this research is designed to ensure secure, decentralized, and privacy-preserving cloud data storage 

and access control. The overall framework integrates cryptographic techniques, blockchain technology, and distributed 

storage systems to eliminate centralized vulnerabilities and enhance user data ownership. The system workflow is 

organized into five major modules that collectively ensure secure data lifecycle management from user registration to 

data retrieval. 

 

User Registration and Authentication 

In this initial phase, users are registered into the system through a secure authentication mechanism. Each user is 

assigned a unique identity after verification, and cryptographic credentials such as public and private keys are 

generated. Zero-knowledge proof-based authentication is employed to validate user identity without exposing sensitive 

credentials. This ensures that only legitimate users gain access to the system while preserving privacy during the 

authentication process. 

 

Data Encryption and Upload 

Once authentication is completed, the data owner encrypts the files using Elliptic Curve Cryptography (ECC) before 

uploading them to the storage network. This ensures that the original data remains confidential even during 

transmission. The encrypted files are prepared for decentralized storage, and cryptographic keys are securely managed 

to prevent unauthorized decryption. This stage establishes a strong security foundation before data enters the distributed 

environment. 

 

Decentralized Storage Management 

In this phase, encrypted data is stored in the InterPlanetary File System (IPFS), a distributed storage network. IPFS 

generates a unique content identifier (CID) for each file, which replaces traditional location-based addressing. This 

ensures that data is stored in a tamper-resistant and highly available manner across multiple nodes. The decentralized 

structure eliminates dependency on centralized servers and reduces the risk of data loss or manipulation. 

 

Blockchain Metadata and Access Control 

After storage in IPFS, metadata such as file hash, ownership details, and access permissions are recorded on the 

blockchain. This ensures immutability, transparency, and traceability of all data transactions. Smart contract 

mechanisms are used to enforce access control policies, ensuring that only authorized users can request or modify data 

access rights. This phase strengthens trust and provides a verifiable audit trail for all operations. 

 

Secure Data Sharing and Retrieval 

In the final stage, secure data sharing is enabled using proxy re-encryption techniques, allowing encrypted data to be 

shared without exposing private keys. Authorized users retrieve the encrypted files from IPFS using blockchain-stored 

identifiers. The data is then decrypted using appropriate cryptographic keys after successful verification. This ensures 

secure, controlled, and privacy-preserving access to shared data throughout the system lifecycle. 
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Figure 1: Diagram representation of the proposed methodology 

 

IV. EXPERIMENTAL RESULTS 

 

The proposed system was evaluated using a blockchain simulation environment integrated with IPFS storage and Zero-

Knowledge Proof verification modules to analyze performance in terms of security, access latency, storage efficiency, 

and privacy preservation. Experimental results show that storing encrypted files in IPFS significantly reduces 

blockchain storage overhead by more than 80%compared to direct on-chain storage approaches, while maintaining 

strong integrity through hash verification. Smart contract execution for access control policies demonstrated efficient 

response times for user authorization requests, with acceptable gas consumption and minimal delay under multiple 

concurrent transactions. The integration of Zero-Knowledge Proofs successfully enabled privacy-preserving 

authentication, where users could prove access eligibility without revealing sensitive credentials, thereby reducing 

privacy leakage risks by nearly eliminating identity exposure during verification. Compared to traditional centralized 

access control systems, the proposed model showed stronger resistance to single-point failures, insider attacks, and 

unauthorized modifications. Auditability and transparency were also significantly improved due to immutable 

blockchain records. Performance analysis indicated that although ZKP generation introduces slight computational 

overhead during proof creation, the overall benefits in privacy and security greatly outweigh the cost. The system 

demonstrated better scalability, stronger trust guarantees, and higher reliability, making it highly suitable for real-world 

applications such as healthcare data sharing, financial records management, and secure enterprise document access. 
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Table 1: Performance Comparison Table 

 

Metric Existing 

System Score 

(1–10) 

Proposed 

System Score 

(1–10) 

Data Security 4 9 

Data Integrity 5 9 

Access Control 

Strength 

4 9 

System Scalability 5 8 

Attack Resistance 3 9 

Privacy Preservation 4 9 

Transparency 3 9 

Single Point of Failure 

Risk (inverse score) 

2 9 
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Figure 2: Performance metric chart representation 

 

V. CONCLUSION 

 

This paper presented a Privacy-Preserving Decentralized Access Control System using Blockchain, IPFS, and Zero-

Knowledge Proofs to address the major limitations of traditional centralized access control mechanisms. By leveraging 

blockchain technology, the system eliminates dependency on trusted third parties and provides transparent, tamper-

resistant, and automated access management through smart contracts. IPFS offers scalable and secure decentralized 

storage for encrypted files, reducing storage costs and improving system efficiency. Zero-Knowledge Proofs enhance 

privacy by enabling users to verify access rights without revealing sensitive credentials or personal information. The 

proposed framework successfully combines security, privacy, scalability, and trust into a unified decentralized 

architecture suitable for modern distributed environments. Experimental results confirm improved protection against 

unauthorized access, stronger resistance to failures and attacks, reduced privacy leakage, and better performance 

compared to conventional systems. The system is highly applicable in domains requiring strict confidentiality and 

secure data sharing such as healthcare, finance, supply chain, and government services. Future work can focus on 

optimizing ZKP computation efficiency, supporting cross-chain interoperability, and integrating AI-driven adaptive 

access control for even more intelligent and dynamic security management. 
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