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ABSTRACT: This paper proposes an AI-based framework for detecting suspicious activities and criminal faces, which 

can be used to enhance the capabilities of contemporary surveillance systems. The framework combines the power of 

advanced computer vision and deep learning algorithms, which can be used to carry out real-time surveillance in public 

as well as high-security zones. Object detection algorithms, specifically the YOLO algorithm, can be used to identify 

potential threats, which may include weapons and suspicious objects. Similarly, pose estimation and anomaly detection 

algorithms can be used to identify abnormal human behaviour , which may include aggressiveness and prolonged 

loitering. To carry out accurate facial verification, a convolutional neural network based on the Grassmannian 

algorithm can be used, which can accurately match facial features even in adverse lighting and occlusion. A database 

can also be created to accurately match criminal faces. The integration of automated threat detection, behavioural 

analysis, and facial recognition enhances situational awareness and reduces dependency on manual surveillance. This 

research contributes to the development of intelligent security solutions for smart cities, banking systems, and law 

enforcement applications, improving response time and overall public safety. 

 

KEYWORDS: Anomaly detection, Computer vision, Deep learning, Facial recognition, Object Detection, Suspicious 

activity detection, YOLO. 

 

I. INTRODUCTION 

 

The rapid development in artificial intelligence and deep learning technology has profoundly impacted the field of 

security and surveillance systems. Conventional security monitoring systems, which are based on human  

 

observation, are not able to cope with the increasing amount of video data in urban areas. Factors like human fatigue, 

response time, and attention span are some of the major issues that are hindering the ability to detect suspicious 

activities in a timely manner. This has created a huge need in the field of security systems with smart surveillance 

systems that can assist in automating the process with high accuracy and reliability.  Recent developments in computer 

vision have allowed the creation of machines that are able to comprehend visual information and detect complex 

patterns related to human activities. Various computer vision techniques, like object detection, pose estimation, and 

anomaly detection, have allowed the identification of activities like loitering, aggressive behaviour, and the existence of 

dangerous objects. In addition, developments in facial recognition have moved beyond traditional approaches, 

incorporating new techniques like deep learning to effectively extract features even in complex scenarios like varying 

illumination, occlusion, and different viewpoints. All these developments have helped in the identification and tracking 

of people in surveillance scenarios. The focus of this research is to create an integrated system that can utilize 

suspicious activity detection and face recognition to ensure better security for people. By utilizing efficient detection 

methods and face extraction techniques, it can provide security forces with better alerts and information in real-time. 

The addition of automated systems can eliminate the need for human monitoring and can aid in more efficient 

responses. This can aid in developing smart security systems for different needs like city security, bank security, and 

law enforcement, which can be helpful in preventing crimes in a more proactive manner. 
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II. RELATED WORK 

 

[1] presented a crime monitoring system based on deep learning methods to improve the efficiency of crime monitoring 

systems. The study mainly focuses on combining computer vision techniques with video streams to automatically 

detect suspicious behaviour. In this study, a convolutional neural network is used to extract spatial features from video 

streams to detect abnormal behaviour with high accuracy. Real-time monitoring is an important part of this system to 

continuously monitor video streams without any human intervention. The system architecture includes object detection 

methods to detect potential threats like weapons and suspicious movements. Moreover, temporal analysis is used to 

understand behaviour in successive frames. The proposed system improves accuracy in crime monitoring systems 

compared to traditional systems based on rule-based systems. In addition, this study emphasizes the need for automated 

alert systems in critical conditions. The performance evaluation results show that deep learning reduces false alarms in 

crime monitoring systems. The proposed system can be integrated with smart city infrastructure and security systems. 

However, challenges related to computational complexity and scalability are noted. The study establishes a foundation 

for intelligent surveillance systems driven by real-time analytics. 

 

[2] conducted a comprehensive review on the methodologies used in predicting crimes with the help of machine 

learning and deep learning techniques. The research evaluates the effectiveness of different algorithms, like decision 

trees, support vector machines, and neural networks, in predicting crimes. The importance of historical crime data and 

socio-economic factors in enhancing the accuracy of the prediction is discussed in this paper. The paper focuses on the 

shift from conventional statistical models to sophisticated models like deep learning models. The paper highlights the 

importance of neural networks in predicting crimes, as they are able to identify complex patterns and non-linear 

relationships in the crime data. The importance of integrating spatial and temporal data in enhancing the accuracy of the 

prediction is discussed in this paper. The limitations, like data imbalance and the absence of standardized datasets, are 

discussed in this paper. The challenges in implementing the predictive models in real-world scenarios are discussed in 

this paper. The ethical issues related to predicting crimes are discussed in this paper. The study suggests the use of 

hybrid models to overcome existing limitations. Future directions include  

 

 

the incorporation of real-time data streams and advanced feature engineering techniques. The work provides valuable 

insights into the evolution and potential of      AI-driven crime prediction systems. 

In the work presented by [3] is proposed as a neural structured learning method that uses Vision Transformers for 

violence detection in video frames. The method is based on using transformer architecture to detect long-range 

dependencies in frames. The main difference between this method and other conventional methods that use 

convolutional neural networks is that the feature representation is enhanced using attention mechanisms. The method is 

designed to detect violent activities in frames using spatial and temporal information. Experimental results show that 

the method is more accurate in recognizing complex actions compared to other conventional methods that use CNN. 

The method is capable of differentiating between normal and violent behaviour in dynamic environments. The work 

also focuses on the robustness of the method in handling occlusions and changes in camera angles. The method is 

trained using large-scale datasets to enhance its generalization capabilities. The study highlights the importance of 

structured learning in improving classification accuracy. However, computational requirements and training complexity 

remain significant challenges. The framework is particularly suitable for high-level surveillance and security 

applications. This work contributes to the advancement of transformer-based models in video analysis tasks. 

 

In a research article, [4] have presented a detailed review of deep learning-based approaches for violence detection in 

video surveillance systems. The study discusses different methodologies, including convolutional neural networks, 

recurrent neural networks, and their combination. The research also compares different approaches used for feature 

extraction. The study highlights the efficiency of deep learning-based approaches for detecting complex human 

behaviour through video surveillance systems. The research discusses different benchmark datasets and evaluation 

metrics for assessing the performance of deep learning models. The research highlights the importance of multimodal 

data, including audio-visual data, for improving the accuracy of violence detection. The review highlights different 

limitations of the existing research, including the detection of different environmental changes. The research also 

discusses the trade-off between accuracy and efficiency of deep learning models.  

 

[6] have put forward a framework for deep learning-based crime prediction using images and videos. The method 

incorporates object detection techniques with neural networks to detect suspicious activities within surveillance 

settings. The emphasis of the system is to detect significant features of images to classify the threats accurately. Real-

time object detection capabilities are highlighted to address critical situations. The effectiveness of spatial-temporal 
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analysis for the system’s efficiency is demonstrated. The model uses various data sets to train the network to increase 

the overall generalization capabilities. The experimental results show that the system achieves higher accuracy 

compared to other machine learning methods. The study highlights the significance of automated surveillance systems 

to reduce human intervention. The processing speed of the system and hardware requirements are mentioned as 

constraints. The overall framework can be applied to various scenarios such as urban security systems. This work 

contributes to the development of efficient AI-based crime detection solutions. 

 

[7] presented a framework for abnormal behaviour analysis using data fusion in the field of automated systems. The 

research combines multiple sources of data, including visual information and sensor information. Machine learning 

techniques are utilized to fuse the data for decision-making. The focus of the research is to detect abnormal behaviour 

with high precision. Feature extraction is carried out using multiple modalities to extract spatial and temporal 

characteristics. The fusion of data provides robustness to noisy and insufficient data. The experiment demonstrates the 

detection of abnormal behaviour with increased accuracy. The framework provides excellent adaptability to changing 

environments. Real-time processing is emphasized for the identification of abnormal behaviour. Challenges in real-time 

processing are discussed. The proposed method is applicable in monitoring and surveillance scenarios. This research 

highlights the importance of multi-modal integration in abnormal behaviour detection. 

 

A comprehensive survey on deep learning methods for abnormal human behaviour detection in videos was presented 

by [9] et al. The authors discuss various architectures that are used for abnormal behaviour detection, including 

convolutional neural networks, recurrent neural networks, and hybrid models. Deep learning models are emphasized as 

they play a critical role in Spatio-temporal feature extraction for complex human behaviour. Various datasets that are 

used for evaluation are discussed. The challenges that are faced during human behaviour recognition are discussed. 

These challenges include occlusion, cluttered background, and human movements. Real-time implementation 

challenges are discussed. The role of transfer learning is emphasized as a means to boost performance using limited 

resources. Emerging trends are discussed. These trends include transformer models. Limitations related to 

generalization across diverse environments are noted. Future directions include the development of lightweight and 

scalable models. The work provides valuable insights into advancements in abnormal behaviour detection. 

 

The study by [10] examines the possibility of applying behaviour analysis and machine learning algorithms to improve 

the process of risk management within the domain of cybersecurity. The study mainly discusses the analysis of human 

behaviour patterns to detect possible risks and threats. Machine learning algorithms are used to detect anomalies within 

human behaviour. The importance of human factors in improving security mechanisms is highlighted. Feature 

engineering methods are used to effectively analyze human behaviour. The study clearly shows that behaviour analysis 

can be used to effectively improve the accuracy of threat detection. Real-time monitoring capabilities are available 

within the system. Data privacy issues are clearly discussed. The importance of considering human factors within 

security mechanisms is highlighted. The study clearly discusses the limitations of the system. The system can be used 

to support applications within the physical security domain as well as the digital security domain. This work contributes 

to the advancement of intelligent risk management systems. 

 

In a study by [12] there has been a comprehensive analysis of the methods involved in human emotion and behavioural 

recognition using machine learning and deep learning algorithms. The study focuses on the evaluation of different 

algorithms in detecting human emotions and behavioural patterns using visual and sensor information. The 

effectiveness of convolutional neural networks and recurrent neural networks has been emphasized in the study. The 

study has also focused on the significance of understanding human behaviour in surveillance and human-computer 

interaction. A comparative study of different algorithms has been provided based on their accuracy and computational 

efficiency. The study has also identified the challenges involved in human emotion and behavioural recognition, 

including the limitations of the dataset and the variations in human expressions. The study has also identified the 

significance of using feature representation techniques in enhancing the accuracy of classification. The study has also 

identified the significance of using multimodal information in enhancing the accuracy of human emotion and 

behavioural recognition. The study has also identified the challenges involved in real-time processing. The study has 

also identified the scope of using advanced deep learning algorithms. The work provides a strong foundation for 

behaviour-based analysis systems. 

 

[13] presented an advanced framework to improve network data analytics by integrating artificial intelligence as a 

service and machine learning model provisioning. This research aims to optimize data analytics in distributed systems. 

The dynamic deployment of machine learning models is used to process large data sets in an efficient manner. This 

framework is applicable in real-time environments. The focus is on enhancing resource utilization and system 
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performance. This framework also supports automated model management and deployment. The challenges faced in 

terms of latency and data handling are overcome by optimized architectures. This research also discusses the 

importance of AI-based data analytics in modern communication networks. The experimental results show efficiency 

and flexibility in the framework. The limitations faced in implementing the framework are discussed in the paper. This 

framework can also be applied in large-scale monitoring and surveillance systems. This research contributes to the 

development of efficient AI-based data analytics. 

 

III. EXISTING METHODLOGY 

 

Generally, conventional surveillance methodologies rely on the use of Closed-Circuit Television (CCTV) systems, 

which involve continuous monitoring by security personnel. The personnel are expected to monitor various sources of 

visual information to detect suspicious activities or crimes. Basic motion detection and video recording are some of the 

techniques commonly used in conventional methodologies. In some cases, conventional image processing techniques 

are used in combination with rule-based algorithms. However, these methodologies are not able to intelligently analyze 

complex visual information, making them a reactive, rather than proactive, approach to security management. 

Traditionally, facial recognition systems used in surveillance systems have employed classical approaches like 

Eigenfaces, Local Binary Patterns (LBP), and other feature extraction techniques. Although these techniques offer a 

basic level of recognition, their accuracy remains highly dependent on changes in the environment, including 

insufficient light, changes in the angle of the face, and the presence of accessories like masks or sunglasses. Moreover, 

the absence of sufficient resolution of the video also affects the accuracy of the system. The lack of deep learning 

integration also affects the achievement of recognition accuracy. One of the main limitations of the existing system is 

that there is a lack of threat detection and behavioural analysis capabilities. The existing system is not capable of 

automatically detecting hidden weapons, aggressive behaviour, or other suspicious behavioural patterns such as 

loitering. There is a delay in threat detection that depends upon human interpretation. There is also a lack of real-time 

alert capabilities and intelligent decision-making capabilities. All these limitations clearly indicate that there is a need 

for a sophisticated system that can provide accurate information in real-time for the betterment of society.  

 

IV. PROPOSED METHODOLOGIES 

 

The suggested solution is based on the incorporation of an intelligent surveillance mechanism, which is primarily 

reliant on computer vision and deep learning to provide real-time threat identification. The suggested solution is 

different from existing ones in the sense that it uses a combined mechanism for object identification, facial recognition, 

and behavioural analysis, which is not commonly used in existing architectures. The identification of suspicious objects 

is done with the help of the YOLO (You Only Look Once) algorithm, which is quite efficient in providing real-time 

identification of objects like weapons and suspicious objects. Besides object detection, the system includes a pose 

estimation mechanism and an anomaly detection mechanism to understand human behaviour and detect abnormal 

patterns like aggressive behaviour or loitering. Facial recognition is done using a Grassmannian manifold-based 

convolution neural network to extract discriminative facial features and allow for robust matching with a predefined 

criminal database. This helps in improving accuracy in facial recognition under difficult conditions like lighting 

changes, occlusions, and viewing angles. The integration of these techniques provides a holistic understanding of both 

object-related and human-related activities in videos. The automated alert and response system would add to the 

efficiency of this system by providing real-time alerts whenever suspicious activity or known individuals are detected. 

This framework allows for effective management of databases to store and retrieve facial images, thereby providing 

efficient identification and verification techniques. This research would be helpful in creating efficient security systems 

that are intelligent enough to detect threats proactively. This system would be effective for use in various environments, 

such as smart cities, financial organizations, or law enforcement agencies, where timely decision-making is critical. 

 

V. METHODOLOGY 

 

Data Acquisition and Video Stream Processing 

Surveillance data is obtained through continuous video streams captured from cameras installed in monitored 

environments. The input video is divided into sequential frames to enable efficient processing and analysis. 

Preprocessing techniques such as resizing, normalization, and noise reduction are applied to enhance image quality and 

ensure consistency for further computational tasks. This stage establishes a stable and structured input pipeline for real-

time analysis. 
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Face Detection and Feature Extraction 

Facial regions are identified within each frame using deep learning-based detection methods. Once detected, relevant 

facial features are extracted to generate a compact representation of each individual. A convolutional neural network 

combined with Grassmannian-based feature modeling is employed to improve robustness against variations in lighting, 

pose, and occlusions. These extracted features are then prepared for comparison with stored records. 

 

YOLO-Based Object Detection 

Object detection is carried out using the YOLO (You Only Look Once) algorithm to identify potentially harmful 

objects such as weapons or suspicious items. The model processes each frame in real time, classifies detected objects, 

and assigns confidence scores. This enables rapid identification of threats within complex and crowded environments, 

ensuring minimal delay in detection. 

 

Foreground Extraction and Activity Analysis 

Foreground detection techniques are applied to isolate moving objects and individuals from the background. This 

process helps in focusing on relevant activities within the scene. Behavioural patterns are then analyzed using motion 

tracking and temporal analysis methods to identify unusual activities such as loitering or sudden movements, which 

may indicate potential threats. 

 

Anomaly and Violence Detection 

Anomaly detection algorithms are utilized to distinguish normal behaviour from suspicious actions. Patterns such as 

aggressive gestures or abnormal motion sequences are identified using trained models. This stage enhances the 

capability to detect potential incidents before escalation by continuously evaluating deviations from typical behavioural 

patterns. 

 

Criminal Face Recognition and Database Matching 

Extracted facial features are compared with entries stored in a centralized criminal database. The matching process 

determines identity by calculating similarity scores between detected faces and existing records. Accurate identification 

enables immediate recognition of known offenders and supports efficient tracking within surveillance systems. 

 

Alert Generation and Notification System 

Upon detection of suspicious activities or identification of a known individual, an automated alert mechanism is 

triggered. Notifications are sent to relevant authorities through integrated communication channels. Additionally, audio 

or visual alarms can be activated to ensure rapid response and immediate attention to potential threats. 

 

Report Generation and System Logging 

All detected events, including identified faces and suspicious activities, are recorded in a structured format. Logs are 

maintained for further investigation, analysis, and auditing purposes. This component supports data-driven decision-

making and enhances the overall effectiveness of surveillance operations. 

 

 
 

Figure 1: Diagram representation of the proposed methodology 
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VI. EXPERIMENTAL RESULTS 

 

The experimental evaluation shows that the intelligent surveillance system is effective in detecting suspicious activities 

and identifying criminal faces in real-time. The intelligent surveillance system has been tested on various surveillance 

scenarios, including different lighting conditions, crowd density, and camera angle. The use of YOLO for object 

detection and a Grassmannian-based CNN for face recognition has improved the speed and efficiency of object 

detection compared to traditional methods. The intelligent surveillance system has successfully detected weapons, 

suspicious activities, and known criminals with low latency. Performance analysis indicates that the proposed approach 

outperforms conventional CCTV-based monitoring and traditional machine learning techniques in both accuracy and 

efficiency. The automated detection of suspicious activities reduced dependency on manual supervision, while real-

time processing enhanced response time. Facial recognition accuracy remained consistent even under challenging 

conditions such as occlusions and low illumination, highlighting the robustness of the feature extraction method. 

Additionally, the system demonstrated a lower false alarm rate due to improved anomaly detection capabilities. 

 

The comparative evaluation between existing and proposed approaches is summarized below, showing clear 

improvements across key performance metrics. 

 

Table 1: Performance Comparison Table 

 

Performance Metric Existing System (%) Proposed System (%) 

Accuracy 72 94 

Precision 70 92 

Recall 68 91 

F1-Score 69 91 

Detection Speed (FPS) 12 28 

False Alarm Rate 25 8 

 

These results indicate that the proposed framework achieves higher reliability, faster processing speed, and improved 

overall performance, making it suitable for real-time security and surveillance applications. 

 

 
 

Figure 2: Performance metric chart representation 

 

VII. CONCLUSION 

 

The research findings presented in this paper emphasize the benefits of using advanced computer vision techniques in 

intelligent surveillance. The integration of object detection using YOLO (You Only Look Once) and accurate face 

recognition using the Grassmannian feature representation method helps to detect unusual events and individuals more 

effectively. The system proves to be efficient in harsh environments with minimal impact on the overall accuracy of 
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object detection. The integration of behavioural analysis helps to detect potential threats at an early stage. This reduces 

the overall dependency on human intervention for surveillance operations. The proposed framework helps to advance 

intelligent surveillance techniques by improving threat detection speed, identification accuracy, and timely alert 

generation. The improvements in terms of accuracy, speed, and false detection confirm that the proposed framework is 

more suitable for real-world applications in intelligent surveillance environments such as cities, financial organizations, 

and law enforcement agencies. The integration of multiple intelligent modules within a unified architecture supports 

proactive decision-making and strengthens public safety measures. Overall, this research establishes a foundation for 

developing scalable and efficient surveillance solutions capable of addressing modern security challenges. 
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