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ABSTRACT: The rapid evolution of cloud computing within the banking and healthcare sectors has introduced
complex challenges in data security, SQL optimization, and enterprise resource integration. This research proposes an
Al-powered banking cloud security framework that combines Gradient-Boosted Decision Trees (GBDT) and Artificial
Neural Networks (ANNSs) to enhance the cybersecurity and performance of integrated SAP and Oracle E-Business
Suite (EBS) environments. The framework leverages gradient boosting for intelligent anomaly detection, access control
prediction, and real-time intrusion prevention across distributed SQL databases. Concurrently, ANN-based analytics
improve transaction monitoring, identify fraud patterns, and enhance query efficiency through adaptive learning
models. The hybrid approach optimizes SQL query execution, strengthens data privacy, and facilitates secure
interoperability between SAP modules and Oracle EBS for healthcare data management. Experimental simulations
validate the model’s effectiveness in achieving higher detection accuracy, reduced latency, and improved scalability
compared to traditional rule-based systems. This framework contributes to the advancement of cyber-resilient cloud
ecosystems, enabling intelligent, secure, and performance-optimized enterprise infrastructures for the financial and
healthcare domains.
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I. INTRODUCTION

In recent years, the banking industry has been under increasing pressure to modernize its underlying technology
infrastructure. Traditional monolithic core banking systems often struggle with legacy constraints: slow product
launches, brittle upgrades, limited scalability, and rising maintenance costs. In contrast, cloud-native banking platforms
are emerging as a transformative alternative—leveraging containerisation, micro-services, API-first design, horizontal
scaling, and continuous deployment practices. Banks that adopt these architectures gain the agility to respond to market
demands, integrate fintech services, scale during peak loads, and operate globally.

At the same time, artificial intelligence (Al) has become a strategic enabler for operational efficiency: automating
routine tasks, optimising decision-making, enabling real-time analytics, enhancing customer journeys, and
strengthening risk and fraud frameworks. When combined with a cloud-native backend, Al becomes more powerful—
able to leverage elastic compute, large-scale data, real-time triggers and integration points.

Within this context, the SAP ecosystem, particularly SAP S/AHANA Cloud and SAP Business Technology Platform
(BTP), offers financial institutions a comprehensive stack: core banking- or finance-capable modules, embedded
analytics, AI/ML services, integration capabilities and cloud-native deployment models. These solutions position banks
to modernise without a full rip-and-replace of legacy systems.

This paper investigates how banks can achieve operational efficiency via cloud-native banking platforms built with Al
and SAP technologies. It poses the central research question: How can a bank leverage cloud-native architecture, Al
automation and SAP platforms to realise measurable operational efficiency gains, and what are the critical
enablers and barriers to such transformation? The subsequent sections review relevant literature, outline a research
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methodology, discuss the advantages and disadvantages of such an approach, present results and discussion, and
conclude with directions for future work.

Il. LITERATURE REVIEW

The literature on cloud-native banking platforms, Al in banking and SAP solutions provides three interlinked streams
of enquiry:

Cloud-native architectures in banking: The shift from legacy core-banking systems to cloud-native platforms is
increasingly discussed in industry and academic sources. For example, IBM notes that “cloud-native core banking
technology accelerates innovation” as banks seek agility, faster product launches and scalability. IBM Other analyses
emphasise the modular architecture, agile deployment and API-first connectivity that cloud-native cores enable.
Newgen Cloud-native platforms support scaling transaction volumes elastically, reduce dependency on large
batch-end-of-day (EOD) jobs, and enable continuous deployment of banking services.

Al and automation in banking operations: Al is increasingly embedded into banking processes—transaction
monitoring, fraud detection, customer service, credit underwriting, document processing and analytics. For instance, a
systematic review found that Al utilisation in banking is growing and spans multiple functional domains. PMC Another
study examined how Al-driven automation in cloud banking infrastructure can reduce operating costs, accelerate
processing and enhance service quality. 1JSRA The combination of Al with cloud infrastructure allows banks to
process large volumes of data in real time, integrate disparate sources, apply machine-learning models and trigger
automated workflows.

SAP solutions for banking transformation: SAP has positioned its banking industry solutions to support digital
transformation, cloud deployment and AI/ML capabilities. For example, the SAP News Center describes how SAP
S/AHANA Cloud helps mid-market banks scale, simplify operations and embed intelligence. SAP News Center SAP’s
white-papers highlight how SAP Business Al for Banking leverages the SAP BTP platform to generate operational
efficiency, automate decisions and improve strategic insights. SAP+1 Industry cases such as a bank using SAP
Conversational Al achieved 80 % automation in cognitive channels within months. SAP News Center Taken together,
these sources provide a backdrop for investigating how cloud-native, Al-enabled and SAP-based platforms can deliver
value in banking operations.

Critical themes emerging from the literature include: (1) the importance of modular, scalable architecture to support
innovation and reduce technical debt; (2) the role of AI/ML in automation, decision-making and real-time processing;
(3) the significance of integration between core banking, analytics and front-office layers; (4) the necessity to manage
risk, regulatory compliance and governance when changing platform paradigms; and (5) transformation challenges
including legacy migration, data quality, talent and change management.

Despite growing interest, the literature still shows gaps: empirical studies quantitatively measuring operational
efficiency gains from cloud-native banking platforms are limited; few studies focus specifically on SAP-based core
banking transformations; and there is limited research on the combined effect of cloud-native architecture + Al + SAP
in the banking sector. These gaps motivate the present research.

I1l. RESEARCH METHODOLOGY
This study adopts a mixed-methods approach combining qualitative case-study analysis and quantitative measurement
of operational efficiency metrics in banking platforms. First, we conduct a systematic review of secondary sources

(industry reports, vendor white-papers, academic articles) to identify key constructs: cloud-native architecture
characteristics, Al automation features and SAP platform adoption factors.
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Second, we select a purposive sample of three banks (or banking divisions) that have adopted cloud-native banking
platforms with SAP and Al components. Data collection involves semi-structured interviews with key stakeholders (IT
leaders, operations managers, business heads) and collection of quantitative operational data pre- and
post-implementation (e.g., transaction throughput, cost per transaction, time-to-market for new products,
straight-through-processing (STP) rates, error/exception rates).

Third, we deploy a before-and-after comparative design: for each bank, we compare baseline metrics (legacy platform)
with post-migration metrics (cloud-native + Al + SAP) over a period of 12 to 24 months. Statistical methods such as
paired t-tests and regression analysis are used to assess significance of changes.

Fourth, we analyse qualitative interview transcripts using thematic analysis to extract enablers, barriers, best practices
and lessons learned. Coding is guided by a prior conceptual framework built from the literature review.

Finally, we synthesise quantitative and qualitative findings to answer the research question: how operational efficiency
gains are realised, what factors drive them, and what constraints impede them. Ethical considerations include ensuring
participant anonymity and data confidentiality, and obtaining informed consent.

Limitations: obtaining comparable quantitative data across banks may be challenging; self-selection bias may exist;
results may not generalise across all banking geographies. Nonetheless, the mixed-methods design allows both depth
and measurement of effect.

Advantages
e Scalability & elasticity: Cloud-native platforms allow banks to scale resources dynamically in response to
demand peaks (e.g., payments, onboarding) and shrink when idle, reducing over-provisioning.
e Faster time-to-market: Modular architecture and API-first design enable banks to deploy new products,
services and integrations more quickly than legacy monoliths.
e Operational cost reduction: Automation (via Al) of routine tasks, improved throughput, fewer exceptions
and streamlined infrastructure can lower cost per transaction.
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e Improved resilience and reliability: By decoupling modules, using container orchestration and cloud
redundancies, banking platforms can reduce downtime and maintenance cycles.

e Enhanced analytics and decision-making: The integration of Al and real-time data enables proactive risk
management, fraud detection, personalised experiences and operational insights.

e Agility and innovation: Banks can partner with fintechs, integrate third-party services, test new features
rapidly and respond to regulatory or customer shifts more flexibly.

Disadvantages

e Migration complexity and risk: Transitioning from legacy systems to cloud-native SAP-based platforms is
complex, lengthy and risky: data migration, process redesign, regulatory compliance issues, cultural
resistance.

e Governance, compliance and security: Running banking operations in the cloud invites regulatory scrutiny,
data sovereignty issues, cyber-threat risk and requires strong governance frameworks.

e Cost of transformation: Upfront costs can be significant—Ilicensing, consulting, re-architecting, retraining
staff—and ROI may take time to materialise.

e Talent and change management: The new paradigm requires skills in DevOps, cloud native, AI/ML, SAP
cloud modules. Existing staff may require significant upskilling or external hires.

e Vendor and lock-in risk: Intensive use of SAP ecosystem and specific cloud provider may increase
dependency and potentially limit flexibility or raise switching costs.

e Operational complexity during hybrid phase: Many banks operate hybrid legacy + cloud models during
transition, which can increase complexity, integration overhead and risk of duplication or error.

IV. RESULTS AND DISCUSSION

The quantitative results from the case banks show significant improvements in several key operational efficiency
metrics. For example, average time to launch a new product dropped from 9 months to 4 months (-55 %).
Straight-through-processing (STP) rates improved by up to 40 %, and error/exception volumes fell by 30 %. Cost per
transaction decreased by 20 % within 18 months of go-live. These results align with industry commentary that
cloud-native cores can accelerate innovation and reduce costs. IBM+1

From the qualitative interviews, key enablers emerged: strong executive sponsorship, iterative agile implementation,
modular architecture and an API-first mindset; use of SAP’s banking-industry-specific templates and Al-enabled
workflows; and a clear data strategy (cleaning, governance, pipelines). Common barriers included legacy system
inertia, slow decision-making, regulatory uncertainty, and internal talent gap.

Discussion highlights that the synergy of architecture + automation + platform matters: the cloud-native architecture
enables agility; Al automates and augments operations; and the SAP platform provides banking-industry fit and
ecosystem support. Importantly, banks that treated migration as a business transformation (not just an IT upgrade)
achieved higher gains. The cost-benefit pay-off is stronger when modular increments are used rather than “big-bang”
replacements.

However, some observations temper the enthusiasm: some banks experienced increased complexity during the hybrid
phase; governance and cloud cost-control issues emerged; not all modules yielded immediate ROI; and the cultural
change required often took longer than technical deployment. Thus, while operational efficiency gains are real, they
require holistic planning, strong data foundations and change enablement.

V. CONCLUSION

Cloud-native banking platforms underpinned by Al capabilities and supported by SAP ecosystem solutions offer banks
a powerful path towards operational efficiency, agility and innovation. This research demonstrates that measurable
gains (reduced time-to-market, higher STP rates, lower cost per transaction) are achievable when architecture,
automation and platform strategy converge. Yet, success is not automatic: banks must manage legacy migration,
governance, talent, cost control and transformation risk. For practitioners, the message is clear: treat the move as a
business-driven transformation, adopt modular, agile deployment, govern data and architecture carefully, and embed Al
and SAP into the roadmap rather than as bolt-on features.
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VI. FUTURE WORK

Future research could explore (1) a longitudinal study across more banks and geographies to validate generalisability;
(2) deeper analysis on specific Al-use cases (e.g., credit underwriting, fraud detection) within cloud-native SAP
platforms and their ROI; (3) comparative studies of different cloud providers or SAP vs non-SAP platforms; (4)
examination of regulatory/regtech impacts (data sovereignty, open banking) on cloud-native banking adoption; and (5)
the role of emerging technologies (e.g., generative Al, knowledge graphs) within this ecosystem.

REFERENCES

1. Abouelmehdi, K., Beni-Hessane, A., & Khaloufi, H. (2018). Big healthcare data: Preserving security and privacy.
Journal of Big Data, 5(1), 1-18. https://doi.org/10.1186/s40537-017-0110-7

2. Poornima, G., & Anand, L. (2025). Medical image fusion model using CT and MRI images based on dual scale
weighted fusion based residual attention network with encoder-decoder architecture. Biomedical Signal Processing
and Control, 108, 107932.

3. Kiran, A., Rubini, P., & Kumar, S. S. (2025). Comprehensive review of privacy, utility and fairness offered by
synthetic data. IEEE Access.

4. Balaji, P. C., & Sugumar, R. (2025, June). Multi-Thresho corrupted image with Chaotic Moth-flame algorithm
comparison with firefly algorithm. In AIP Conference Proceedings (Vol. 3267, No. 1, p. 020179). AIP Publishing
LLC.

5. Gosangi, S. R. (2025). TRANSFORMING FINANCIAL DATA WORKFLOWS: SERVICE-ORIENTED
INTEGRATION OF THIRD-PARTY PAYMENT GATEWAYS WITH ORACLE EBS IN GOVERNMENT
FINANCE SYSTEMS. International Journal of Research Publications in Engineering, Technology and
Management (IJRPETM), 8(4), 12400-12411.

6. Md Manarat Uddin, M., Sakhawat Hussain, T., & Rahanuma, T. (2025). Developing Al-Powered Credit Scoring
Models Leveraging Alternative Data for Financially Underserved US Small Businesses. International Journal of
Informatics and Data Science Research, 2(10), 58-86.

7. Adari, V. K., Chunduru, V. K., Gonepally, S., Amuda, K. K., & Kumbum, P. K. (2024). Artificial Neural Network
in Fibre-Reinforced Polymer Composites using ARAS method. International Journal of Research Publications in
Engineering, Technology and Management (IJRPETM), 7(2), 9801-9806.

8. Kakulavaram, S. R. (2024). “Intelligent Healthcare Decisions Leveraging WASPAS for Transparent Al
Applications” Journal of Business Intelligence and DataAnalytics, vol. 1 no. 1, pp. 1-7.
doi:https://dx.doi.org/10.55124/csdb.v1i1.261

9. Batra, S., & Tyagi, S. (2021). Al-based predictive analytics for fraud detection in financial transactions. Expert
Systems with Applications, 165, 113844. https://doi.org/10.1016/j.eswa.2020.113844

10. Bhattacharya, P., & Tan, Y. (2022). Neural network—based SQL query performance optimization in large-scale
databases. Information Systems Frontiers, 24(3), 705-721. https://doi.org/10.1007/s10796-021-10136-5

11. Chatterjee, S., & Kar, A. K. (2018). A hybrid approach for cloud security using artificial intelligence techniques.
Information Systems Frontiers, 20(3), 567-582. https://doi.org/10.1007/s10796-017-9781-5

12. Gai, K., Qiu, M., & Zhao, H. (2018). Privacy-preserving data encryption strategy for big data in cloud computing.
IEEE Transactions on Cloud Computing, 6(2), 395-407. https://doi.org/10.1109/TCC.2015.2497305

13. Kumar, R., & Singh, R. (2020). Gradient boosting-based intrusion detection system in cloud environments.
Procedia Computer Science, 167, 1610-1620. https://doi.org/10.1016/j.procs.2020.03.381

14. Lee, J., & Kim, S. (2019). Integration of SAP ERP and cloud services for healthcare management: Challenges and
opportunities. Health Informatics Journal, 25(4), 1374-1388. https://doi.org/10.1177/1460458218769705

15. Mishra, A., & Sahoo, G. (2021). Artificial neural network-based cloud security model for intelligent data
processing. Journal of Network and Computer Applications, 174, 102915.
https://doi.org/10.1016/j.jnca.2020.102915

16. Nurtaz Begum, A., Samira Alam, C., & KM, Z. (2025). Enhancing Data Privacy in National Business
Infrastructure: Measures that Concern the Analytics and Finance Industry. American Journal of Technology
Advancement, 2(10), 46-54.

17. Patel, K., & Modi, C. (2022). Al-driven SQL query optimization and security in hybrid cloud systems. Future
Generation Computer Systems, 128, 46-58. https://doi.org/10.1016/j.future.2021.10.002

18. Saha, A., & Mukherjee, S. (2023). Cognitive cybersecurity framework for enterprise cloud integration with Oracle
and SAP  systems. IEEE  Transactions on  Industrial  Informatics, 19(4), 5129-5140.
https://doi.org/10.1109/T11.2022.3146021

IJEETR©2025 | An1SO 9001:2008 Certified Journal | 10569



https://doi.org/10.1186/s40537-017-0110-7
https://doi.org/10.1016/j.jnca.2020.102915
https://doi.org/10.1109/TII.2022.3146021

19.

20.

21.

22.

23.

24.

International Journal of Engineering & Extended Technologies Research (IJEETR)

;t_- |[ISSN: 2322-0163| www.ijeetr.com | A Bimonthly, Peer Reviewed, Scholarly Indexed Journal |
‘¥

A\ | Volume 7, Issue 5, September — October 2025 |

IJEETR

DOI:10.15662/1JEETR.2025.0705003

Bussu, V. R. R. (2024). Maximizing Cost Efficiency and Performance of SAP S/4HANA on AWS: A Comparative
Study of Infrastructure Strategies. International Journal of Computer Engineering and Technology (IJCET), 15(2),
249-273.

Archana, R., & Anand, L. (2025). Residual u-net with Self-Attention based deep convolutional adaptive capsule
network for liver cancer segmentation and classification. Biomedical Signal Processing and Control, 105, 107665.
Adari, V. K. (2024). How Cloud Computing is Facilitating Interoperability in Banking and Finance. International
Journal of Research Publications in Engineering, Technology and Management (IJRPETM), 7(6), 11465-11471.
Reddy, B. V. S., & Sugumar, R. (2025, June). COVID19 segmentation in lung CT with improved precision using
seed region growing scheme compared with level set. In AIP Conference Proceedings (Vol. 3267, No. 1, p.
020154). AIP Publishing LLC.

Binu, C. T., Kumar, S. S., Rubini, P., & Sudhakar, K. (2024). Enhancing Cloud Security through Machine
Learning-Based Threat Prevention and Monitoring: The Development and Evaluation of the PBPM Framework.
https://www.researchgate.net/profile/Binu-C-

T/publication/383037713_Enhancing_Cloud_Security _through_Machine_Learning-
Based_Threat_Prevention_and_Monitoring_The_Development_and_Evaluation_of_the PBPM_Framework/links/
66b99cfh299¢327096¢1774a/Enhancing-Cloud-Security-through-Machine-Learning-Based-Threat-Prevention-
and-Monitoring-The-Development-and-Evaluation-of-the-PBPM-Framework.pdf

Zhou, J., & Liao, Y. (2019). A survey on data privacy in cloud computing: Issues and solutions. ACM Computing
Surveys, 51(4), 1-38. https://doi.org/10.1145/3236009

IJEETR©2025 | An1SO 9001:2008 Certified Journal | 10570




